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(Q63-Q68):

P #63

A portal administrator is trying to enable web-tier authentication (IWA) for the ArcGIS Enterprise portal using Active Directory and
IIS.

Steps taken:

* Configured portal with Microsoft version of ArcGIS Web Adaptor

* Set identity store to Active Directory

* Added AD users to the portal

* Disabled anonymous access in Portal

Users are not prompted to sign in and are not automatically logged in.

‘What should the administrator do next?

A. Assign a default user type to all portal members

B. Enable Windows Authentication in IIS

C. Refiesh user membership in the Portal Administrator Directory

D. Work with the IT department to disable anonymous access to the IIS web server

EfE: D

R -

When usingl WA through the Web Adaptor (IIS), thelIS server itself must be configuredto deny anonymous access and allow
Windows Authentication. Simply disabling anonymous accesswithin the Portal settingsisnot enough.

From Esri's web-tier authentication guide:

"For IWA to function as expected, anonymous access must be disabled i IIS for the ArcGIS Web Adaptor, and Windows
Authentication must be enabled. If1IS still allows anonymous access, users will bypass authentication prompts."

* OptionBis irrelevant here-user types don't affect login behavior.

* OptionCis a content sync feature, not related to authentication.

* OptionD(Enable Windows Authentication) is correctonly if it hasn't already been done, but the missing step isdisabling anonymous
accessin IIS.

Reference:ArcGIS Enterprise -Configuring Web-Tier Authentication with IIS

HM #o64

A GIS admmistrator is publishing a feature service. All 2,400 features in the dataset must be able to be returned froma single
request to the service.

Which action should the admmistrator perform?

e A. Adjust pooling to handle the request
¢ B. Use service defaults for publishing

e (. Increase the max record count

¢ D. Enable cached drawing mode

EfE: C

R

By default, feature services limit the number of records returned in a single request (usually set to

1,000). To allow all 2,400 features to be returned in one call, the admmistrator needs to increase the
"Maximum number of records returned by the server” (maxRecordCount) setting during or after publishing,
Fromthe ArcGIS Server documentation:

"The maxRecordCount property defines the number of records returned by the server in a single request. To return all features, this
value must be increased accordingly."

* Option A (adjust pooling) relates to concurrency and scalability, not data retrieval limits.

* Option C would keep the default setting of 1,000, which would not meet the requirement.

* Option D relates to visual performance, not record retrieval.

Reference:ArcGIS Server - Feature Service Settings and Tuning for Performance

HH #65
A client has an internet-accessible ArcGIS Enterprise deployment with the Web Adaptors in the DMZ, and the remaining



components are on an internal network behind a firewall. A user on the internet must access a web map in that environment.
‘Which ports must be open in the firewall between the DMZ and the internal network?

A. 443 and 6443
B. 80 and 443

C. 6443 and 7443
D. 2443 and 6443

F
=

: B

M #66

An ArcGIS Pro user receives the following error when trying to publish to ArcGIS Enterprise:

"Unable to publish to ArcGIS Server, error 001369: failed to create service" The ArcGIS Server logs reveal:
* Failed to create service

* Internal server error

* Unable to instantiate class for XML schema type

* Invalid XML registry file

*390 ArcSOC processes running

* Server uses only half of available RAM

‘Which action should the administrator perform?

e A Use more dedicated mnstances instead of shared
¢ B. Increase the non-interactive desktop heap size
e C. Scale up the ArcGIS Server machine resources

Ef: A

fEEL:

This issue is consistent with desktop heap exhaustion, especially when a high number of ArcSOC processes (e.g., 390) are running
on Windows. Desktop heap is a limited memory resource used for GUI and system object management. When it runs out, services
can fail to start and produce XML-related errors.

Increasing the non-interactive desktop heap size in the Windows registry resolves this.

From Esri documentation:

"If the Windows desktop heap size is too low, ArcGIS Server may be unable to create new processes (ArcSOC), causing service
failures and related internal server errors."

* Option B 1s a generic fix and won't address the specific heap exhaustion issue.

* Option C doesn't help if the root issue is OS-level heap size limits.

Reference:ArcGIS Enterprise - ArcSOC process limits and Windows desktop heap size

R #67

A client has an internet-accessible ArcGIS Enterprise deployment with the Web Adaptors in theDMZ, and the remaining
components are on aninternal networkbehind afirewall. A user on the internet must access a web map in that environment.
Which ports must be open in the firewall between the DMZ and the internal network?

A. 443 and 6443
B. 80 and 443

C. 6443 and 7443
D. 2443 and 6443

Ef#E: C
i

Web Adaptors in the DMZ must forward requests to internal components (Portal and Server). These internal services operate over
HTTPS via ports:

* 7443 for Portal for ArcGIS

* 6443 for ArcGIS Server

Therefore, the firewall mustallow traffic over ports 6443 and 7443from the Web Adaptors (DMZ) to the respective internal
services.

From ArcGIS Enterprise security documentation:



"When using Web Adaptors in the DMZ, make sure ports 6443 and 7443 are open between the Web Adaptors and the internal
ArcGIS Server and Portal components respectively."

* OptionBis partially correct but leaves out Portal (7443).

* OptionCis for HITP/HTTPS access from the public,not internal communications.

* OptionDincludes the Data Store admin port (2443), which isn't required here.

Reference:ArcGIS Enterprise -Firewalls, Ports, and DMZ Configuration
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