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H M #355
‘Which of'the following is an important aspect of ensuring that endpoint systems meet security policies and standards?

A. Regularly updating firmware

B. Conducting periodic software audits
C. Implementing software firewalls

D. Enforcing strong password policies

IEf#: D

TR

Enforcing strong password policies is an important aspect of ensuring that endpoint systems meet security policies and standards.
Strong passwords help prevent unauthorized access to the system and protect sensitive information. While firmware updates,
software firewalls, and software audits are also important for overall cybersecurity, enforcing strong password policies directly
relates to the security of endpoints and their compliance with policies and standards.

M #356
Which statement accurately describes the concept of a code of ethics in the cybersecurity field?

A. A document that articulates ethical standards for cybersecurity professionals.
B. A compilation of open-source tools for network security.

C. A framework outlining the steps of a cybersecurity attack.

D. A set of laws and regulations governing cybersecurity practices.

Ef: A
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fEERA -

A code of ethics in the cybersecurity field is a document that outlines the ethical standards and behavior expected from cybersecurity
professionals. It provides guidelines for professionals to follow in order to maintain integrity, protect privacy, and ensure the
responsible use of technology in their work.

H A #357
What is the purpose of a disaster recovery plan (DRP)?

A. To regularly test the effectiveness of backup systems and processes

B. To outline procedures and strategies for recovering critical systens and data after a disaster
C. To prevent the occurrence of disasters or disruptive events

D. To provide a secondary data storage location for backup purposes

Ef#: B

R -

A disaster recovery plan (DRP) is a documented set of procedures and strategies designed to guide an organization during the
recovery process after a disaster or disruptive event has occurred. It encompasses the recovery of critical systems, applications, and
data to ensure continuity of operations.

E R #358
What is the purpose of multi- factor authentication?

A. To prevent unauthorized access by encrypting user credentials

B. To sinplify the login process by only requiring one form of identification

C. To restrict access to certain users by requiring additional authorization

D. To provide muiltiple layers of security by requiring users to provide more than one form of identification

iFf@g: D

L2

Option 1: Correct. Multi-factor authentication adds an extra layer of security by requiring users to provide more than one form of
identification, such as a password and a fingerprint or a security token.

Option 2: Incorrect. Multi-factor authentication does not simplify the login process, but rather adds an additional step to verify the
user's identity.

Option 3: Incorrect. While multi-factor authentication can help restrict access to certain users, its main purpose is to provide an extra
layer of security rather than additional authorization.

Option 4: Incorrect. While encryption is an important security measure, multi-factor authentication is specifically designed to provide
multiple layers of security by requiring multiple forms of identification.

H R #359
What is the purpose of Common Vulnerabilities and Exposures (CVEs)?

A. To protect sensitive information from unauthorized access.

B. To evaluate the effectiveness of cybersecurity measures.

C. To categorize and provide unique identifiers for known vulnerabilities.
D. To identify hackers and cybercriminals.

IEf: C

AR :

Common Vulnerabilities and Exposures (CVEs) are used to identify and classify known vulnerabilities in software systems, hardware
devices, or networks. Each CVE identifier provides a unique reference point for discussing and addressing specific security
weaknesses. By using CVEs, organizations can effectively communicate about vulnerabilities and track their status, enabling better
patching and mitigation strategjes.
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