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EE #108

You have deployed a new Aruba Mobility Controller (MC) and campus APs (CAPs). One of the WLANS enforces 802.1X
authentication lo Aruba ClearPass Policy Manager {CPPM) When you test connecting the client to the WLAN. the test falls You
check Aruba ClearPass Access Tracker and cannot find a record of the authentication attempt You ping from the MC to CPPM.
and the ping is successful.

What is a good next step for troubleshooting?

A. Renew CPPM's RADIUS/EAP certificate

B. Check connectivity between CPPM and a backend directory server
C. Reset the user credentials

D. Check CPPM Event viewer.
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EE #109
Refer to the exhibit, which shows the current network topology.

VLAN 300 ﬂ:ts}
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You are deploying a new wireless solution with an Aruba Mobility Master (MM). Aruba Mobility Controllers (MCs). and campus
APs (CAPs). The solution will Include a WLAN that uses Tunnel for the forwarding mode and Implements WPA3-Enterprise
security What is a guideline for setting up the vlan for wireless devices connected to the WLAN?

A. Assign the WLAN to a named VLAN which specified 100-150 as the range of IDs.
B. Use wireless user roles to assign the devices to different VLANS in the 100-150 range
C. Assign the WLAN to a single new VLAN which is dedicated to wireless users

D. Use wireless user roles to assign the devices to a range of new vian IDs.

HE: B

Y.

When setting up VLANS for a wireless solution with an Aruba Mobility Master (MM), Aruba Mobility Controllers (MCs), and
canmpus APs (CAPs), it is recommended to use wireless user roles to assign devices to different VLANS. This allows for greater
flexibility and control over network resources and policies applied to different user groups. Wireless user roles can dynamically
assign devices to the appropriate VLAN based on a variety of criteria such as user identity, device type, location, and the resources
they need to access. This approach aligns with the ArubaOS features that leverage user roles for network access control, as detailed
in Aruba's configuration and administration guides.

HAE#110



You have configured a WLAN to use Enterprise security with the WPA3 version.
How does the WLAN handle encryption?

A. Traffic is encrypted with AES and keys derived froma PMK shared by all clients on the WLAN.
B. Traffic is encrypted with AES and keys derived froma unique PMK per client.

C. Traffic is encrypted with TKIP and keys derived from a unique PMK per client.

D. Traffic is encrypted with TKIP and keys derived froma PMK shared by all clients on the WLAN.

HE: B

ME.

WPA3-Enterprise is a security protocol infroduced to enhance the security of wireless networks, particularly in enterprise
environments. It builds on the foundation of WPA2 but introduces stronger encryption and key management practices. In WPA3-
Enterprise, authentication is typically performed using 802.1X, and encryption is handled using the Advanced Encryption Standard
(AES).

WPA3-Enterprise Encryption: WPA3-Enterprise uses AES with the Galois/Counter Mode Protocol (GCMP) or Cipher Block
Chaining Message Authentication Code Protocol (CCMP), both of which are AES-based encryption methods. WPA3 does not use
TKIP (Temporal Key Integrity Protocol), which is a legacy encryption method used in WPA and early WPA2 deployments and is
considered insecure.

Pairwise Master Key (PMK): In WPA3-Enterprise, the PMK is derived during the 802.1X authentication process (e.g., via EAP-
TLS or EAP-TTLS). Each client authenticates individually with the authentication server (e.g., ClearPass), resulting in a unique PMK
for each client. This PMK is then used to derive session keys (Pairwise Transient Keys, PTKSs) for encrypting the client's traffic,
ensuring that each client's traffic is encrypted with unique keys.

Option A, "Traffic is encrypted with TKIP and keys derived froma PMK shared by all clients on the WLAN," is incorrect because
WPA3 does not use TKIP (it uses AES), and the PMK is not shared among clients in WP A3-Enterprise; each client has a unique
PMK.

Option B, "Traffic is encrypted with TKIP and keys derived from a unique PMK per client," is incorrect because WPA3 does not
use TKIP; it uses AES.

Option C, "Traffic is encrypted with AES and keys derived froma PMK shared by all clients on the WLAN," is incorrect because,
in WPA3-Enterprise, the PMK is unique per client, not shared.

Option D, "Traffic is encrypted with AES and keys derived froma unique PMK per client," is correct. WPA3-Enterprise uses AES
for encryption, and each client derives a unique PMK during 802.1X authentication, which is used to generate unique session keys
for encryption.

The HPE Aruba Networking AOS-8 8.11 User Guide states:

"WPA3-Enterprise enhances security by using AES encryption with GCMP or CCMP. In WPA3-Enterprise mode, each client
authenticates via 802.1X, resulting in a unique Pairwise Master Key (PMK) for each client. The PMK is used to derive session keys
(Pairwise Transient Keys, PTKs) that encrypt the client's traffic with AES, ensuring that each client's traffic is protected with unique
keys. WPA3 does not support TKIP, which is a legacy encryption method." (Page 285, WPA3-Enterprise Security Section)
Additionally, the HPE Aruba Networking Wireless Security Guide notes:

"WPA3-Enterprise requires 802.1X authentication, which generates a unique PMK for each client. This PMK is used to derive
AES-based session keys, providing individualized encryption for each client's traffic and eliminating the risks associated with shared
keys." (Page 32, WPA3 Security Features Section)

HPE Aruba Networking AOS-8 8.11 User Guide, WPA3-Enterprise Security Section, Page 285.
HPE Aruba Networking Wireless Security Guide, WPA3 Security Features Section, Page 32.

A2 #111
What purpose does an initialization vector (IV) serve for encryption?

A. It enables the conversion of asymimetric keys into keys that are suitable for symmetric encryption.

B. It helps parties to negotiate the keys and algorithms used to secure data before data transmission.

C. It makes encryption algorithnms more secure by ensuring that same plaintext and key can produce different ciphertext.
D. It enables programs to convert easily-remembered passphrases to keys of a correct length.

He: C

Y.

The primary purpose of an Initialization Vector (IV) in encryption is to ensure that the same plaintext encrypted with the same
encryption key will produce different ciphertext each time it is encrypted. This variability is crucial for securing repetitive data
patterns and preventing certain types of cryptographic attacks, such as replay or pattern analysis attacks. The IV adds randomness



to the encryption process, making it more secure by ensuring that encrypted messages are unique, even if the plaintext and key
remain unchanged. This prevents attackers from deducing patterns or inferring any useful information from repeated ciphertext.

HAE #112

Refer to the exhibits.

An admin has created a WLAN that uses the settings shown in the exhibits (and has not otherwise adjusted the settings in the AAA
profile). A client connects to the WLAN. Under which circumstances will a client receive the default role assignment?

A. The client has passed 802.1X authentication, and the value in the Aruba-User-Role VSA matches a role on the MC.
B. The client has attempted 802.1X authentication, but failed to maintain a reliable connection, leading to a timeout error.
C. The client has attempted 802.1X authentication, but the MC could not contact the authentication server.

D. The client has passed 802.1X authentication, and the authentication server did not send an Aruba-User-Role VSA.

HE: D

HE:

The exhibit shows the configuration of a WLAN on an AOS-8 Mobility Controller (MC) with the following settings:

Key management: WPA3-Enterprise (indicating 802.1X authentication).

Use CNSA suite: Unchecked (using standard encryption, not the Commercial National Security Algorithm suite).

Key size: 128 bits (standard for AES-GCMP in WPA3).

Reauth interval: 1440 minutes (24 hours, the interval for re-authentication).

Machine authentication: Disabled (only user authentication is required).

Blacklisting: Disabled (clients are not blacklisted after failed attempts).

The question states that the AAA profile settings have not been adjusted, meaning the default roles (e.g., mitial role, logon role,
802.1X default role) are not specified in the exhibit and are assumed to be the system defaults (e.g., "logon" for the mitial and logon
roles, and a default role like "guest" for the 802.1X default role). The question asks under which circumstances a client will receive
the "default role assignment," which refers to the 802.1X default role configured in the AAA profile for the WLAN.

802.1X Authentication Process in AOS-8:

When a client connects to a WPA3-Enterprise WLAN, it starts in the initial role (typically "logon") to allow basic connectivity (e.g,,
DHCP, DNS).

During 802.1X authentication, the client is placed in the logon role to allow commumication with the authentication server (e.g,,
ClearPass Policy Manager, CPPM).

Ifauthentication succeeds, the client is assigned a role:

Ifthe authentication server (e.g., CPPM) sends an Aruba-User-Role VSA with a role that exists on the MC, the client is assigned
that role.

Ifno Aruba-User-Role VSA is sent, the client is assigned the 802.1X default role configured in the AAA profile for the WLAN.
Ifauthentication fails or the server is unreachable, the client may be assigned a different role (e.g,, a critical role, if configured) or
denied access.

Option A, "The client has attempted 802.1X authentication, but the MC could not contact the authentication server," is incorrect. If
the MC cannot contact the authentication server (e.g., due to a timeout), the client does not receive the 802.1X default role. Instead,
the MC may apply a critical role (if configured) or deny access, depending on the configuration. The 802.1X default role is applied
only after successful authentication.

Option B, "The client has passed 802.1X authentication, and the authentication server did not send an Aruba-User-Role VSA," is
correct. Ifthe client successfully authenticates via 802.1X and the authentication server (e.g., CPPM) does not send an Aruba-User-
Role VSA, the MC assigns the client the 802.1X default role configured in the AAA profile for the WLAN. This is the "default role
assignment” referred to in the question.

Option C, "The client has attempted 802.1X authentication, but failed to maintain a reliable connection, leading to a timeout error," is
mcorrect. A timeout error during authentication (e.g., the client fails to respond to EAP messages) typically results in an
authentication failure, not a successful authentication. The client would not receive the 802.1X default role; it might be denied access
or placed in a different role (e.g., a pre-authentication role).

Option D, "The client has passed 802.1X authentication, and the value in the Aruba-User-Role VSA matches a role on the MC," is
mncorrect. Ifthe authentication server sends an Aruba-User-Role VSA with a role that exists on the MC, the client is assigned that
specific role, not the 802.1X default role.

The HPE Aruba Networking AOS-8 8.11 User Guide states:

"After a client successfully authenticates via 802.1X, the Mobility Controller assigns a role to the client. If the authentication server
(e.g, a RADIUS server) sends an Aruba-User-Role VSA with a role that exists on the controller, the client is assigned that role. If
no Aruba-User-Role VSA is sent in the Access-Accept message, the client is assigned the 802.1X default role configured in the
AAA profile for the WLAN. For exanmple, if the AAA profile specifies 'guest' as the 802.1X default role, the client will be assigned
the 'guest' role." (Page 305, Role Assignment Section) Additionally, the HPE Aruba Networking Wireless Security Guide notes:

"In WPA3-Enterprise with 802.1X authentication, the default role assignment occurs when a client successfully authenticates but the



authentication server does not specify a role via the Aruba-User-Role VSA. In this case, the client receives the 802.1X default role
defined in the AAA profile, such as 'guest' or another role configured by the administrator." (Page 42, 802.1X Role Assignment
Section)

HPE Aruba Networking AOS-8 8.11 User Guide, Role Assignment Section, Page 305.
HPE Aruba Networking Wireless Security Guide, 802.1X Role Assignment Section, Page 42.
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