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NEW QUESTION # 228 
Which of the following types of attacks come under the category of hacker attacks?
Each correct answer represents a complete solution. Choose all that apply.

A. Teardrop
B. Smurf
C. Password cracking
D. IP address spoofing

Answer: C,D

NEW QUESTION # 229 
Which of the following rootkits adds additional code or replaces portions of an operating system, including both the kernel and
associated device drivers?

A. Hypervisor rootkit
B. Library rootkit
C. Kernel level rootkit
D. Boot loader rootkit

Answer: C

NEW QUESTION # 230 
Firewalking is a technique that can be used to gather information about a remote network protected by a firewall. This technique can
be used effectively to perform information gathering attacks. In this technique, an attacker sends a crafted packet with a TTL value
that is set to expire one hop past the firewall. Which of the following are pre-requisites for an attacker to conduct firewalking?
Each correct answer represents a complete solution. Choose all that apply.

A. An attacker should know the IP address of a host located behind the firewall.
B. An attacker should know the IP address of the last known gateway before the firewall.
C. ICMP packets leaving the network should be allowed.
D. There should be a backdoor installed on the network.

Answer: A,B,C

Explanation:
Section: Volume C

NEW QUESTION # 231 
You work as a Network Penetration tester in the Secure Inc. Your company takes the projects to test the security of various
companies. Recently, Secure Inc. has assigned you a project to test the security of a Web site. You go to the Web site login page
and you run the following SQL query:
SELECT email, passwd, login_id, full_name
FROM members
WHERE email = 'attacker@somehwere.com'; DROP TABLE members; --'
What task will the above SQL query perform?

A. Deletes the entire members table.
B. Deletes the database in which members table resides.
C. Performs the XSS attacks.
D. Deletes the rows of members table where email id is 'attacker@somehwere.com' given.

Answer: A

NEW QUESTION # 232 



Which of the following is a process of searching unauthorized modems?

A. System auditing
B. Espionage
C. Wardialing
D. Scavenging

Answer: C

NEW QUESTION # 233
......
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