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(Q75-Q80):

B #75

What logs or tools can be used to troubleshoot wireless AP commumication issues in FortiGate?
(Choose two)

Response:

A. CAPWAP logs

B. VLAN trunk statistics

C. Application control profiles
D. Event Logs > WiFi Events

EfE: AL D

E R #76
What does it mean if a FortiSwitch status is "Managed (Disconnected)" in FortiGate?
Response:

A. It has been removed from the managed switch group

B. It has not been registered

C. It is in standalone mode

D. It is no longer receiving configuration updates or heartbeats

IEf@E: D

R #77
Refer to the exhibit.
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FortiGate Radius Server

Authenticationmethod
User & Authentication ‘ NAS IP

include inBvery user group O

Primary Server

IP/Name 192.168.0.100
RADIUS Servers 8 Secret esesesse
Connection status © Successful
Test Connectivity

Test User Credentials

FortuiGate CLI RADIUS server test
¢

[FortiGate #
[FortiGate § diagnose test authserver radius FAC-Lab pap wifilOl password
jauthenticate 'wifilOl' against 'pap' succeeded, server=primary asgined)gpad session id=15718280638473 session_timeocut=0 secs idle timeout=0 secs!

[FortiGate § diagnose test authserver radius FAC-Lab mschap2 wifil0l password
huthenticate ‘wifilOl' against ‘machap2’ failed, assigned zad seasion_id=19718280638474 session_timeout=0 secs idle_timeout=0 secs!

A RADIUS server has been successfully configured on FortiGate, which sends RADIUS authentication requests to
FortiAuthenticator. FortiAuthenticator, in turn, relays the authentication using LDAP to a Windows Active Directory server.

It was reported that wireless users are unable to authenticate successfully.

The FortiGate configuration confirms that it can connect to the RADIUS server without issues.

While testing authentication on FortiGate using the command diagnose test authserver radius, it was observed that authentication
succeeds with PAP but fails with MSCHAPV2.

Additionally, the Remote LDAP Server configuration on FortiAuthenticator was reviewed.

‘Which configuration change might resolve this issue?

A. Manually add user credentials to the FortiAuthenticator local database.
B. Enable Windows Active Directory Domain Authentication.

C. Change the RADIUS authentication protocol to CHAP.

D. Use RADIUS attributes under the FortiGate configuration.

IEf#: B

BRI«

MSCHAPV2 cannot be validated through a standard LDAP bind to Active Directory because it requires challenge-response
processing. Enabling Windows Active Directory Domain Authentication allows FortiAuthenticator to validate MSCHAPY2 properly
against AD, which can resolve the wireless user authentication failure.

R #78
A network administrator connects a new FortiGate to the network, allowing it to automatically discover and register with
FortiManager. What occurs after FortiGate retrieves the FortiManager address?

e A FortiGate establishes a secure tunnel to FortiManager over TCP port 541.

e B. FortiGate sends a discovery request to all devices on the local network using UDP port 1068.
e (. The device needs to be manually authorized on FortiManager.

¢ D. FortiGate configures its interface settings based on a DHCP response from FortiManager.

IEf: C
e -



After discovering and registering with FortiManager, the FortiGate remains in a pending state until it is manually authorized on
FortiManager, which allows the management relationship to be fully established.

B #79
Refer to the exhibit.

| b BN el

The FortiManager device is set to central management mode for FortiSwitch devices. How are configuration changes applied to
multiple FortiSwitch devices? Response:

e A. Changes are applied only to switches that share the same model number.
¢ B. Configuration changes require manually updating each device.

e C. Configuration changes are made on individual switches.

e D. Changes are made through a template.

IEf: C
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