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Cloud Security Alliance Certificate of Cloud Security Knowledge v5
(CCSKv5.0) Sample Questions (Q318-Q323):
NEW QUESTION # 318 
What is a primary benefit of implementing micro-segmentation within a Zero Trust Architecture?

A. Reduces the need for encryption across the network
B. Simplifies network design and maintenance
C. Increases the overall performance of network traffic
D. Enhances security by isolating workloads from each other

Answer: D

Explanation:
The primary benefit of implementing micro-segmentation within a Zero Trust Architecture is that it enhances security by isolating
workloads from each other. Micro-segmentation involves dividing the network into smaller, isolated segments, so that even if an
attacker gains access to one part of the network, they cannot easily move laterally to other parts. This is crucial in a Zero Trust
model, which assumes that threats may exist both inside and outside the network, and security is enforced at a granular level for each
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workload.
Simplifying network design is not a benefit of micro-segmentation; in fact, it can add complexity due to the increased number of
network segments. Increased network performance is not a primary outcome of micro- segmentation, which may introduce
overhead. Reducing the need for encryption is incorrect because micro- segmentation doesn't eliminate the need for encryption; it
works alongside encryption to provide better security.

NEW QUESTION # 319 
Containers are highly portable code execution environments.

A. False
B. True

Answer: B

NEW QUESTION # 320 
The most pragmatic option for data disposal in the cloud is which of the following?

A. Crypto shredding
B. Overwriting
C. Cold fusion
D. Melting

Answer: A

NEW QUESTION # 321 
What is a key advantage of using Policy-Based Access Control (PBAC) for cloud-based access management?

A. PBAC allows enforcement of granular, context-aware security policies using multiple attributes.
B. PBAC eliminates the need for defining and managing user roles and permissions.
C. PBAC ensures that access policies are consistent across all cloud providers and platforms.
D. PBAC is easier to implement and manage compared to Role-Based Access Control (RBAC).

Answer: A

Explanation:
PBAC enables highly specific access control based on multiple attributes, enhancing flexibility and security in cloud environments.
Reference: [CCSK v5 Curriculum, Domain 5 - IAM][16†source].

NEW QUESTION # 322 
Erin has a picture which he wants to store in the cloud and would like to share its URL so that his friends can see the picture. What
type of cloud storage would you recommend for him?

A. Block Storage
B. Object Storage
C. Raw storage
D. Glacier

Answer: B

Explanation:
Object storage(also referred to as object-based storage) is a general term that refers to the way in which we organize and work with
units of storage, called objects.
Every object contains three things:
The data itself: The data can be anything you want to store, from a family photo to a400,000-page manual for assembling an aircraft.
An expandable amount of metadata: The metadata is defined by whoever creates the object storage; it contains contextual
information about what the data is, what it should be used for, its confidentiality, or anything else that is relevant to the way in which



the data is used.
A globally unique identifier: The identifier is an address given to the object in order for the object to be found over a distributed
system. This way, it's possible to find the data without having to know the physical location of the data(which could exist within
different parts of a data center or different parts of the world).

NEW QUESTION # 323
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