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Fortinet NSE7_CDS_AR-7.6 Exam Syllabus Topics:

Topic Details
¢ Security Solutions Deployment: This domain covers deploying Fortinet solutions to protect laaS and CaaS
Topic 1 environments, and integrating them with cloud native security tools.

Troubleshooting: This domain involves resolving connectivity issues in AWS and Azure environments,
Topic 2 including diagnosing problems with SDN connectors.

Cloud Infrastructure Monitoring; This domain addresses monitoring AWS and Azure networks using
Topic 3 Fortinet monitoring tools designed for cloud workload visibility and management.

¢ Automation Tools: This domain focuses on using infrastructure-as-code tools like Terraform, Ansible,
Aazure Bicep, and AWS CloudFormation to automate cloud infrastructure and Fortinet solution

Topic 4
ope deployments.
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Fortinet NSE 7 - Public Cloud Security 7.6 Architect Sample Questions (Q23-
Q28):

NEW QUESTION # 23
Refer to the exhibit. An admnistrator used the what-if tool to preview changes to an Azure Bicep file. What will happen if the
admmistrator decides to apply these changes in Azure?

N BN B

| Resource and property changes are indicated with these symbols:
- Delete
+ Create
~ Modify
The deployment will update the following scope:
Scope: /subscriptions/./resourceGroups/DemoGroup
~ Microsocft.Network/virtualNetworks/Serveghppsfvnet [2023-11-01)
- tags.Owner: "AppAdmins"”
~ properties.addressSpace.addressPrefixes: [
- 0: "10.0.0.0/16€
+ 0: "19% 68 300 /24"
]
~ properties.subnets: |
~ 0¢
~ properties.addressPrefix: "10.0.1.0/24" => "10.0.2.0/24
]

Resource changes: 1 to modify.

A. A new subnet will be added to ServerApps.

B. Subnet 10.0.1.0/24 will replace subnet 10.0.2.0/24.

C. This deployment will fail and no changes will be applied.
D. The ServerApps VNet will be renamed.

Answer: A

Explanation:

The what-if output shows that the ServerApps VNet will be modified:

* A new address prefix 192.168.0.0/24 will be added.

* An existing subnet will be modified from 10.0.1.0/24 to 10.0.2.0/24.

Since these are additive and modification changes within the VNet, the result is that a new subnet will be added alongside the update
to the existing subnet.

NEW QUESTION # 24
Refer to the exhibit. What is the purpose of this section of an Azure Bicep file?
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A. To document the FortiOS versions in the resulting topology

B. To restrict which FortiOS versions are accepted for deployment

C. To indicate the correct FortiOS upgrade path after deployment

D. To add a comment with the permitted FortiOS versions that can be deployed

Answer: B

NEW QUESTION # 25

An administrator is trying to implement FortiCNP with Microsoft Azure Security integration. However, FortiCNP is not able to
extract any cloud integration data from Azure; therefore, real-time cloud security monitoring is not possible.

What is causing this issue?

A. The organization is using a free Azure AD license.

B. The administrator enabled the wrong defender plan for servers.

C. The Azure account doesn't have the global administrator role.

D. The FortiCNP account in Azure has the Storage Blob Data Reader role.

Answer: C

NEW QUESTION # 26
Refer to the exhibit.
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Which FortiCNP policy type generated the finding shown in the exhibit? (Choose one answer)

A. This finding was generated by a risk management policy.
B. This finding was generated by a threat detection policy.
C. This finding was generated by a data scan policy.

D. This finding was generated by a file collection policy.

Answer: B

Explanation:

Comprehensive and Detailed Explanation From FortiOS 7.6, FortiWeb 7.4 Exact Extract study guide:

Based on theFortiCNP 22.4/24.4 Admmnistration Guideand theFortinet Cloud Security Study Guide, findings in FortiCNP are
categorized by the specific policy type that triggered the alert.

* Threat Detection Policy (Option B):This policy category is designed to monitor and alert on anomalousUser
ActivityandNetworkthreats. Specifically, "Suspicious Location" is a predefined threat detection rule that triggers when a user
performs an action (such as aDownload Fileas seen in the exhibit) from a geographic location or IP address that is not on the
organization's allow list or deviates from established behavioral baselines. The exhibit explicitly shows the "Activity Type" as
"Download File" and the "Policy Name" as "Suspicious Location," both of which fall under theThreat Detection > User Activitypolicy
tab.

* Policy Hierarchy and Finding Types:

* Threat Detection:Includes User Activity (Suspicious Location, Suspicious Time, Suspicious Movement) and Network findings.
* Data Scan Policy (Option A):These policies are used for content-level inspection, such as searching for Malware or Data Loss
Prevention (DLP) patterns like credit card numbers within files.

* Risk Management Policy (Option C):These policies focus on Cloud Security Posture Management (CSPM), alerting on
misconfigurations such as unencrypted buckets or disabled logging (e.g,, CloudTrail).

* File Collection (Option D):While "File Collection" is a configuration object used to define a group of files for monitoring, it is not
thepolicy typethat generates a behavioral alert like

"Suspicious Location'".

NEW QUESTION # 27
Your monitoring team reports performance issues with a web application hosted in Azure. You suspect that the bottleneck might be
due to unexpected nbound traffic spikes. Which method should you use to identify and analyze the traffic pattern?

A. Deploy Azure Firewall to log traffic by IP address.

B. Enable NSG Flow Logs and analyze logs with Azure Monitor.

C. Use Azure Traffic Manager to visualize all traffic to the application.
D. Enable Azure DDoS protection to prevent inbound traffic spikes.

Answer: B

Explanation:

To identify and analyze inbound traffic patterns, you should enable NSG Flow Logs and analyze them with Azure Monitor. This
provides detailed insights into traffic flows, including source/destination IPs, ports, and volume, which helps detect spikes or unusual
traffic behavior affecting the web application.
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