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Information Management (IM): Information management (IM) encompasses the entire lifecycle of
FEw 21 information within an organization—from its collection and storage to its distribution, use, and eventual

archiving or disposal.

Cybersecurity: Cybersecurity, also known as IT security or computer security, involves safeguarding
FEy 22 computer systens, networks, and data from unauthorized access, theft, damage, or disruption to ensure the

integrity and availability of digital information.

Risk Management: Risk management is the systematic process of identifying, evaluating, and implementing
hEY 73 strategies to reduce or control the impact of potential uncertainties on organizational goals.

Self Confidence: Self-confidence is the belief in one’s abilities, competence, and value, reflecting a sense of’
bEy 74 assurance and inner strength.

Framework Design: Framework design is the process of developing a reusable structural foundation that
hEY 75 supports and guides the creation and organization of software systerrs.

upp g ganizay yS

Conmpliance: Regulatory conpliance refers to an organization’s commitment to understanding and adhering
bEYZ6 to applicable laws, policies, and regulations to operate within established legal and ethical standards.

Continuous Improvement Process (CI, CIP): A continuous or continual improverment process (CIP or CI)
NEy 27 mnvolves ongoing, systematic efforts to enhance products, services, or operational processes to achieve

higher efficiency and effectiveness over time.
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HM #48

Identify the missing words in the following sentence.

The organization shall establish, implement, maintain and [ ? ] an information security management system, including the processes
needed and their interactions, in accordance with the requirements of this docurment.

A. enforce standards for

B. report on

C. continually improve

D. communicate the importance of

Ef#: C

A :

Clause 4.4 of ISO/IEC 27001:2022 states:

"The organization shall establish, implement, maintain and continually improve an information security management system, including
the processes needed and their interactions, in accordance with the requirements of this document." This requirement highlights that
an ISMS is not static; it must evolve continuously to adapt to new risks, technologies, and business changes. Options A, C, and D
are not mentioned in the clause. The continual improvement cycle is central to ISO standards, aligning with thePlan-Do-Check- Act
(PDCA)model.

Thus, the missing words are'continually improve."

H #49
Which attribute is NOT a required focus of continual ISMS improvement?

A. Sutability
B. Effectiveness
C. Importance
D. Adequacy

IEf: C

AR :

Clause 10.2 (Continual Improvement) specifies that the organization must'continually improve the suitability, adequacy and
effectiveness of the information security management system." This makes it clear that three attributes are explicitly required to be
addressed:

* Suitability: ensuring the ISMS continues to meet organizational needs in changing contexts.

* Adequacy: ensuring the ISMS covers the necessary scope and provides sufficient control coverage.

* Effectiveness: ensuring the ISMS achieves intended outcomes in protecting information security.

The word"importance'is not part of the continual improvement requirement. Importance is implicit in prioritization of risks and
actions, but it is not a required continual improvement attribute in ISO/IEC 27001.

Therefore, optionD: Importanceis the correct choice as it is not specified.
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This distinction reinforces that continual improvement is not about subjective importance, but about systematic enhancement of the
ISMS'ssuitability, adequacy, and effectiveness.

H #50
Which factor is required to be determined when understanding the organization and its context?

A. Internal issues affecting the purpose of the ISMS

B. The ISO/IEC 27001 clauses which apply to the management system
C. The information security objectives relevant to the ISMS

D. The processes that will be required to operate the ISMS

Ef#: A

TR

Clause 4.1 specifies exactly what must be determined when establishing context: "The organization shall determine external and
internal issues that are relevant to its purpose and that affect its ability to achieve the intended outcome(s) of its information security
management system." This requirement is about understanding internal and external issues (e.g., culture, capabilities, regulatory
environment) that influence the ISMS's effectiveness. Objectives (option B) are addressed later in Clause 6.2; processes (option C)
are addressed in Clause 4.4 and operational planning; and "which clauses apply" (option D) is not a determination step-ISO/IEC
27001's requirements in Clauses 4-10 are not optional. Therefore, the direct, required factor per 4.1 is determining internal (and
external) issues relevant to the organization's purpose and ISMS outcomes.

H #51
Which International Standard can be used to implement an integrated management system with ISO/IEC
27001?

e A ISO/IEC 27013

e B.ISO 9001

e C. None of'the above
e D.ISO/IEC 27003

EfE: A

fiR .-

ISO/IEC 27013 provides specific guidance on theintegration of ISO/IEC 27001 (Information Security Management) and ISO/IEC
20000-1 (IT Service Management). It offers practical advice for organizations seeking a unified management system approach.
While ISO/IEC 27003 (A) provides guidance on ISMS implementation, it does not address integration. ISO 9001 (C) is the Quality
Management Standard and can be integrated, but the specific standard designed forintegrating 27001 with ITSMis ISO/IEC 27013.
Therefore, the correct answer isB: ISO/IEC 27013, as t is explicitly published for this purpose.

E R #52

Identify the missing word(s) in the following sentence.

When planning the ISMS, the organization is specifically required to plan actions to address risks and opportunities and how to [ ? ]
these actions.

A. improve the effectiveness of
B. apply competent resources to
C. evaluate the effectiveness of
D. comnumnicate

IEf: C

A -

Clause 6.1.1 (Planning) states:

"The organization shall plan:

d) actions to address these risks and opportunities; and

e) how to:

* integrate and implement the actions into its ISMS processes; and



* evaluate the effectiveness of these actions."
This confirns the missing words are'evaluate the effectiveness of". Communication (A), applying resources (B), and improving
effectiveness (C) are important concepts elsewhere but not the direct requirement stated in this clause.
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