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CrowdStrike Falcon Administrator Sample Questions (Q102-Q107):

NEW QUESTION # 102

Youare deploying the Falcon sensor to a total of 500 hosts. Hosts in an Organizational Unit (OU) will need a specific exclusion that
was previously identified. This OU is expected to add members over the next quarter.

What is the best way to create a host group for this OU?

A. Create a static group with from list of host names in the OU

B. Create a dynamic group with an assignment rule that filters for the OU
C. Create a static group with from list of all 500 host names.

D. Create a dynamic group with an assignment rule that excludes the OU

Answer: B

NEW QUESTION # 103
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‘What can exclusions be applied to?

A. Only the groups selected by the administrator
B. Only the default host group

C. Either all hosts or specified groups

D. Individual hosts selected by the administrator

Answer: C

Explanation:

The option that describes what exclusions can be applied to is that exclusions can be applied to either all hosts or specified groups.
An exclusion is a rule that defines what files, folders, processes, IP addresses, or domains should be excluded from detection or
prevention by the Falcon sensor. You can create and manage exclusions in the Exclusions page in the Falcon console. You can
apply exclusions to either all hosts in your environment or to specific host groups that you select. You cannot apply exclusions to
individual hosts selected by the administrator.

NEW QUESTION # 104
How can a Falcon Administrator configure a pop-up message to be displayed on a host when the Falcon sensor blocks, kills or
quarantines an activity?

A. By selecting "Enable pop-up messages" from the User configuration page

B. By turning on the "Notify End Users" setting at the top of the Prevention policy details configuration page
C. By ensuring each user has set the "pop-ups allowed" in their User Profile configuration page

D. By enabling "Upload quarantined files" in the General Settings configuration page

Answer: B

Explanation:

A Falcon Administrator can configure a pop-up message to be displayed on a host when the Falcon sensor blocks, kills or
quarantines an activity by turning on the "Notify End Users" setting at the top of the Prevention policy details configuration page. This
setting allows users to enable or disable end user notifications for prevention actions taken by Falcon on Windows hosts. The other
options are either incorrect or not related to configuring pop-up messages.

NEW QUESTION # 105
Which of'the following would give you information about nactive sensors within the Falcon console?

A. Sensor Coverage Lookup
B. Sensor Update Policies
C. Sensor Downloads

D. Sensor Health

Answer: D

NEW QUESTION # 106

You have been provided with a list of 100 hashes that are not malicious but your company has deemed to be nappropriate for work
computers. They have asked you to ensure that they are not allowed to run in your environment. You have chosen to use Falcon to
do this. Which is the best way to accomplish this?

e A. Using the Support Portal, create a support ticket and include the list of binary hashes, asking support to create an
"Execution Prevention” rule to prevent these processes from running

e B. Using Custom Alerts in the Investigate App, create a new alert using the template "Process Execution" and within that rule,
select the option to "Block Execution"

e (. Using IOC Managemnent, gather the list of SHA256 or MD5 hashes for each binary and then upload them. Set all hashes
to "Block" and ensure that the prevention policy these computers are using includes the option for "Custom Blocking" under
Execution Blocking.

e D. Using the API, gather the list of SHA256 or MD5 hashes for each binary and then upload them, setting them all to "Never
Allow"



Answer: C

Explanation:

The best way to ensure that a list of 100 hashes that are not malicious but your company has deemed to be inappropriate for work
computers are not allowed to run in your environment is to use [OC Management, gather the list of SHA256 or MD5 hashes for
each binary and then upload them. Set all hashes to "Block" and ensure that the prevention policy these computers are using includes
the option for "Custom Blocking" under Execution Blocking. This will allow Falcon to block the execution of these hashes on the
hosts using this policy. The other options are either incorrect or not efficient to achieve this goal.

NEW QUESTION # 107

In order to let all people have the opportunity to try our CCFA-200b exam questions, the experts from our company designed the
trial version of our CCFA-200b prep guide for all people. If you have any hesitate to buy our products. You can try the trial version
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