NetSec-Pro % 78 8f #L - NetSec-Proaf &

BeAb, 18 BKaoGuTi NetSec-Pro™% ik R B I & 7r WA BRAE R S & 1. httpsy/drive. google.com/open?
id=11V10GRowVsO7PrpbkEbS772Jxy7ja000

1R % 2% A= #R =& K1 2% Palo Alto Networks NetSec-Pro ik T, BHMEME AR AL/ BLER, HERFHH Palo
Alto Networks NetSec-Pro 58 7% % R84 € ] NetSec-Pro % & & B 1R % & A M NetSec-Pro 2 5 B NEF| it 7 f #4 B
F, NetSec-Proft B O KPR L EAMH, WHBATHREBHEGT. HAZEEAHBTEERRE, AN
REABERMEE; BORY, EEARLBRABER, EMO0HE, BEEBEBEEAEEE PN EERE
1

RMETEF RS EET, A 0 LEREESRENER, 5%, R egl#RL. RN Pao Alto
Networks K] NetSec-Pro %5l & —FHREHERE R, ERREAHBIEL. RERFAH THEER T, R
HIEE A WA RN TR . AEIRENTEA B R E B 75595 ? 8 H NetSec-Pro 7 NetSec-Pro A Bkl & — &
FABE T . RP—EURER TIRZ 2MITREERAKNEL, EHBB T REKH—BuUFF.

>> NetSec-Pro% fE 8 it <<

NetSec-Prozh &8 - NetSec-Prozg I8 & =

YHEEAER—ERE TR AERAEMTERNERES L, EITERAI MR, FTUBRERS AHE

E 2 INNetSec-Pro& /& BB E AR EHEH K E 1. HRERFEIENetSec-ProZ BB AR —HEEKNE, Aia
RERRH THE, BELERABRBEESHLT . ERAIBAEEKaoGUTIHIEREHE T, B LEIRDERF
ZHg, HERHEEIREREE.

B B 1 Network Security Administrator NetSec-Pro HhEEREE (Q17-
Q22):

P RE #17
Which firewall attribute can an engineer use to sinplify rule creation and automatically adapt to changes in server roles or security
posture based on log events?

A. Predefined IP addresses
B. Address objects

C. Dynamic User Groups

D. Dynamic Address Groups

ZE: D
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Dynamic Address Groupsenable the firewall to automatically adjust security policies based on tags assigned dynamically (via log
events, APL, etc.). This eliminates the need for manual updates to policies when server roles or IPs change.

"Dynamic Address Groups allow you to create policies that automatically adapt to changes in the environment. These groups are
populated dynamically based on tags, enabling automated security policy updates without manual intervention." (Source: Dynamic
Address Groups)

FIRE #18

‘Which zone is available for use in Prisma Access?

A. DMZ

B. Interzone

C. Intrazone

D. Clientless VPN

ZX: B
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In Prisma Access, theinterzonesecurity policy rule isavailableand plays a crucial role in controlling traffic betweenzones.

"You can configure an interzone rule to control traffic that flows between different zones in Prisma Access, enabling granular security
policy enforcement." (Source: Prisma Access Security Policies) This ensures comprehensive control of traffic crossing security
boundaries in the cloud-delivered architecture.

R RE #19
In a service provider environment, what key advantage does implementing virtual systems provide for managing multiple customer
environments?

A. Shared threat prevention policies across all tenants
B. Unified logging across all virtual systems

C. Logical separation of control and Security policy
D. Centralized authentication for all customer domains

ER: C

SR

Virtual systems providelogical separationin a single physical firewall, allowing different customers (or tenants) to have
isolatedcontrolandsecurity policies.

"Virtual systems enable service providers to offer logically separated, independent environments on a single firewall. Each virtual
system can have its own security policies, interfaces, and administrators." (Source: Virtual Systems) This ensures secure, tenant-
specific segmentation within multi-tenant environments.

FIRE #20
Which functionality does an NGFW use to determine whether new session setups are legitimate or illegitimate?

A. SYN flood protection

B. SYN cookies

C. Random Early Detection (RED)
D. SYN bit

Z%: B
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To preventSYN flood attacks, the NGFW usesSYN cookiesto validate legitimate session establishment.

"SYN cookies allow the firewall to verify the legitimacy of new session requests without allocating resources until the handshake is
completed. This prevents SYN flood attacks from exhausting system resources." (Source: Flood Protection Best Practices) SYN
cookies mitigate resource exhaustion by ensuring only legitimate connections are established.



PRI #21
How do Cloud NGFW instances get created when using AWS centralized deployments?

A. Selected VPCs will have Cloud NGFW workloads added to them.

B. Cloud NGFW is placed ina vVWAN with a virtual hub.

C. They replace the internet gateway service.

D. A security VPC will be created as transit gateways to push all traffic through the area.

BER: A

R A -

When usingAWS centralized deploymentsfor Cloud NGFW, the service deploys NGFW instances into selected VPCsas additional
workloads to secure that traffic.

"In centralized deployments, Cloud NGFW instances are deployed as security appliances within the selected VPCs, ensuring
consistent traffic inspection and protection." (Source: Cloud NGFW Deployment Models) This approach mnimizes complexity and
ensures direct security policy enforcement within AWS.
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