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Docker Certified Associate (DCA) Exam Sample Questions (Q158-Q163):

NEW QUESTION # 158
You have created a Docker bridge network on a host with three containers attached, how do you make this containers accessible
outside of the host?

A. Use network attach to access the containers on the bridge network

B. Use network connect to access the containers on the bridge network

C. Use either EXPOSE or --publish to access the containers on the bridge network
D. Use --link to access the containers on the bridge network

Correct

Answer: C

NEW QUESTION # 159
Will this command ensure that overlay traffic between service tasks is encrypted?
Solution: docker network create -d overlay -o encrypted=true <network-name>

e A . No
e B. Yes

Answer: B

NEW QUESTION # 160

A company's security policy specifies that development and production containers must run on separate nodes in a given Swarm
cluster.

Can this be used to schedule containers to meet the security policy requirements?

Solution: node taints

o A Yes
e B.No

Answer: B

Explanation:

Explanation

Node taints cannot be used to schedule containers to meet the security policy requirements, because node taints are a Kubernetes
concept and not a Swarm concept. According to the official documentation, node taints are used to mark nodes with certain
attributes that prevent pods from being scheduled on them unless they have matching tolerations.

References: https:/kubernetes.io/docs/concepts/scheduling-eviction/taint-and-toleration/

NEW QUESTION # 161
Is this a supported user authentication method for Universal Control Plane?
Solution. SAML

e A No
e B. Yes

Answer: B

Explanation:

Explanation

SAML is a supported user authentication method for Universal Control Plane (UCP). SAML (Security Assertion Markup
Language) is an open standard for exchanging authentication and authorization data between parties, such as an identity provider and
a service provider. UCP supports SAML as an external authentication backend, which allows users to log in to UCP using their
existing credentials froma SAML identity provider, such as Okta, Ping Identity, OneLogin, etc. UCP also supports other external



authentication backends, such as LDAP and Active Directory. References:
httpsz/docs.docker.convee/ucp/admin/configure/external-autly,
httpsz//docs.docker.convee/ucp/admin/configure/saml/

NEW QUESTION # 162
The following Docker Compose file is deployed as a stack:

version: "3.1°
services:
app:
image: app:1.0
healthcheck:
test: "curl --#ail'http://localhost/health || exit 1"
interval: 0%
timeout: 5%
retries: 1

Is this statement correct about this health check definition?

Solution. Health checks lest for app health ten seconds apart. Three failed health checks transition the container into "unhealthy"
status.

docker

e A No
e B. Yes

Answer: B

Explanation:

The statement is correct. In the provided Docker Compose file, a health check is defined for the service "app". It uses curl to
performa health check on the application every 10 seconds (as specified by the "interval” parameter). Ifit fails three times (as
specified by the "retries" parameter), then the container is marked as unhealthy. A health check is a way of checking the health of a
running container and applying actions based on the result1. It can be used to monitor the status of the service and restart the
container if it becomes unhealthy?2. Reference:

Compose file version 3 reference | Docker Docs

Docker Compose & Health Checks - Gabriel's World

NEW QUESTION # 163
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