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F5 BIG-IP Administration Data Plane Configuration Sample Questions (Q51-
Q56):

NEW QUESTION # 51
For a given Virtual Server, the BIG-TP must perform SSL Offload and negotiate secure communication over TLSv1.2 only. What
should the BIG-IP Administrator do to meet this requirement?

A. Configure a custom SSL Profile (Client) and select no TLSv1 in the options list
B. Configure a custom SSL Profile (Server) with a custom TLSv1.2 cipher string
C. Configure a custom SSL Profile (Server) and select no TLSv1 in the options list
D. Configure a custom SSL Profile (Client) with a custom TLSv1.2 cipher string

Answer: D

Explanation:

To fulfill the requirement of "SSL Offload" limited to "TLSv1.2 only," the administrator must focus on the client-side of the
comnection. SSL Offload means the BIG-IP terminates the encrypted connection from the user, processes the traffic (often as plain
text internally), and optionally sends it to the backend. The profile responsible for this termination and the nitial negotiation with the
client's browser is the Client SSL Profile.

A custom Client SSL Profile must be created because the default clientssl profile typically allows a broad range of protocols for
compatibility (including TLS 1.0, 1.1, and 1.2). To restrict communication specifically to TLS 1.2, the administrator modifies the
Ciphers string within the profile. Using a string such as DEFAULT:!SSLv3:'TLSv1:ITLSv1.1 or specifically defining TLSv1.2-only
suites ensures that the BIG-IP will reject any handshake attempts from older, less secure protocols.

Server SSL Profiles (Options B and C) are used for the encryption between the BIG-IP and the backend nodes, which is not what
is requested here. Simply selecting "no TLSv1" in an options list (Option D) is insufficient and often refers to older versions of the
software; the modern and standard way to control protocol negotiation on a BIG-IP is through the precise application of Cipher
Strings within the Client SSL profile. This ensures compliance with security standards like PCI-DSS while providing the offloading
benefits to the backend infrastructure.

NEW QUESTION # 52

The BIG-IP Administrator has to provide encrypted communication between users and the virtual server they access. Multiple
hostnames are configured in DNS with the same TP address.

Which profile type and setting in the profile should be used? (Choose one answer)

A. Client SSL, Client Name
B. Client SSL, Server Name
C. Server SSL, Client Name
D. Server SSL, Server Name

Answer: B

Explanation:

‘When multiple hostnames resolve to the same IP address and encrypted communication is required, the BIG- IP must be able to
present the correct SSL certificate based on the hostname requested by the client. This is accomplished using Server Name
Indication (SNI).

According to BIG-IP Administration: Data Plane Configuration documentation:

* SNI is a client-side TLS extension, where the client includes the requested hostname during the SSL handshake.

* BIG-IP evaluates this hostname using the Client SSL profile, not the Server SSL profile.

* The "Server Name" setting in the Client SSL profile enables BIG-IP to select the appropriate SSL certificate for the requested
hostnare.

Why option C is correct:

* Client SSL profile handles inbound (client-side) encryption.

* Server Name enables SNI-based certificate selection when multiple DN'S names share the same virtual server IP.

Why the other options are incorrect:

* A. Client SSL, Client NameThere is no Client SSL setting called Client Name for SNI certificate selection.

* B. Server SSL, Server NameServer SSL is used for encryption between BIG-IP and backend servers, not for client-side
hostname identification.

* D. Server SSL, Client NameServer SSL does not process client-requested hostnames during TLS negotiation.

Correct Resolution:

Configure a Client SSL profile and enable the Server Name (SNI) setting to support multiple encrypted hostnames on the same



virtual server IP.

NEW QUESTION # 53
DNS queries from internal DN servers fail when sent through a BIG-IP Virtual Server.
Which Virtual Server property should be changed?

A. Type to Performance (HTTP)

B. Protocol to UDP

C. Protocol Profile (Client) to DNS_OPTIMIZED
D. Source Address to subnet

Answer: B

Explanation:
Standard DNS queries use UDP. Configuring the Virtual Server for TCP causes DNS traffic to fail.

NEW QUESTION # 54

Application administrators are reporting that nodes different from those configured in the pool are selected. The use of an iRule is
suspected.

How can the BIG-IP Admimnistrator check if'an iRule is used for this traffic? (Choose two answers)

A. Via TMSH with the list /ltm virtual <virtual server> command.
B. Via the GUI at the Resources tab for the virtual server.

C. Via the GUI at the iRule tab for the virtual server.

D. Via TMSH with the list /ltm rule <irule> command.

Answer: A,.B

Explanation:

In BIG-IP systens, iRules influence traffic only when they are attached to a Virtual Server. If application traffic is being sent to nodes
or pool members that are not defined in the pool, this typically indicates that an iRule is overriding the default load-balancing
behavior by explicitly selecting a pool or node.

According to BIG-IP Administration: Data Plane Configuration and official F5 guidance:

iRules are associated with Virtual Servers, not directly with pools or nodes.

To determine whether an iRule is actively affecting traffic, the administrator must inspect the Virtual Server configuration.
Explanation of the correct answers:

B. Via the GUI at the Resources tab for the virtual server

The Resources tab in the Configuration Utility displays all traffic-handling objects applied to the Virtual Server, including assigned
iRules. This is the primary GUI location to verify whether an iRule is influencing data plane traffic.

C . Via TMSH with the list /ltm virtual <virtual server> command

This TMSH command displays the full Virtual Server configuration, including any iRules listed under the rules section. It is the
authoritative CLI method to confirm iRule usage.

Why the other options are incorrect:

A . Via TMSH with the list /ltm rule <irule> command

This command only shows the contents of an iRule and does not indicate whether the iRule is attached to or used by any Virtual
Server.

D . Via the GUI at the iRule tab for the virtual server

BIG-IP does not provide a dedicated "iRule" tab on Virtual Servers. iRules are viewed and managed under the Resources tab.
Correct Conclusion:

To verify whether an iRule is responsible for unexpected node selection, the BIG-IP Administrator must examine the Virtual Server
configuration, either through the Resources tab in the GUI or by using TMSH to list the Virtual Server configuration.

NEW QUESTION # 55

A BIG-IP Admnistrator creates a new VLAN on BIG-IP Cluster Member A and attaches an interface to it.

Although the Auto Config Sync is in place, the new VLAN does NOT show up on Cluster Member B. What should the BIG-IP
Administrator do to ensure the new VLAN is configured on each Cluster Member?



A. Configure a Default Route for the new VLAN on Cluster Member A

B. Configure the new VLAN manually on Cluster Member B

C. Reset the Device Trust of the BIG-IP Cluster on either Cluster Member

D. Enable the Interface that is attached to the new VLAN on Cluster Member A

Answer: B

Explanation:

In a BIG-IP High Availability (HA) environment, most configuration objects (Virtual Servers, Pools, iRules) are considered "shared"
and are synchronized automatically between devices. However, network-level objects-specifically VLANs and Self [Ps-are unique
to the hardware and are generally not synchronized by the ConfigSync process.

This is intentional because two devices in a cluster may have different physical cabling or interface assignments. For example, Cluster
Member A might use interface 1.1 for a specific VLAN, while Cluster Member B might use interface 1.2. Because the BIG-1P
system cannot assume that the physical network topology is identical for both appliances, the administrator must Configure the new
VLAN manually on Cluster Member B.

Once the VLAN is created manually on both devices with the exact same name, it can then be used to host

"shared" floating Self TP addresses or traffic groups that will synchronize. Failing to create the VLLAN on the peer device will prevent
the traffic group from failing over correctly, as the peer will not have the necessary Layer 2 broadcast domain defined to take over
the traffic. Resetting Device Trust (Option D) is a drastic step for fix sync communication issues but will not change the fact that
VLANS are non-syncable objects.

Enabling the interface (Option B) only affects the link status of Member A and has no impact on the configuration of Member B.

NEW QUESTION # 56
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