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HA #152
What is true about automating interactions with Anypoint Platform using tools such as Anypoint Platform REST APIs, Anypoint CU,

or the Mule Maven plugin?

e A. Access to Anypoint Platform APIs and Anypoint CU can be controlled separately through the roles and permissions in
Anypoint Platform, so that specific users can get access to Anypoint CLI white others get access to the platform APIs

¢ B. By default, the Anypoint CLI and Mule Maven plugin are NOT included in the Mule runtime, so are NOT available to be
used by deployed Mule applications

¢ C. Anypoint Platform APIs can ONLY automate interactions with CloudHub, while the Mule Maven plugin is required for
deployment to customer-hosted Mule runtimes

¢ D. API policies can be applied to the Anypoint Platform APIs so that ONLY certain LOBs have access to specific functions

Ef#: B

-

Correct Answe 1: By default, the Anypoint CLI and Mule Maven plugin are NOT included in the Mule runtime, so are NOT
available to be used by deployed Mule applications
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>>We CANNOT apply API policies to the Anypoint Platform APIs like we can do on our custom written API instances. So,
option suggesting this is FALSE.

>> Anypoint Platform APIs can be used for automating interactions with both CloudHub and customer-hosted Mule runtimes. Not
JUST the CloudHub. So, option opposing this is FALSE.

>> Mule Maven plugin is NOT mandatory for deployment to customer-hosted Mule runtimes. It just helps your CI/CD to have
smoother automation. But not a compulsory requirement to deploy. So, option opposing this is FALSE.

>>We DO NOT have any such special roles and permissions on the platform to separately control access for some users to have
Anypoint CLI and others to have Anypoint Platform APIs. With proper general roles/permissions (API Owner, Cloudhub Admin
etc..), one can use any of the options (Anypoint CLI or Platform APIs). So, option suggesting this is FALSE.

Only TRUE statement given in the choices is that - Anypoint CLI and Mule Maven plugin are NOT included in the Mule runtime, so
are NOT available to be used by deployed Mule applications.

Maven is part of Studio or you can use other Maven installation for development.

CLlI is convenience only. It is one of many ways how to mstall app to the runtime.

These are definitely NOT part of anything except your process of deployment or automation.

B #153

An API with multiple API implementations (Mule applications) is deployed to both CloudHub and customer-hosted Mule runtimes.
All the deployments are managed by the MuleSoft-hosted control plane. An alert needs to be triggered whenever an API
implementation stops responding to API requests, even ifno API clients have called the API implementation for some time.

What is the most effective out-of-the-box solution to create these alerts to monitor the API implementations?

e A Create monitors in Anypoint Functional Monitoring for the API implementations, where each monitor repeatedly invokes
an API implementation endpoint

¢ B. Configure one Worker Not Responding alert.in Anypoint Runtime Manager for all API implementations that will then
monitor every API implementation

e C. Add code to each API client to send an Anypoint Platform REST API request to generate a custom alert in Anypoint
Platform when an API invocation times out

e D. Handle API nvocation exceptions within the calling API client and raise an alert from that API client when such an
exception is thrown

EfE: A

A -

In scenarios where multiple API implementations are deployed across different environments (CloudHub and customer-hosted
runtimes), Anypoint Functional Monitoring is the most effective tool to monitor API availability and trigger alerts when an API
implementation becomes unresponsive. Here's how it works:

Using Anypoint Functional Monitoring:



Functional Monitoring allows you to create monitors that periodically invoke specific endpoints on the APT implementations,
simulating a client request. This helps ensure that the API is responsive, even if no actual client requests are being made.

Ifan API implementation does not respond as expected, Functional Monitoring can generate alerts, notifying administrators of
potential issues.

Why Option A is Correct:

By setting up Functional Monitoring to automatically invoke the API endpoints at regular intervals, you ensure continuous monitoring
and alerting capabilities, which are especially useful for APIs that may experience periods of low or no traffic. This approach
provides a proactive solution, allowing you to identify and address issues before actual users are impacted.

of Incorrect Options:

Option B suggests modifying client applications to trigger alerts, which is not a best practice as it shifts monitoring responsibility to
clients, reducing control and consistency.

Option C involves handling exceptions within client applications, which does not address situations where no clients are making
requests.

Option D proposes a Worker Not Responding alert in Runtime Manager, which is limited to worker-specific alerts and may not
reliably monitor the API's actual responsiveness to requests.

Reference

For further information, refer to MuleSoft documentation on Anypoint Functional Monitoring setup and usage for AP availability
monitoring,

H #154

A company uses a hybrid Anypoint Platform deployment model that combines the EU control plane with customer-hosted Mule
runtimes. After successfully testing a Mule API implementation in the Staging environment, the Mule API implementation is set with
environment-specific properties and must be promoted to the Production environment. What is a way that MuleSoft recommends to
configure the Mule API implementation and automate its promotion to the Production environment?

e A. Modify the Mule API implementation's properties in Anypoint Exchange, then promote the Mule API implementation to
the Production environment using Runtime Manager

¢ B. Use an API policy to change properties in the Mule API implementation deployed to the Staging environment and another
API policy to deploy the Mule API implementation to the Production environment

¢ C. Bundle properties files for each environment into the Mule API implementation's deployable archive, then promote the
Mule API implementation to the Production environment using Anypoint CLI or the Anypoint Platform REST APIsB.

e D. Modify the Mule API inplementation's properties in the API Manager Properties tab, then promote the Mule API
implementation to the Production environment using API Manager

EfE: C

H #155

A developer from the Central IT team has created an initial version of the RAML definition in Design Center for an OAuth 2.0-
protected System API and published it to Exchange. Another developer from LoB IT discovered the System API in Exchange and
would like to leverage it in the Process API.

What is the MuleSoft-recommended approach for Process API to invoke the System API?

e A The Process API needs to import an CAuth 2.0 module from Exchange first and update it with OAuth 2.0 credentials
before the System API can be invoked

e B. The Process APl manually updates the Process API POM file to include the System API as a dependency

e C. The Process API uses property YAML files to store the System API URLs and uses the HTTP Request Connector to
mvoke the Systerm API

e D. The Process APL uses the REST Connect Connector autogenerated in Exchange for the System API

IEf@E: D

AR :

In MuleSoft's ecosystem, when a Process API needs to consume a System API (published to Exchange and protected by OAuth
2.0), the recommended approach is to utilize the REST Connect Connector. Here's how it aligns with best practices:

Autormated Connector Generation:

When a RAML or OAS specification is published in Exchange, MuleSoft automatically generates a REST Connect Connector for
that API. This connector simplifies integration as it abstracts the complexity of making HT TP requests and handling O Auth
authentication.

Streamlined Integration:



The Process API can import this generated connector from Exchange and configure OAuth credentials, streamlining secure access
to the System API without manual HTTP setup.

Why Option C is Correct:

Using the REST Connect Connector directly leverages MuleSoft's automated tooling, minimizing manual configurations and ensuring
a more maintainable ntegration.

of Incorrect Options:

Option A (importing an OAuth module) is unnecessary; OAuth is handled within the connector’s configuration.

Option B (property YAML files with HTTP requests) involves manual setup, which is more error-prone and not recommended.
Option D (manually updating POM file) does not directly aid in invoking an API through Exchange.

Reference

For more information on using REST Connect Connectors and OAuth integration in MuleSoft, refer to the MuleSoft documentation
on API Management and Connectors.

E M #156
Which of the following best fits the definition of API-led connectivity?

e A. API-led connectivity is a technology which enabled us to implement Experience, Process and System layer based APIs

e B. API-led connectivity is a 3-layered architecture covering Experience, Process and System layers

e C. API-led connectivity is not just an architecture or technology but also a way to organize people and processes for efficient
IT delivery in the organization

IEf: C

A -
Correct Answe 1: API-led connectivity is not just an architecture or technology but also a way to organize people and processes for
efficient IT delivery in the organization.
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Reference:
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