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¢ Cloud Infrastructure Monitoring: Cloud Security Engineers are assessed on their ability to monitor cloud
networks and workloads using both cloud provider native tools and Fortinet’s monitoring solutions. This

bEY 71 section includes overseeing AWS and Azure network health and security posture to ensure continuous

visibility and threat detection in cloud environments.

¢ Automation and Deployment Tools: This domain focuses on the skills of DevOps Engineers in automating
cloud infrastructure and security deployments. It covers using Infrastructure as Code tools such as

FEw 22 Terraform and Ansible for cloud provisioning, as well as deploying Fortinet solutions through platform+

specific automation frameworks like Azure Bicep and AWS CloudFormation to enable repeatable and

scalable security implementations.

¢ Troubleshooting and Connectivity Management: Targeting DevOps Engineers, this section focuses on

diagnosing and resolving connectivity problems within AWS and Azure cloud services. It emphasizes
hEY 73 troubleshooting issues related to cloud network connectivity, including challenges with Software-Defined
Networking (SDN) connectors, to maintain stable and secure cloud operations.

¢ Security Solutions Deployment and Integration: This section evaluates Cloud Security Engineers on

deploying Fortinet solutions to secure various cloud service models, including Infrastructure as a Service
hEv 74 (TaaS) and Container as a Service (CaaS). It includes integrating Fortinet security tools with cloud-native
services to ensure robust protection across cloud workloads and environments.
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HM #63

‘Which commands can help troubleshoot Azure VM connectivity issues?
(Choose two.)

Response:

A. Get-AzNetworkInterface
B. Test-NetConnection

C. Get-AzSecurityGroup

D. terraform apply

IE%: A\ B

HH # 64
Which AWS service provides real-time monitoring for firewall traffic logs?
Response:

A. AWS Network Firewall
B. AWS Firewall Manager
C. AWS WAF

D. AWS CloudTrail

Ef#: A

H R #65

Which of'the following are key considerations when deploying Fortinet solutions to protect Infrastructure as a Service (IaaS)
environments?

(Choose two.)

Response:

e A, Configuring auto-scaling groups for security appliances

¢ B. Implementing hardware-based security appliances

e C. Ensuring compatibility with cloud service provider APIs

¢ D. Disabling cloud-native security features to avoid redundancy

EfE: AL C

HH #66

Which of the following are valid Terraform backends for state management?
(Choose two.)

Response:

A. GitHub

B. AWS S3

C. Google Drive

D. Azure Blob Storage

EM#E: B. D
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H #67

An administrator is trying to implement FortiCNP with Microsoft Azure Security integration. However, FortiCNP is not able to
extract any cloud integration data from Azure; therefore, real-time cloud security monitoring is not possible.

What is causing this issue?

A. The Azure account doesn't have the Global Administrator role.

B. The organization is using a free Azure AD license.

C. The FortiCNP account in Azure has the Storage Blob Data Reader role.
D. The administrator enabled the wrong Defender plan for servers.

Ef#: C

] #68
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