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Fortinet FCSS - SD-WAN 7.4 Architect Sample Questions (Q54-Q59):

NEW QUESTION # 54
Refer to the exhibit. Which action will FortiGate take if it detects SD-WAN menbers as dead?

config system sdwan E ﬁl " IEI

set fail-detect enable
set fail-alert-interfaces “port5”
config health-check
edit “Level3 DNS”
set update-casc¢ade-interface enable
set members, 12

next
edit “HQ”
set update- cascade-interface enable
Set members 3
next
end

end

e A. FortiGate brings down port5 affer it detects all SD-WAN members as dead.

¢ B. FortiGate sends alert messages through poftS when it detects all SD-WAN members as dead.
¢ C. FoftiGate bounces port5 after it detects all SD-WAN members as dead.

¢ D. FortiGate fails over to the secondary device after it detects port5 as dead.

Answer: A

Explanation:
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* FortiGate shuts down the alert interfaces, if all members are dead, for example, because of degraded

performances.
« FortiGate brings up the alert interfaces, if at least one member is alive.

Cascade Interfaces is useful to force the traffic from networks behind the alert interfaces to be routed through
a different device, if all SD-WAN members are dead, which could mean that FortiGate is unable to forward
traffic to the WAN.

NEW QUESTION # 55
Refer to the exhibits.



SD-WAN service details

branchl fgt # disgnose sys sdwan serviced

Service(l): Address Mode (IFV4) flage=0x4200 use-shortcut-ala use-shortout
Tis break: cfg
Shortout pri
Gen(2), TOS(0x0/0m0), Protocol(d): sre(l->4£553%) :dec(l1->65535), Mode (manual)
Members (1) :
1: Seq_num(l portl underlayl, alive, selscted
21 Seq_pum(l portld underlay), alive, selected
Application Comtrolid): Microsoft.Portal (41469,0) Salesforce(1§930,0) Collaboratiom(d,2®)
Szc sddressil):

10.0.1.0-10.0.1.2558

Service(l): Address Mode (IFV4) flage=0x4200 use-shortcut-sls use-shartcout
Tie break: cfg
Shortout prierity: 2
Gen(2), TOS(0=0/0x0), Fretecel(0): sze|l->£553%5):dst(1->65535), Mode|masual)
Mezberail):
1: Seq_mum(2 portld underlay), alive, selected
Application Control(d): Facebook({15832,0) LinkedIn(l6331,0) Oame(d,®)
Src address(lj:

10.9.1.0=10,0.1.25%

branchl_fgt § diagnose sys sduan internet-service-app-ctrl-list
List App Ccrl Database Entry(IPvi) in Kersoel:

Hax_App Ctrl Size=32762 Bum App Ctxl Entzy=#

Hicrosolf.Portal (41449 20): IP=184.37.101.201 & 443
HIN.Came (16135 8): IP=13.107.246.36 § 442

Salesforce (16%20 2%): IP=33.305.255.92 € 443
GoToMesting (16354 28): IP=33.205.104.084 6 443
GoToMesting (16354 28): IP=33.313.348.144 ¢ 4492
Facebook(15832 23): IP=31.13.80.3¢ & 442

bBranchl_fgt # get router iafc routimg-table all

m FortiAnalyzer
Application Security Event List SO WAM Rude Mame: Destiration interfsce Security
APP Coumt e
Lewel euseice
- General
@GaToMesting  am 2 Critical- DIA port1 A i
ook DIA A Sewnion I 768
wGoloMenting a2 Crit port — oo
pColoMesting av 2 Critical- DIA port Wirtual Dol ot
$ColoMesting  ww 2 port2 = Sonce
@OcToMesting  am 2 port2 Corary Frverved
F==RTIE
=1 1 a
Inderiace ey
et ol (Fshe undictred
HAT® 192209
HAT Port 51043
Pt 31042
S 1000901
LA [ g 10D 1025
LA Uhaew 1D 3
- [Destination
Comaniry Liwngd SLBeEE
il L B3 3
Tripsind i0) 101
Hioat Mame s gk CTETTg (O
w T332 48 208

An administrator is testing application steering in SD-WAN. Before generating test traffic, the administrator collected the information
shown in the first exhibit. After generating GoToMeeting test traffic, the administrator examined the corresponding traffic log on
FortiAnalyzer, which is shown in the second exhibit.

The administrator noticed that the traffic matched the implicit SD-WAN rule, but they expected the traffic to match rule ID 1.

Which two reasons explain why some log messages show that the traffic matched the implicit SD-WAN rule? (Choose two.)

e A FortiGate could not refresh the routing information on the session after the application was detected.

e B. No configured SD-WAN rule matches the traffic related to the collaboration application GoToMeeting
e C. The session 3-tuple did not match any of the existing entries in the ISDB application cache.

e D. Full SSL inspection is not enabled on the matching firewall policy.

Answer: A,C

NEW QUESTION # 56
Refer to the exhibit.



SD-WAN configuration on FortiGate

Branchi_fgt # get router iafo routing-table all

- o 2.0.0.8/0 [1/0] wis 192.2 (/9]
[3/2) wia 1%2.3 s (1970
c 10,9.1.0/24 19 directly 44
3 10.1.0.0/24 [200/0)] wia {recursive i3 directly coanected, HUBLI-VPRL), 1403n38=, [1/0)
] wiam (recursive ip directly coanected, HUBRL1-VFE3), 1403n%58=m, [1/0]
via (Eecursive i directly coanscved, NUDL1-VPRY), ladialem, [1/0]
c 10 # direct Branch-=1o
B 10 08/01 wia (cecursive 13 directly cor VFEl)l, £170]
00/0] wis (recursive ip dizestly ccanec 1=VEFE2), [2/7Q]
90/01 wia UB1-VPREM), (1,08
|} 10 88/0] wia {recursive i3 dizectly ¢ RUBL-VPNY), 11/2)

*
branchl fgt # diag sys sdwan serviced e

Service(d) 1 Address Hode (IFVH) flage=0x4200 use-shortogs- -shogrout

Tie break: f£ib \

Shegteout price i a - R

Ganid), TOS(0xd/0xl), Protoccl(D): mrc{i->6553%5): 5535), Modei(w -i-.H-qzoII |E I
T

Me=bezrs(3):

1: Seq oum(5S NUB1-VFN2 HUBl). alive, 3lailx (01, =fg_crder{l}, local coat(2}, selected

21 Seq sus= (€ HUSBL-VPNI NUB1), alive, sl | ¥91d(0), cfg_order(2), local cost|0), selected

3t Seq _num(4 HUBL-VFHI HUBL)., alive. Qs « 924(0), cfg_crder(d), local cost(Z), selected
Sre sodress(lii:

10,9,3,0-10.0,1.255%

ot addressil):

10.0.0.0-10.255.255.258
Service(4): Address Mode -:;-:-‘-j;i::‘: use-shortout-sla use-shortcout
Tie break: ofy

ShorTout priority: 2
Gen(2), TOS(O0x0/0xD
Hesbeza(di s

1t Seq _num(2 pertd underlay), alive, #la(0x3), g:d(0), ofg_crder(l), loccal cost(0), selected
it Jeq_nus(l portl underlay), alive, sia(0xl), gidid), cfg_c -1
Szc esddress(l):

10.0.1.0-10.0.1.25%

Protocol (004 src(l->65535) 1det (1->€5535), Mcde(sla), sis-ciapare-orser

rder (0), iccal cost(d), selected

Dst addressil):

10.2.0.0-10.2.235.25%

Which SD-WAN rule and interface uses FortiGate to steer the traffic from the LAN subnet 10.0.1.0/24 to the corporate server
10.2.5.254?

A. SD-WAN service rule 4 and portl or port2.
B. SD-WAN service rule 3 and interface HUB1-VPN2.
C. SD-WAN service rule 4 and interface port2.
D. SD-WAN service rule 3 and interface HUB1-VPN3.

Answer: C

Explanation:

Traffic steering in Fortinet SD-WAN is based on defined rules and the corresponding outgoing interfaces. The exhibit (not shown
here) would indicate that the traffic from the LAN subnet 10.0.1.0/24 to the server

10.2.5.254 is matched by SD-WAN rule 3 and sent out via the HUB1-VPN3 interface.

References:

[FCSS_SDW_AR-7.4 1-0.docx Q2]

FortiOS 7.4 SD-WAN Concept Guide - Rule Matching

NEW QUESTION # 57
‘Which three characteristics apply to provisioning templates available on FortiManager? (Choose three.)

e A. CLI templates are applied in order, fromtop to bottom.



B. A CLI template can be of type CLI script or Perl script.

C. A tenplate group can include a system template and an SD-WAN tenplate.

D. A CLI template group can contain CLI templates of both types.

E. You cannot apply a system template and CLI template to the same FortiGate device.

Answer: A,C,D

NEW QUESTION # 58
Which statement describes FortiGate behavior when you reference a zone in a static route?

A. FortiGate installs a static route for each member in the zone.

B. FortiGate ignores the static routes defined through members referenced in the zone.
C. FoftiGate installs ECMP static routes for the first two members of the zone.

D. FortiGate routes the traffic through the best performing member of the zone.

Answer: A

NEW QUESTION # 59
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