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Salesforce Certified MuleSoft Platform Architect Sample Questions (Q109-
Q114):

NEW QUESTION # 109
Which two statements are true about the technology architecture of an Anypoint Virtual Private Cloud (VPC)?
Choose 2 answers

A. Ports 8081 and 8082 are used

B. Anypoint VPC is responsible for load balancing the applications

C. CIDR blacks are used

D. By default, HTTP requests can be made from the public internet to workers at port 6091
E. Round-robin load balancing is used to distribute client requests across different applications

Answer: C,D

Explanation:

An Anypoint Virtual Private Cloud (VPC) provides a secure and private networking environment for MuleSoft applications, using
specific architectural elements:

CIDR Blocks:

Anypoint VPCs utilize CIDR blocks to define IP ranges, allowing organizations to control and segment the VPC's IP address space.
Port 6091 for HTTP Requests:

By default, HTTP requests can be made to workers on port 6091 from the public nternet, providing an accessible entry point unless
additional restrictions are applied.

of Correct Answers (B, E):

CIDR blocks enable IP range managemment for VPCs, and port 6091 is the default public entry port, which is part of Anypoint
VPC's default settings.

of Incorrect Options:

Option A (Ports 8081 and 8082) is incorrect; these are not default public ports for Anypoint VPC.

Option C (responsible for load balancing) is incorrect as load balancing requires a separate Dedicated Load Balancer (DLB).
Option D (round-robin load balancing) applies to DLBs, not directly to VPCs.

Reference

For more on VPC setup and networking, refer to MuleSoft documentation on VPC configurations and default port settings.

NEW QUESTION # 110
The implementation of a Process API must change.
What is a valid approach that minimizes the impact of this change on API clients?

e A. Update the RAML definition of the current Process API and notify API client developers by sending them links to the
updated RAML definition

¢ B. Postpone changes until API consumers acknowledge they are ready to migrate to a new Process API or API version

e C. Implement the Process API changes in a new API implementation, and have the old API implementation return an HTTP
status code 301 - Moved Permanently to inform API clients they should be calling the new API implementation

e D. Implement required changes to the Process API implementation so that whenever possible, the Process API's RAML
definition remains unchanged

Answer: D

Explanation:

Correct Answe r: Implement required changes to the Process API implementation so that, whenever possible, the Process API's
RAML definition remains unchanged.
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Key requirement in the question is:

>> Approach that minimizes the impact of this change on API clients

Based on above:

>> Updating the RAML definition would possibly impact the API clients if the changes require any thing mandatory from client side.
So, one should try to avoid doing that until really necessary.

>> Implementing the changes as a completely different API and then redirectly the clients with 3xx status code is really upsetting
design and heavily impacts the API clients.



>> Organisations and IT cannot simply postpone the changes required until all AP consurmers acknowledge they are ready to
migrate to a new Process API or API version. This is unrealistic and not possible.

The best way to handle the changes always is to implement required changes to the AP implementations so that, whenever possible,
the API's RAML definition remains unchanged.

NEW QUESTION # 111

An API is protected with a Client ID Enforcement policy and uses the default configuration. Access is requested for the client
application to the API, and an approved contract now exists between the client application and the AP How can a consumer of this
API avoid a 401 error "Unauthorized or invalid client application credentials'?

A. Send the obtained clent id and clent_secret as URI parameters in every call

B. Send the obtained clent_id and client_secret in the header of every API Request call
C. Send the obtained token as a header in every call

D. Send the obtained: client id and client_secret in the request body

Answer: A

Explanation:

When using the Client ID Enforcement policy with default settings, MuleSoft expects the client id and client secret to be provided in
the URI parameters of each request. This policy is typically used to control and monitor access by validating that each request has
valid credentials. Here's how to avoid a 401 Unauthorized error:

URI Parameters Requirement:

The default configuration for the Client ID Enforcement policy requires the client id and client secret to be included in each request's
URI parameters. This is a straightforward way to authenticate API requests without additional configurations.

Why Option C is Correct:

Providing client id and client_secret in the URI parameters meets the policy's requirements for each request, ensuring authorized
access and avoiding the 401 error.

of Incorrect Options:

Option A (sending a token in the header) would be applicable for token-based authentication (like OAuth 2.0), not Client ID
Enforcement.

Option B (request body) and Option D (header) are not valid locations for client id and client _secret under the default configuration
of Client ID Enforcement, which expects them in the URL

Reference

For more details, consult MuleSoft's documentation on Client ID Enforcement policies and expected request configurations

NEW QUESTION # 112

A business process is being implemented within an organization's application network. The architecture group proposes using a more
coarse-grained application network design with relatively fewer APIs deployed to the application network compared to a more fine-
grained design.

Overall, which factor typically increases with a more coarse-grained design for this business process implementation and deployment
compared with using a more fine-grained design?

A. The usage of network infrastructure resources by the application network

B. The complexity of each API implementation

C. The number of possible connections between API implementations in the application network
D. The number of discoverable assets related to APIs deployed in the application network

Answer: B

Explanation:

Understanding Coarse-Grained vs. Fine-Grained API Design:

A coarse-grained design consolidates multiple operations within a single API, leading to fewer APIs but with more complex
implementations. Conversely, a fine-grained design breaks down finctionalities into smaller, more specific APIs, resulting in simpler
implementations but a larger number of APIs.

Evaluating the Options:

Option A (Correct Answer): With a coarse-grained design, each API handles more functionalities, increasing the complexity of each
API implementation as it needs to manage more use cases and logic.

Option B: A coarse-grained design typically reduces the number of APIs, so fewer discoverable assets are available.

Option C: Fewer APIs generally mean fewer connections between them in the application network.



Option D: Network infrastructure usage may actually decrease with fewer APIs, as there are fewer calls between APIs.
Conclusion:

Option A is the correct answer, as the complexity of each API implementation increases in a coarse-grained design due to the
consolidation of multiple functionalities into single APIs.

Refer to MuleSoft's documentation on API design principles and best practices for coarse-grained vs. fine-grained API
implementation.

NEW QUESTION # 113

A company deploys Mule applications with default configurations through Runtime Manager to customer-hosted Mule runtimes.
Each Mule application is an API implementation that exposes RESTful interfaces to API clients. The Mule runtimes are managed by
the MuleSoft-hosted control plane. The payload is never used by any Logger components.

‘When an API client sends an HTTP request to a customer-hosted Mule application, which metadata or data (payload) is pushed to
the MuleSoft-hosted control plane?

A. No data

B. Only the metadata

C. The data and metadata
D. Only the data

Answer: B

Explanation:

Understanding the Data Flow Between Mule Runtimes and Control Plane:

‘When Mule applications are deployed on customer-hosted Mule runtimes, the MuleSoft-hosted control plane (Anypoint Platform)
can monitor and manage these applications. However, due to data privacy and security, the control plane only collects specific types
of information.

Typically, only metadata about the request and response (such as headers, status codes, and timestamps) is sent to the MuleSoft-
hosted control plane. The actual payload data is not transmitted unless explicitly configured, ensuring that sensitive data remains
within the customer's network.

Evaluating the Options:

Option A (Only the data): This is incorrect because the payload data itselfis not automatically sent to the control plane in default
configurations.

Option B (No data): This is incorrect as well; while the payload is not sent, metadata is still collected and sent to the control plane.
Option C (The data and metadata): This option is incorrect because data (payload) is not transmitted to the control plane by default.
Option D (Correct Answer): Only the metadata is sent to the MuleSoft-hosted control plane by default, aligning with MuleSoft's
design to prioritize security and data privacy for customer-hosted runtimes.

Conclusion:

Option D is the correct answer, as by default, only metadata is sent to the MuleSoft-hosted control plane, and not the payload. This
co tion is designed to protect sensitive data from being exposed outside the customer’s hosted environment.

For more details, refer to MuleSoft's documentation on telemetry data collected in customer-hosted Mule runtimes and the MuleSoft
control plane.

NEW QUESTION # 114
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