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C02 Learning Engine, you will find to pass the exam is just like having a piece of cake. And you will definite pass your exam for our
DVA-CO02 pass guide has high pass rate as 99%)!

Amazon AWS Certified Developer - Associate Sample Questions (Q469-
Q474):

NEW QUESTION # 469

A company has an application that uses Amazon Cognito user pools as an identity provider. The company must secure access to
user records. The company has set up multi-factor authentication (MFA). The company also wants to send a login activity
notification by email every time a user logs in.

What is the MOST operationally efficient solution that meets this requirement?

¢ A. Configure Amazon Cognito to stream all logs to Amazon Kinesis Data Firehose. Create an AWS Lambda function to
process the streamed logs and to send the email notification based on the login status of each user.

¢ B. Create an AWS Lambda function that uses Amazon Simple Email Service (Amazon SES) to send the email notification.
Add an Amazon API Gateway API to nvoke the function. Call the API from the client side when login confirmation is
received.

e C. Create an AWS Lambda fimction that uses Amazon Simple Email Service (Amazon SES) to send the email notification.
Create an Amazon CloudWatch Logs log subscription filter to mvoke the fimction based on the login status.

e D. Create an AWS Lambda function that uses Amazon Simple Email Service (Amazon SES) to send the email notification.
Add an Amazon Cognito post authentication Lambda trigger for the function.

Answer: D

NEW QUESTION # 470

A developer is using AWS AppConfig to manage feature flags for an application. The developer needs to enable a new premium
feature only for a specific group of users based on the IDs of the users. Which solution will meet these requirements with the LEAST
development effort?

e A. Create an AWS AppConfig feature flag. Define multiple variants. Set up rules to target the specific user group based on
the IDs of'the users.

¢ B. Create separate AWS AppConfig feature flags for each user group. Assign values to the feature flags.

e C. Use a single AWS AppConfig feature flag without any variants. Implement user ID checks in the application to control
access to the premium feature.

¢ D. Configure AWS AppConfig to use an external database to store user IDs. Retrieve the user IDs during flag evaluation.

Answer: A

Explanation:

The correct answer is C because AWS AppConfig feature flags support variants and targeting rules , which allow developers to
enable different feature behavior for different audiences with minimal custom code. In this scenario, the requirement is to enable a
premium feature only for a specific group of users identified by their user IDs . AppConfig can handle this directly by defining
multiple flag variants and applying rules that target the intended users.

This is the solution with the least development effort because the targeting logic is managed in AppConfig instead of being
implemented and maintained in the application code. AWS documentation for AppConfig feature flags emphasizes dynamic control
of feature rollout, audience targeting, and safe configuration management. By configuring the targeting rules centrally, the developer
can change which users receive the premium feature without redeploying the application.

Option A is less desirable because it pushes the user ID evaluation logic into the application, increasing development and
maintenance effort. Option B is more cumbersome because creating separate feature flags for every user group does not scale well
and adds admnistrative overhead. Option D is not the intended AppContfig pattern and introduces unnecessary complexity by
requiring an external database lookup during flag evaluation.

Using one feature flag with multiple variants and targeting rules is the cleanest and most AWS-native design for selective rollout to a
defined user segment. It keeps the configuration centralized, reduces code changes, and supports flexible future updates.

Therefore, the best solutionis C .
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NEW QUESTION # 471

A developer has built an application that inserts data into an Amazon DynamoDB table. The table is configured to use provisioned
capacity. The application is deployed on a burstable nano Amazon EC2 instance. The application logs show that the application has
been failing because of a Provisioned ThroughputExceededException error.

Which actions should the developer take to resolve this issue? (Choose two.)

A. Change the capacity mode of the DynamoDB table from provisioned to on-demand.

B. Increase the number of read capacity units (RCUs) that are provisioned for the DynamoDB table.
C. Move the application to a larger EC2 instance.

D. Reduce the frequency of requests to DynamoDB by implementing exponential backoff.

E. Increase the frequency of requests to DynamoDB by decreasing the retry delay.

Answer: A,D

NEW QUESTION # 472

A developer is modifying an existing AWS Lambda function White checking the code the developer notices hardcoded parameter
various for an Amazon RDS for SQL Server user name password database host and port. There also are hardcoded parameter
values for an Amazon DynamoOB table. an Amazon S3 bucket, and an Amazon Simple Notification Service (Amazon SNS) topic.
The developer wants to securely store the parameter values outside the code m an encrypted format and wants to turn on rotation
for the credentials. The developer also wants to be able to reuse the parameter values from other applications and to update the
parameter values without modifying code.

Which solution will meet these requirerments with the LEAST operational overhead?

e A Create RDS database parameters in AWS Systenns Manager Parameter. Store for the user name password database,
host, and port. Store the DynamoDB table. S3 bucket, and SNS topic in Amazon S3 Create a Lambda finction and set the
logic for the credentials rotation Invoke the Lambda finction on a schedule.

¢ B. Create RDS database parameters in AWS Systens Manager Parameter. Store for the user name password, database,
host and port. Create encrypted Lambda environment variables for me DynamoDB table, S3 bucket, and SNS topic. Create
a Lambda function and set the logic for the credentials rotation task Schedule the credentials rotation task in Amazon
EventBridge.

e C. Create an RDS database secret in AWS Secrets Manager. Set the user name password, database, host and port. Turn on
secret rotation. Create encrypted Lambda environment variables for the DynamoDB table, S3 bucket and SNS topic.

e D. Create an RDS database secret n AWS Secrets Manager. Set the user name password, database, host and port. Turn on
secret rotation. Create Secure String parameters in AWS Systerms Manager Parameter Store for the DynamoDB table, S3
bucket and SN topic.

Answer: D

Explanation:

Explanation

This solution will meet the requirements by using AWS Secrets Manager and AWS Systems Manager Parameter Store to securely
store the parameter values outside the code in an encrypted format. AWS Secrets Manager is a service that helps protect secrets
such as database credentials by encrypting them with AWS Key Management Service (AWS KMS) and enabling automatic
rotation of secrets. The developer can create an RDS database secret in AWS Secrets Manager and set the user name, password,
database, host, and port for accessing the RDS database. The developer can also turn on secret rotation, which will change the
database credentials periodically according to a specified schedule or event. AWS Systerms Manager Parameter Store is a service
that provides secure and scalable storage for configuration data and secrets. The developer can create Secure String parameters in
AWS Systems Manager Parameter Store for the DynamoDB table, S3 bucket, and SNS topic, which will encrypt them with AWS
KMS. The developer can also reuse the parameter values fiom other applications and update them without modifying code. Option
A is not optimal because it will create encrypted Lambda environment variables for the DynamoDB table, S3 bucket, and SN'S
topic, which may not be reusable or updatable without modifying code. Option C is not optimal because it will create RDS database
parameters in AWS Systerns Manager Parameter Store, which does not support automatic rotation of secrets. Option D is not
optimal because it will store the DynamoDB table, S3 bucket, and SNS topic in Amazon S3, which may introduce additional costs
and complexity for accessing configuration data.

References: AWS Secrets Manager, [AWS Systenrs Manager Parameter Store]

NEW QUESTION # 473



A developer is building an ecommerce application that uses multiple AWS Lambda functions. Each function perforns a specific step
in a customer order workflow, such as order processing and inventory management.

The developer must ensure that the Lambda functions run in a specific order.

‘Which solution will meet this requirement with the LEAST operational overhead?

¢ A. Configure an AWS Step Functions state machine to invoke the Lambda functions in a specific order.

¢ B. Configure an Amazon Simple Queue Service (Amazon SQS) queue to contain messages about each step a function must
perform. Configure the Lambda finctions to run sequentially based on the order of messages in the SQS queue.

¢ C. Configure an Amazon Simple Notification Service (Amazon SNS) topic to contain notifications about each step a function
must perform. Subscribe the Lambda fimctions to the SN'S topic. Use subscription filters based on the step each function
must perform.

¢ D. Configure Amazon EventBridge Scheduler schedules to invoke the Lambda functions in a specific order.

Answer: A

Explanation:

The requirement here is to ensure that Lambda functions are executed in a specific order. AWS Step Functions is a low-code
workflow orchestration service that enables you to sequence AWS services, such as AWS Lambda, into workflows. It is purpose-
built for situations like this, where different steps need to be executed in a strict sequence.

* AWS Step Functions: Step Functions allows developers to design workflows as state machines, where each state corresponds to
a particular fmction. In this case, the developer can create a Step Functions state machine where each step (order processing,
inventory management, etc.) is represented by a Lambda function.

* Operational Overhead: Step Functions have very low operational overhead because it natively handles retries, error handling, and
function sequencing,

* Alternatives:

* Amazon SQS (Option A): While SQS can manage message ordering, it requires more manual handling of each step and the logic
to sequentially nvoke the Lambda functions.

* Amazon SNS (Option B): SN is a pub/sub service and is not designed to handle sequences of Lambda executions.

* EventBridge (Option D): EventBridge Scheduler allows you to invoke Lambda finctions based on scheduled times, but it doesn't
directly support sequencing based on workflow logic.

Therefore, AWS Step Functions is the most appropriate solution due to its native orchestration capabilities and minimal operational

complexity.

NEW QUESTION # 474
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