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NEW QUESTION # 80
What is a potential security risk associated with infrastructure as code (IaC)?
Response:

A. Reducing the need for monitoring

B. Increased infrastructure performance

C. Automated patch management

D. Misconfigurations leading to exposed services

Answer: D

NEW QUESTION # 81

‘Which practices contribute to secure administration of secrets in cloud environments?
(Select all that apply)

Response:

A. Tmplementing access controls and permissions for secret management
B. Monitoring access and usage of secrets

C. Rotating secrets regularly

D. Storing secrets in plain text files on local machines

Answer: A,B,C

NEW QUESTION # 82
Which of'the following is a key component of a DevOps pipeline?
Response:

A. Static resource allocation

B. Manual infrastructure provisioning
C. Serverless functions

D. Continuous deployment

Answer: D

NEW QUESTION # 83
What is the main goal of continuous security monitoring in a cloud environment?
Response:

A. Identifying and responding to security threats in real-time
B. Detecting performance bottlenecks

C. Disabling security alerts to improve efficiency

D. Reducing monitoring costs

Answer: A

NEW QUESTION # 84
Which tool is commonly used for policy-based automated remediation in cloud environments?
Response:

A. Terraform

B. Cloud Custodian
C. Kubernetes

D. Jenkins

Answer: B



NEW QUESTION # 85
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