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WGU Managing Cloud Security (JY02) Sample Questions (Q41-Q46):
NEW QUESTION # 41 
During a financial data investigation, the investigator is unsure how to handle a specific data set. Which set of documentation should
they refer to for detailed steps on how to proceed?

A. Policies
B. Procedures
C. Legal rulings
D. Legal definitions

Answer: B
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Explanation:
Proceduresare detailed, step-by-step instructions that guide personnel on how to perform specific tasks in alignment with higher-
level policies. In an investigation, when uncertainty arises about handling a dataset, procedures provide the exact operational
guidance required.
Policies establish high-level rules (e.g., "financial data must be protected"), while procedures explain how to achieve compliance with
those policies (e.g., "verify encryption, label dataset, log access, and escalate to compliance officer"). Legal rulings and definitions
are external references but do not provide operational steps.
By following documented procedures, investigators ensure consistency, compliance, and defensibility in legal contexts. This also
ensures that evidence is handled properly, supporting admissibility in court and protecting the organization against legal or regulatory
challenges.

NEW QUESTION # 42 
A customer service representative needs to verify a customer's private information, but the representative does not need to see all
the information. Which technique should the service provider use to protect the privacy of the customer?

A. Masking
B. Hashing
C. Tokenization
D. Encryption

Answer: A

Explanation:
Data maskingis a privacy-preserving technique that replaces sensitive fields with obfuscated or partial values while retaining usability.
For example, displaying only the last four digits of a Social Security Number or credit card number. This allows a representative to
verify identity without accessing the full data set.
Hashing and encryption protect data at rest or in transit, but they do not allow selective partial display.
Tokenization substitutes sensitive data with unique tokens but is typically used for storage and processing rather than interactive
verification. Masking, on the other hand, is specifically designed for scenarios where a user must work with limited but recognizable
data.
By using masking, organizations enforce the principle of least privilege, reduce exposure of sensitive information, and align with
privacy standards such as PCI DSS and GDPR.

NEW QUESTION # 43 
Which security testing method requires compliance with the cloud service provider's terms of service?

A. Vulnerability assessment
B. Continuous delivery pipeline
C. Static analysis
D. Code review

Answer: A

Explanation:
A vulnerability assessment requires compliance with the cloud service provider's terms of service.
Managing Cloud documentation explains that vulnerability scanning and testing can affect cloud infrastructure and other tenants if not
properly authorized.
CSPs define acceptable testing activities to protect shared environments. Customers must follow these guidelines to avoid violating
contracts or causing service disruptions. Many CSPs require prior notification or explicit permission before conducting vulnerability
assessments.
The other methods involve internal development processes and do not impact cloud infrastructure directly.
Therefore, vulnerability assessment is the correct answer.

NEW QUESTION # 44 
Which logical design model includes the foundations of a secure computing system, such as computing, networking, and storage?

A. Metastructure



B. Infrastructure
C. Applistructure
D. Infostructure

Answer: B

Explanation:
The Infrastructure logical design model includes the foundational components of a secure computing system, such as compute,
networking, and storage. Managing Cloud principles explain that infrastructure represents the base layer upon which all other cloud
services and security controls are built.
This layer includes physical and virtual servers, network connectivity, storage systems, and the virtualization technologies that enable
resource sharing. Securing the infrastructure is critical because weaknesses at this level can compromise higher-level services and
applications. Controls such as network segmentation, secure configurations, redundancy, and access restrictions are applied at the
infrastructure level to protect workloads and data.
Infostructure focuses on data and information handling, applistructure relates to applications and services, and metastructure
supports orchestration and management. Therefore, infrastructure correctly represents the foundational logical design model for
secure cloud computing.

NEW QUESTION # 45 
Which factor should be the basis of a business continuity plan?

A. Locations
B. Customers
C. Costs
D. Risks

Answer: D

Explanation:
Risk is the foundational factor upon which a business continuity plan (BCP) should be based. Managing Cloud principles explain that
BCP development begins with identifying and analyzing risks that could disrupt critical business operations.
Risk assessment evaluates threats, vulnerabilities, and potential impacts, allowing organizations to prioritize resources and define
recovery strategies. By focusing on risk, organizations ensure that continuity planning addresses the most significant threats to
operations, data, and services.
Costs, customers, and locations are important considerations but are secondary to risk analysis. Therefore, risks form the correct
basis for a business continuity plan.
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......
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