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Basic slements of a fiber-oplic communication plan - {correct answer) fiber, optical
light source, phatosensitice delection, efficient opbcal connection

Advantages of liber oplics - (correct answer) bandwidth

immunity to electrostatic interlerence

elimination of crosstalk

lower signal altenuation

loweer coad

saloty

na comosian problem

securily

Commanly used wavelengths in fiber-optic systems - (comect answer) 850 nm
1310 nm

1550 nm

1600-1625 nm

What part ol an oplical fiber cares the lighi -  (correct answer) the core of an oplical
fibar carmes the bght

What is a measure of bers light acceplance - [correct answer] numencal aperture

typical corefcladding sizes in microns for muttimode fiber - (corect answer) S0/125um
and 62.5/125um

Typical core size for single fiber mode - (comect answer) 7 o 10um

whal are the two key dislance Emiling parameters in fiber oplic iransmission - (commec!
answer) atenuation and dispesson

four tactors thal conlribute to attenuation - (correct answer) scatlering, absorblion
macrobending, microbanding

throe types of disperson - {corect answer) modal, chromatic, polorazation mode

two Bghi sources used in fiber optic < (comect answer) diode laser
light emitting déode
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A start-up company wants to build its computer network by starting with the base-level resources offered by a cloud service. In this
way, the company won't have to buy physical hardware but canstill have complete control over operating systens and other
software.

Which cloud service model should be used?

A. Function as a Service (FaaS)
B. Platformas a Service (PaaS)
C. Software as a Service (SaaS)
D. Infrastructure as a Service (IaaS)

ZX: D

it REES B -

Infrastructure as a Service (laaS)provides virtualized computing resources, ncluding virtual machines, storage, and networking, while
allowing users full control over operating systens and applications. Examples include AWS EC2 and Google Compute Engine.

* SaaSprovides ready-to-use applications (e.g., Google Docs).

* FaaSruns code in response to events (e.g., AWS Lambda).

* PaaSprovides development environments but not full infrastructure control.

i RE #31

A lbrary has a network that allows patrons to use their mobile devices to connect to the internet.
Which type of network is described?

A. WLAN
B. SAN
C. MAN
D. PAN

BEE: A
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AWireless Local Area Network (WLAN)enables wireless connectivity within a defined geographic area, such as a library, office, or
coffee shop. WLANS use Wi-Fi technology to allow users to access the internet without physical cables.

* Storage Area Networks (SANs)are used for data storage and do not provide internet connectivity to users.

* Metropolitan Area Networks (MANSs)cover larger areas, such as cities, and are not used within a single building,

* Personal Area Networks (PANs)connect personal devices like smartphones and laptops over short distances, such as via
Bluetooth, but do not support public internet access.

PR #32
Which layer of the OSI model includes the ICMP?

A. Network
B. Session

C. Transport
D. Application

ZEE: A

fRRE R -
TheNetwork layer(Layer 3 of the OSI model) includes thelnternet Control Message Protocol (ICMP), which is used for network
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diagnostics (e.g.,pingcommand). ICMP helps in error reporting and network troubleshooting.
* Transport layerhandles reliable data delivery (e.g., TCP, UDP).

* Session layermanages communication sessions.

* Application layerprovides end-user services.

il =8 #33

Access to a company's information system requires a user to be within a valid geographic location and to enter a valid username and
password.

Which concept does this scenario demonstrate?

A. User-based accounting
B. Single sign-on

C. Multifactor authentication
D. Certificate verification

ER: C

B B «

Multifactor authentication (MFA)requires users to verify their identity usingmuiltiple factors, such as something they know
(password), something they have (a token or phone), or somewhere they are (geolocation-based access control). Requiring both
location verification andpassword authentication demonstrates MFA.

* Certificate verificationchecks digital certificates for security but does not use multiple authentication factors.

* User-based accountinglogs user activities but does not verify identity.

* Single sign-on (SSO)allows access to multiple systerms with one login but is not necessarily MFA.

FRE #34

An organization is the victim of an attack in which an attacker intercepts messages between two parties before transferring them to
the correct destination.

What is the type of cyberattack described in this scenario?

A. Social engineering

B. Man-in-the-middle attack
C. Pharming

D. Credential stuffing

E%: B
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Aman-in-the-middle (MITM) attackoccurs when an attacker secretly intercepts and relays commumnication between two parties.
This allows the attacker to steal data, modify messages, or inject malicious content without the victims' knowledge.

* Credential stuffingreuses stolen login credentials but does not involve interception.

* Social engineeringmanipulates users rather than intercepting messages.

* Pharmingredirects users to fraudulent websites, but it does not intercept communication.
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