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Fortinet NSE 7 - FortiSASE 25 Enterprise Administrator Sample Questions
(Q60-Q65):
NEW QUESTION # 60 
Refer to the exhibit. While reviewing the traffic logs, the FortiSASE administrator notices that the usernames are showing random
characters.
Why are the usernames showing random characters?

A. Special characters are used in usernames.
B. Users are using a shared single sign-on SSO username.
C. Log anonymization is turned on to hash usernames.
D. FortiSASE uses FortiClient unique identifiers for usernames.

Answer: C

Explanation:
The usernames appear as random character strings because log anonymization is enabled in FortiSASE, which hashes sensitive user
information such as usernames to protect privacy while still allowing log analysis.

NEW QUESTION # 61 
Your FortiSASE customer has a small branch office in which ten users will be using their personal laptops and mobile devices to
access the internet.
Which deployment should they use to secure their internet access with minimal configuration?

A. Deploy SD-WAN on-ramp to secure internet access.
B. Deploy FortiGate as a LAN extension to secure internet access.
C. Deploy FortiClient endpoint agent to secure internet access.
D. Deploy FortiAP to secure internet access.

Answer: D

Explanation:
Deploying FortiAP enables secure internet access for unmanaged personal devices in small branch offices with minimal configuration
by automatically directing traffic through FortiSASE, eliminating the need for endpoint installation or complex setup.

NEW QUESTION # 62 
When accessing the FortiSASE portal for the first time, an administrator must select data center locations for which three FortiSASE
components? (Choose three.)

A. Logging
B. Points of presence
C. Endpoint management
D. Identity & access management (IAM)
E. Sandbox

Answer: A,C,E

Explanation:
When first accessing the FortiSASE portal, the administrator must select data center locations for endpoint management, logging,
and sandbox services to ensure optimized performance and compliance with data residency requirements.

NEW QUESTION # 63 
Refer to the exhibit.
Based on the configuration shown, in which two ways will FortiSASE process sessions that require FortiSandbox inspection?
(Choose two answers)

A. Only endpoints assigned a profile for sandbox detection will be processed by the sandbox feature.



B. FortiClient quarantines only infected files that FortiSandbox detects as medium level.
C. All files executed on a USB drive will be sent to FortiSandbox for analysis.
D. All files will be sent to an on-premises FortiSandbox for inspection.

Answer: A,C

Explanation:
The exhibit (image_595357.jpg) illustrates the Sandbox configuration tab within a FortiSASE Endpoint Profile. This profile dictates
how the managed FortiClient agent handles suspicious files and interacts with the sandbox service.
* Profile-Based Enforcement: In the FortiSASE architecture, security features are not applied globally by default; they are enabled
through specific profiles assigned to endpoints. Therefore, the sandbox inspection and remediation logic will only be active for
endpoints that have been assigned a profile where the Sandbox feature is enabled.
* Removable Media Protection: Under the File Submission Options in the exhibit, the setting All Files Executed from Removable
Media is toggled on. This ensures that any file executed from a USB drive or other external storage is sent to the FortiSandbox for
analysis before being permitted to run on the endpoint.
* Sandbox Mode: The Sandbox Mode is set to FortiSASE, indicating that files are sent to the integrated cloud-native sandbox
rather than an on-premises appliance. This makes Option A incorrect.
* Quarantine Threshold: The Remediation Actions show that the Action is set to Quarantine for files meeting the Sandbox Detection
Verdict Level of Medium. This acts as a minimum threshold; FortiClient will quarantine files identified as Medium, High, or
Malicious. Option B is incorrect because it implies only medium-level files are quarantined, whereas higher-risk levels would also be
blocked.

NEW QUESTION # 64 
Which service is included in a secure access service edge (SASE) solution, but not in a security service edge (SSE) solution?

A. SD-WAN
B. CASB
C. SWG
D. ZTNA

Answer: A

Explanation:
SD-WAN is a networking component included in a SASE solution but not in an SSE solution. SSE focuses solely on security
services (like ZTNA, SWG, and CASB), while SASE combines both networking (e.g., SD-WAN) and security into a unified
cloud-delivered service.

NEW QUESTION # 65
......
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