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Palo Alto Networks Certified Network Security Engineer Exam PCNSE
Prüfungsfragen mit Lösungen (Q357-Q362):
357. Frage 
Which User-ID method maps IP addresses to usernames for users connecting through an
802.1x-enabled wireless network device that has no native integration with PAN-OS® software?

A. Server Monitoring
B. Port Mapping
C. Client Probing
D. XML API

Antwort: D

Begründung:
For example, the standard methods cannot add mappings of users connecting from a third-party VPN solution or users connecting
to a 802.1x-enabled wireless network. For such cases, you can use the PAN-OS XML API to capture login events and send them
to the PAN-OS integrated User- ID agent.
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/user-id/user-id-concepts/user- mapping/xml-api

358. Frage 
Which two profiles should be configured when sharing tags from threat logs with a remote User-ID agent?
(Choose two.)

A. Log Ingestion
B. HTTP
C. LDAP
D. Log Forwarding

Antwort: B,D

Begründung:
Explanation
>Threat logs, create a log forwarding profile to define how you want the firewall or Panorama to handle logs.
>Configure an HTTP server profile to forward logs to a remote User-ID agent. > Select the log forwarding profile you created then
select this server profile as the HTTP server profile
https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-admin/policy/use-auto-tagging-to-automate-security-actio

359. Frage 
Which two options prevent the firewall from capturing traffic passing through it? (Choose two.)

A. The firewall's DP CPU is higher than 50%.
B. The firewall is in multi-vsys mode.
C. The traffic does not match the packet capture filter.
D. The traffic is offloaded.

Antwort: C,D

Begründung:
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/monitoring/take-packet- captures/disable-hardware-offload

360. Frage 
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Which CLI command can be used to export the tcpdump capture?

A. download mgmt.-pcap
B. scp extract mgmt-pcap from mgmt.pcap to <username@host:path>
C. scp export tcpdump from mgmt.pcap to <username@host:path>
D. scp export mgmt-pcap from mgmt.pcap to <username@host:path>

Antwort: D

Begründung:
Reference:
https://live.paloaltonetworks.com/t5/Management-Articles/How-To-Packet-Capture-tcpdump-On-Management-Interface/ta-
p/55415

361. Frage 
When a malware-infected host attempts to resolve a known command-and-control server, the traffic matches a security policy with
DNS sinkhole enabled, generating a traffic log.
What will be the destination IP address in that log entry?

A. The IP address of one of the external DNS servers identified in the anti-spyware database.
B. The IP address of sinkhole.paloaltonetworks.com
C. The IP address specified in the sinkhole configuration.
D. The IP address of the command-and-control server.

Antwort: C

Begründung:
Change the "Action on DNS queries" to 'sinkhole'.
Click in the Sinkhole IPv4 field and type in the fake IP. The example here shows using 1.1.1.1 for simplicity, but as long as this fake
IP is not used inside of the network, then it should be Ok.
Alternatively, you can also use either a Loopback IP (127.0.0.1) or Palo Alto Networks Sinkhole IP (71.19.152.112).

362. Frage
......
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