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What address translation options are available in the Firewall policy?
{Select 3)

Options:

- Destination Port Transkition

- Source IP Translation 1o static [P

- Destipation 1P Translation w static 1P

- Source Port Translation

- Destination 1P Transkation 1o FODN - ANSWER-Destination Port
Translation

Destination [P Translation to static [P

Destination IP Translation to FOQDN

What is the purpose of the Client Forwarding policy?

Options:

- It defines which Zero Trust Exchange data centers are used

- It controls whether Zscaler Intermet Access, Private Access, or Digital
Experience is enabled in the client

- It defines which Application Segments definitions are downloaded by
the Zscaler Client Connector

- It enables forwarding of traffic from ZIA o ZPA for source I[P
anchoring - ANSWER-It defines which Application Segments
definitions are downlogded by the Zscaler Client Connector
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Zscaler Digital Transformation Administrator Sample Questions (Q114-
Q119):

NEW QUESTION # 114
How does a Zscaler administrator troubleshoot a certificate pinned application?

A. They could reboot the endpoint device.

B. They could inspect the ZIA Web Policy.

C. They could look into the SaaS application analytics tab.
D. They could look at SSL logs for a failed client handshake.

Answer: D

Explanation:

Certificate pinning prevents SSL interception by validating a server's certificate against known values. When ZIA performs SSL
mspection, it substitutes the certificate with one signed by Zscaler's CA. This causes the handshake to fail for pinned applications. To
troubleshoot, an administrator shouldreview SSL logs to identify handshake failures, which indicate certificate pinning issues. Logs
will show the TLS negotiation details, including any disruptions.

Reference: Zscaler Digital Transformation Study Guide - SSL Inspection and Threat Protection > Troubleshooting Certificate Pinned
Applications

NEW QUESTION # 115
What are the two types of Probe supported in ZDX?

A. Application Probes and Network Probes

B. Web Probes and Cloud Path Probes

C. Page Speed Probes and Connection Speed Probes
D. SSaas Probes and Router Probes

Answer: B

Explanation:
ZDX supports two probe types: Web Probes and Cloud Path Probes. Web Probes actively retrieve web objects to measure
application health, while Cloud Path Probes map the end#to#end network path to pinpoint transit issues.

NEW QUESTION # 116
‘What ports and protocols are forwarded to the Zero Trust Exchange when Zscaler Client Connector is using Tunnel 2.0?

A. TCP ports 80, 443 and 8080 only.

B. Al TCP and UDP ports as well as ICMP traffic.
C. Any HTTP/HTTPS traffic as well as DNS.

D. All Web ports as well as FTP and SSH.

Answer: B

Explanation:
Zscaler Client Connector's Tunnel 2.0 uses a packetilter based tunnel that encapsulates all IP traffic - both TCP and UDP on any
port, plus ICMP - to the Zero Trust Exchange

NEW QUESTION # 117
Which of'the following secures all IP unicast traffic?

A. Secure Shell (SSH)

B. Tunnel with local proxy
C. Z-Tunnel 2.0

D. Enforce PAC



Answer: C

Explanation:

Z-Tunnel 2.0is the technology designed to secure all [P unicast traffic. It establishes encrypted tunnels between clients and Zscaler
cloud edges, providing secure, transparent forwarding of all IP-based traffic, beyond just HTTP/S, ensuring comprehensive
protection of network communications.

NEW QUESTION # 118
Which is an example of Inline Data Protection?

A. Preventing the sharing of a sensitive document in OneDrive.
B. Analyzing a customer's M365 tenant for security best practices.
C. Preventing the copying of a sensitive document to a USB drive.
D. Blocking the attachment of a sensitive document in webmail.

Answer: D

Explanation:

Inline Data Protection is the process of inspecting data as it transits the network in real time, enforcing policies that prevent sensitive
data frombeing leaked or transmitted improperly. Blocking the attachment of a sensitive document in webmail represents inline data
protection because it intercepts and controls data transmission at the network level, stopping sensitive content before it leaves the
organization.

Preventing copying to a USB drive is endpoint control and does not happen inline in network traffic.

Preventing sharing in OneDrive is cloud access security broker (CASB) activity, often done through API ntegrations, not inline
network control. Analyzing M365 tenant security is an audit or advisory activity, not real-time inline protection.

Therefore, the correct example of inline data protection in Zscaler's cloud security services is blocking the attachment of a sensitive
documrent in webmail.

NEW QUESTION # 119

Nowadays the test ZDTA certificate is more and more important because if you pass it you will improve your abilities and your
stocks of knowledge in some certain area and find a good job with high pay. If you buy our ZDTA exam materials you can pass the
exam easily and successfully. Our ZDTA Exam Materials boost high passing rate and if you are unfortunate to fail in exam we can
refund you in full at one time immediately. The learning costs you little time and energy and you can commit yourself mainly to your
jobs or other important things.
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