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¢ Rules Configuration: This domain involves creating custom IOA rules, configuring exclusions to resolve
F&E 1 false positives, managing IOC settings for threat detection, and configuring CID-wide General Settings.
¢ Sensor Deployment: This domain focuses on verifying installation prerequisites, applying default policies
EN 0 and best practices, uninstalling sensors, and troubleshooting sensor issues across supported operating
systens.

¢ Policy Application: This domain encompasses configuring prevention policies for security posture, sensor
13 update policies, RTR audit policies, containment policies with IP exclusions, and managing quarantined
files.

e User Management: This domain covers determining appropriate roles for console access, creating and
FrE4 assigning roles with specific permissions, and managing API keys for platform access.

¢ Dashboards and Reports: This domain covers understanding different sensor report types and their use
FES cases, and interpreting various audit logs for tracking platform activities.

¢ Group Creation: This domain covers assigning endpoints to appropriate groups for policy application and
F&E 6 following best practices for managing host group structures.
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o Workflows: This domain focuses on configuring automated workflows that execute predefined actions
FrE7 when specific triggers or conditions are met.
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P& #40
What is the purpose of using groups with Sensor Update policies in CrowdStrike Falcon?

¢ A To prioritize the order in which Falcon updates are installed, so that updates are not installed all at once leading to network
congestion

¢ B. To allow the controlled assignment of sensor versions onto specific hosts

e C. To group hosts with others in the same business unit

¢ D. To group hosts according to the order in which Falcon was installed, so that updates are installed in the same order every
time
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The purpose of using groups with Sensor Update policies in CrowdStrike Falcon is to allow the controlled assignment of sensor
versions onto specific hosts. This allows users to manage the sensor updates for different hosts based on their needs and
preferences, such as testing, staging or production. The other options are either incorrect or not related to using groups with Sensor
Update policies.
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What three things does a workflow condition consist of?

A. Notifications, alerts, and API's

B. Triggers, actions, and alerts

C. A beginning, a middle, and an end

D. A paraneter, an operator, and a value

ZX: D

fE AR A«

A workflow condition consists of a parameter, an operator, and a value. A workflow condition is a rule that defines when a
workflow should be triggered based on certain criteria or filters. A parameter is a variable or attribute that can be used to filter or
match detection events, such as severity, tactic, or host group. An operator is a symbol or word that specifies how to compare or
evaluate the parameter and the value, such as equals, contains, or greater than. A value is a constant or expression that provides the
expected or desired result for the parameter, such as high, credential dumping, or default group.
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Which statement describes what is recommended for the Default Sensor Update policy?

e A. No configuration is required. Once a Custom Sensor Update policy is created the Default Sensor Update policy is
disabled

e B. The Default Sensor Update should be configured to always automatically upgrade to the latest sensor version

e C. Since the Default Sensor Update policy is pre-configured with recommend settings out of the box, configuration of the
Default Sensor Update policy is not required

e D. The Default Sensor Update policy should align to an organization's overall sensor updating practice while leveraging Auto
N-1 and Auto N-2 configurations where possible
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The statement that describes what is recommended for the Default Sensor Update policy is that the Default Sensor Update policy
should align to an organization's overall sensor updating practice while leveraging Auto N-1 and Auto N-2 configurations where



possible. As explained in question 139, the Default Sensor Update policy is a "catch-all" policy that applies to any host that is not
assigned to a specific Sensor Update policy. Therefore, it is recommended that the Default Sensor Update policy should align to
your organization's overall sensor updating practice, such as how frequently and how quickly you want to update your sensors. It is
also recommended that you leverage the Auto N-1 and Auto N-2 configurations, which allow you to automatically update your
sensors to the latest or second-latest sensor version without requiring manual intervention.

8 #43

On a Windows host, what is the best command to determine if the sensor is currently running?

A. This cannot be accomplished with a command
B. sc query csagent

C. ping falcon.crowdstrike.com

D. netstat -a
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On a Windows host, the best command to determine if the sensor is currently running is sc query csagent. This command will show
the status of the csagent service, which is responsible for running the sensor on Windows systerms. The output of this command will
indicate if the service is running, stopped, or paused. Ifthe service is running, the sensor is also running.
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Detections related to a penetration test on a particular server are currently generating thousands of entries in the console. Your
leadership does not need to track the detections in Falcon.

‘What should you do to allow your teamto focus on more relevant detections?

A. Delete the detections in the console and contain the server undergoing the test

B. Permanently disable detections for the server in Host Management

C. Temporarily disable detections for the server in Host Management and re-enable after the test is done
D. Create a Fusion Workflow to email the SOC team every time the penetration test generates a detection
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