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Amazon AWS Certified Security - Specialty SCS-C02 Priifungsfragen mit
Losungen (Q244-Q249):

244. Frage

A company is hosting multiple applications within a single VPC i its [AM account. The applications are running behind an
Application Load Balancer that is associated with an JAM WAF web ACL. The company's security team has identified that multiple
port scans are originating from a specific range of IP addresses on the internet.

A security engineer needs to deny access from the offending [P addresses.

‘Which solution will meet these requirements?

¢ A. Modify the IAM WAF web ACL with an [P set match rule statement to deny incoming requests from the IP address
range.

¢ B. Configure the IAM WAF web ACL with regex match conditions. Specify a pattern set to deny the incoming requests
based on the match condition

e C. Add arule to all security groups to deny the incoming requests from the IP address range.

e D. Modify the IAM WAF web ACL with a rate-based rule statement to deny the incoming requests fromthe IP address

range.
Antwort: A

Begrindung;

Explanation

Note that the IP is known and the question wants us to deny access from that particular address and so we can use IP set match
policy of WAF to block access.

245. Frage

A security engineer wants to use Amazon Simple Notification Service (Amazon SNS) to send email alerts to a company's security
team for Amazon GuardDuty findings that have a High severity level. The security engineer also wants to deliver these findings to a
visualization tool for further examination.

Which solution will meet these requirements?

¢ A. Set up GuardDuty to send notifications to an Amazon CloudWatch alarm with two targets in CloudWatch. From
CloudWatch, stream the findings through Amazon Kinesis Data Streams into an Amazon OpenSearch Service domain as the
first target for delivery. Use Amazon QuickSight to visualize the findings.

Use OpenSearch queries for further analysis. Deliver email alerts to the security team by configuring an SNS topic as a
second target for the CloudWatch alarm. Use event pattern matching with an Amazon EventBridge event rule to send only
High severity findings in the alerts.

e B. Set up GuardDuty to send notifications to Amazon EventBridge with two targets. From EventBridge, stream the findings
through Amazon Kinesis Data Firechose into an Amazon OpenSearch Service domain as the first target for delivery. Use
OpenSearch Dashboards to visualize the findings. Use OpenSearch queries for further analysis. Deliver email alerts to the
security team by configuring an SN'S topic as a second target for EventBridge. Use event pattern matching with an
EventBridge event rule to send only High severity findings in the alerts.

e C. Set up GuardDuty to send notifications to Amazon EventBridge with two targets. From EventBridge, stream the findings
through Amazon Kinesis Data Streams into an Amazon OpenSearch Service domain as the first target for delivery. Use
Amazon QuickSight to visualize the findings. Use OpenSearch queries for further analysis. Deliver email alerts to the security
team by configuring an SN'S topic as a second target for EventBridge. Use event pattern matching with an EventBridge event
rule to send only High severity findings in the alerts.

e D. Set up GuardDuty to send notifications to AWS CloudTrail with two targets in CloudTrail. From CloudTrail, stream the
findings through Amazon Kinesis Data Firehose into an Amazon OpenSearch Service domain as the first target for delivery.
Use OpenSearch Dashboards to visualize the findings. Use OpenSearch queries for further analysis. Deliver email alerts to the
security team by configuring an SN'S topic as a second target for CloudTrail. Use event pattern matching with a CloudTrail
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event rule to send only High severity findings in the alerts.

Antwort: B

246. Frage

A Security Engineer is working with a Product team building a web application on AWS. The application uses Amazon S3 to host
the static content, Amazon API Gateway to provide RESTful services; and Amazon DynamoDB as the backend data store. The
users already exist in a directory that is exposed through a SAML identity provider.

‘Which combination of the following actions should the Engineer take to enable users to be authenticated into the web application and
call APIs? (Choose three.)

A. Configure an Amazon Cognito identity pool to integrate with social login providers.

B. Configure a SAML identity provider in Amazon Cognito to map attributes to the Amazon Cognito user pool attributes.
C. Create a custom authorization service using AWS Lambda.

D. Update API Gateway to use a COGNITO _USER POOLS authorizer.

E. Configure the SAML identity provider to add the Amazon Cognito user pool as a relying party.

F. Update DynamoDB to store the user email addresses and passwords.

Antwort: B,.D.E

Begrindung;

The combination of the following actions should the Engineer take to enable users to be authenticated into the web application and
call APIs are:

B) Configure a SAML identity provider in Amazon Cognito to map attributes to the Amazon Cognito user pool attributes. This is a
necessary step to federate the existing users from the SAML identity provider to the Amazon Cognito user pool, which will be used
for authentication and authorizationl.

C) Configure the SAML identity provider to add the Amazon Cognito user pool as a relying party. This is a necessary step to
establish a trust relationship between the SAML identity provider and the Amazon Cognito user pool, which will allow the users to
sign in using their existing credentials?.

F) Update API Gateway to use a COGNITO _USER POOLS authorizer. This is a necessary step to enable API Gateway to use
the Amazon Cognito user pool as an authorizer for the RESTful services, which will validate the identity or access tokens that are
issued by Amazon Cognito when a user signs in successfully3.

The other options are incorrect because:

A) Creating a custom authorization service using AWS Lambda is not a necessary step, because Amazon Cognito user pools can
provide built-in authorization features, such as scopes and groups, that can be used to control access to API resources4.

D) Configuring an Amazon Cognito identity pool to integrate with social login providers is not a necessary step, because the users
already exist in a directory that is exposed through a SAML identity provider, and there is no requirement to support social login
providers5.

E) Updating DynamoDB to store the user email addresses and passwords is not a necessary step, because the user credentials are
already stored in the SAML identity provider, and there is no need to duplicate them in DynamoDB6.

Reference:

1: Using Tokens with User Pools 2: Adding SAML Identity Providers to a User Pool 3: Control Access to a REST API Using
Amazon Cognito User Pools as Authorizer 4: AP Authorization with Resource Servers and OAuth 2.0 Scopes 5: Using Identity
Pools (Federated Identities) 6: Amazon DynamoDB

247. Frage

A conpany is running its workloads in a single AWS Region and uses AWS Organizations. A security engineer must inplement a
solution to prevent users fiom launching resources in other Regions.

Which solution will meet these requirements with the LEAST operational overhead?

e A Create an I AM policy that has an aws RequestedRegion condition that denies actions that are not in the designated
Region Attach the policy to the AWS account in AWS Organizations.

e B. Create an IAM policy that has an aws RequestedRegion condition that allows actions only in the designated Region Attach
the policy to all users.

e (. Create an SCP that has an aws RequestedRegion condition that denies actions that are not in the designated Region.
Attach the SCP to the AWS account in AWS Organizations.

e D. Create an IAM policy that has an aws RequestedRegion condition that allows the desired actions Attach the policy only to
the users who are in the designated Region.



Antwort: C

Begrindung;

Explanation

Although you can use a IAM policy to prevent users launching resources in other regions. The best practice is to use SCP when
using AWS organizations.

https://docs.aws.amazon.convorganizations/latest/userguide/orgs_manage policies scps_examples general.html

248. Frage

A company needs to follow security best practices to deploy resources from an AWS CloudFormation template. The
CloudFormation template must be able to configure sensitive database credentials.

The company already uses AWS Key Management Service (AWS KMS) and AWS Secrets Manager.

Which solution will meet the requirements?

A. Use a SecureString parameter in the CloudFormation template to reference an encrypted value in AWS KMS

B. Use a SecureString parameter in the CloudFormation template to reference the database credentials in Secrets Manager.
C. Use a dynamic reference in the CloudFormation template to reference the database credentials in Secrets Manager.

D. Use a parameter in the CloudFormation template to reference the database credentials. Encrypt the CloudFormation
template by using AWS KMS.

Antwort: C
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