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HH #94

A company's reporting job that used to run in 15 minutes is now taking an hour to run. An application generates the reports. The
application runs on Amazon EC2 instances and extracts data from an Amazon RDS for MySQL database.

A CloudOps engineer checks the Amazon CloudWatch dashboard for the RDS instance and notices that the Read IOPS metrics
are high, even when the reports are not running. The CloudOps engineer needs to improve the performance and the availability of the
RDS instance.

Which solution will meet these requirements?

e A. Configure an Amazon ElastiCache cluster in front of the RDS instance. Update the reporting job to query the ElastiCache
cluster.

¢ B. Create an Amazon CloudFront distribution. Set the RDS instance as the origin. Update the reporting job to query the
CloudFront distribution.

e (. Increase the size of the RDS instance.

e D. Deploy an RDS read replica. Update the reporting job to query the reader endpoint.

IEf#: D

A -

A read replica offloads read traffic from the primary RDS instance to a separate replica, improving both performance (by reducing
read load and IOPS on the primary) and availability (the replica can also be promoted in a failure scenario). Pointing the reporting
job to the reader endpoint ensures that heavy reporting reads no longer compete with the primary's transactional workload, reducing
query latency and speeding up the reports.

HH #95

A CloudOps engineer is configuring an Amazon CloudFront distribution to use an SSL/TLS certificate. The CloudOps engineer
nust ensure autonatic certificate renewal.

‘Which combination of steps will meet this requirement? (Select TWO.)

A. Use a certificate issued by AWS Certificate Manager (ACM).

B. Configure CloudFront to automatically renew the certificate when the certificate expires.
C. Configure email validation for the certificate.

D. Configure DNS validation for the certificate.

E. Use a certificate issued by a third-party certificate authority (CA).

_EE%: A\ D
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The AWS Cloud Operations and Security documentation specifies that for Amazon CloudFront, automatic certificate renewal is
only supported for certificates issued by AWS Certificate Manager (ACM). When a certificate is managed by ACM and validated
through DNS validation, ACM automatically renews the certificate before expiration without requiring manual mtervention.

Option A ensures that the certificate is issued and managed by ACM, enabling full integration with CloudFront. Option E (DNS
validation) is essential for automation; AWS perforns revalidation automatically as long as the DNS validation record remains in
place.

By contrast, email validation (Option D) requires manual user confirmation upon renewal, which prevents automatic renewals.
Certificates issued by third-party certificate authorities (Option B) are manually managed and nust be reimported into ACM after
renewal. CloudFront does not have a direct feature (Option C) to renew cettificates; it relies on ACM's lifecycle management.
Thus, combining ACM-issued certificates (A) with DNS validation (E) ensures continuous, automated renewal with no downtime or
human action required.
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An ecommerce company uses Amazon ElastiCache (Redis OSS) for caching product queries. The CloudOps engineer observes a
large number of cache evictions in Amazon CloudWatch metrics and needs to reduce evictions while retaining popular data in cache.
‘Which solution meets these requirements with the least operational overhead?

A. Migrate to a new ElastiCache cluster with larger nodes.
B. Add another node to the ElastiCache cluster.

C. Decrease the ElastiCache TTL value.

D. Increase the ElastiCache TTL value.

Ef#: A

TR

According to the AWS Cloud Operations and ElastiCache documentation, cache evictions occur when the cache runs out of
memory and must remove itenrs to make space for new data.

To reduce evictions and retain frequently accessed iterms, AWS recommends increasing the total available memory - either by
scaling up to larger node types or scaling out by adding shards/nodes. Migrating to a cluster with larger nodes is the simplest and
most efficient solution because it immediately expands capacity without architectural changes.

Adjusting TTL (Options B and C) controls expiration timing, not memory allocation. Adding a single node (Option A) may help, but
redistributing data requires resharding, introducing more complexity.

Thus, Option D provides the lowest operational overhead and ensures high cache hit rates by increasing total cache memory.

HE#97

A CloudOps engineer wants to provide access to AWS services by attaching an IAM policy to multiple IAM users The CloudOps
engineer also wants to be able to change the policy and create new versions.

‘Which combination of actions will meet these requirements? (Choose two.)

A. Create an inline policy.

B. Add the users to an IAM user group. Attach the policy to the group.

C. Create a customer managed policy.

D. Create an AWS managed policy.

E. Add the users to an IAM service-linked role. Attach the policy to the role.

Ef#: B. C
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Attaching a policy to a group allows centralized management of permissions for mutltiple users. All users in the group automatically
inherit the policy permissions.

A customer managed policy is reusable, versioned, and editable. You can create new versions of the policy and update or roll back
as needed. Combining this with a user group provides flexible, scalable, and maintainable permission management.

H #98

A global company runs a critical primary workload in the us-east-1 Region. The company wants to ensure business continuity with
minimal downtime in case of a workload failure. The company wants to replicate the workload to a second AWS Region.

A CloudOps engineer needs a solution that achieves a recovery time objective (RTO) of less than

10 minutes and a zero recovery point objective (RPO) to meet service level agreements.

Which solution will meet these requirements?

e A Implement an active-active architecture that provides real-time data replication across two Regions. Use Amazon Route
53 health checks and a weighted routing policy.

e B. Implement a pilot light architecture that provides real-time data replication in the second Region.
Configure Amazon Route 53 health checks and autormated DNS failover.

e (. Implement a custom script to generate a regular backup of the data and store it in an S3 bucket that is in a second Region.
Use the backup to launch the application in the second Regjon in the event of a workload failure.

e D. Implement a warm standby architecture that provides regular data replication in a second Region.
Configure Amazon Route 53 health checks and autormated DNS failover.



EfE: A

A -

The active-active multi-Region architecture provides the lowest possible RTO and RPO among all disaster recovery strategies. In
this approach, workloads are deployed and actively running in multiple AWS Regions simultaneously. All data is continuously
replicated in real time between Regions using fully managed replication services, ensuring zero data loss (zero RPO).

Because both Regions are active and capable of handling requests, failover between them is instantaneous, meeting the RTO of less
than 10 minutes. Amazon Route 53 is used with weighted or latency-based routing policies and health checks to automatically route
traffic away from an impaired Region to the healthy Region without manual intervention.

Pilot Light Architecture maintains only a minimal copy of the environment in the secondary Region. It requires time to scale up
infrastructure during a disaster, resulting in longer RTO and potential data loss (non-zero RPO).

Warm Standby Architecture keeps partially running infrastructure in the secondary Region.

Although faster than pilot light, it still requires scaling and synchronization, resulting in higher RTO and RPO compared to active-
active.

Backup and Restore (option D) relies on periodic backups and restores data when needed. This approach has the highest RTO and
RPO, unsuitable for mission-critical workloads demanding high availability and zero data loss.

Therefore, based on AWS-recommended disaster recovery strategies outlined in the AWS Cloud Operations and Disaster
Recovery Guide, the Active- Active Multi-Regjon architecture (Option C) is the only approach that guarantees RTO <10 minutes
and RPO = 0, achieving continuous availability and business continuity across Regions.
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