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HAE #622
A security manager regualrly checks work areas after buisness hours for security violations; such as unsecured files or unattended
computers with active sessions. This activity BEST demonstrates what part of a security program?

A. Compliance management
B. Audit validation

C. Security awareness training
D. Physical control testing

HE: A

MY

Purpose of After-Hours Security Checks:

Regular nspections for security violations demonstrate adherence to established security policies and procedures, ensuring
compliance across the organization.

Why This Demonstrates Compliance Management:

* Ensures that employees follow policies, such as securing files and logging out of active sessions.

* Highlights the organization's commitment to enforcing security measures.

‘Why Other Options Are Incorrect:

* A. Audit Validation: Focuses on verifying the accuracy of records and processes, not physical security checks.

* B. Physical Control Testing: Involves testing physical security mechanisirs (e.g., locks, barriers).

* D. Security Awareness Training: Refers to educating employees, not monitoring compliance.

References:

EC-Council defines compliance management as ensuring rules and policies are followed consistently, which is demonstrated in this
scenario.

EE #623
Which of the following is used to establish and maintain a framework to provide assurance that information security strategies are
aligned with organizational objectives?

A. Conpliance
B. Management
C. Awareness
D. Governance

He. D

ME:

Role of Governance:Governance establishes and maintains a framework to align security strategies with organizational goals. It
ensures accountability and provides oversight for security initiatives.

Why This is Correct:Governance ensures that security efforts are directed, supported, and monitored to meet business objectives
effectively.

Why Other Options Are Incorrect:

* A. Awareness: Focuses on employee education, not strategy alignment.

* B. Compliance: Ensures adherence to standards but does not establish strategic alignment.

* D. Management: Focuses on operational execution, not oversight.

References:Governance is a cornerstone of EC-Council's framework for aligning security with organizational priorities.

EZ #624
At which point should the identity access management team be notified of the termination of an employee?

A. Immediately so the employee account(s) can be disabled
B. Before an audit

C. During the monthly review cycle
D. At the end of the day once the employee is off site

HE:. A



Y.

Importance of Immediate Notification:

* Promptly notifying the identity access management team ensures that accounts are disabled to prevent unauthorized access after
termination.

Best Practices for Access Management:

* Delayed action can result in security vulnerabilities, including misuse of active credentials.

Supporting Reference:

* CCISO materials stress the importance of timely account management to mitigate insider threats and maintain security integrity.

EE #625
‘When dealing with risk, the information security practitioner may choose to:

A. transfer

B. defer

C. acknowledge
D. assign

HE: C

dE:

Risk management options include transfer, which involves shifting the responsibility or cost of a risk to another party, typically
through insurance or outsourcing,

* Options for Risk Management:

* Avoid: Elimmate the activity causing the risk.

* Mitigate: Reduce the risk to an acceptable level.

* Transfer: Pass the risk to another party.

* Accept: Acknowledge and tolerate the risk.

* Transfer in Practice:

* Commonly achieved via insurance or contracts with third-party providers.

* Alignment with Scenario:

* "Assign" and "Defer” are not standard risk responses. "Acknowledge" relates to acceptance, which is distinct from transferring
risk.

* Risk Management Frameworks: Highlights transferring risk as a key strategy, particularly in business continuity and contractual
agreements.

* Third-Party Risk Management: Demonstrates how outsourcing aligns with transferring risk responsibilities.

ZE #626
The company decides to release the application without remediating the high-risk vulnerabilities. Which of the following is the MOST
likely reason for the company to release the application?

A. The company lacks a risk management process

B. The company does not believe the security vulnerabilities to be real
C. The company lacks the tools to performa vulnerability assessment
D. The company has a high risk tolerance

He:. D

MY

Risk Tolerance in Decision-Making;

Organizations with high risk tolerance may accept certain vulnerabilities due to business priorities, such as meeting market deadlines
or competitive pressures.

Key Considerations:

* This decision reflects a calculated trade-off between security and business objectives.

* Risk acceptance is documented in a formal risk management process to ensure accountability.

Why Not Other Options:

* Lack of risk management process (A): Would indicate an unstructured approach, which is less likely in this context.
* Believing vulnerabilities are not real (B): Unlikely for high-risk vulnerabilities.

* Lacking tools for assessment (D): Does not explain why the release proceeds despite known vulnerabilities.
EC-Council CISO Framework:



Decision-making must align with the organization's risk appetite, a principle central to the EC-Council CISO program
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