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PR #21
Which of the following are characteristics of a Pass-the-Ticket (PtT) attack against Active Directory domains?
Response:
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A. It exploits the single sign-on nature of Kerberos authentication

B. The attacker needs to decrypt the ticket using a secret key

C. It requires physical access to the Domain Controller

D. It involves stealing a Kerberos ticket from one machine and using it on another
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=8 #22
‘Which method is commonly used by attackers to exfiltrate data using the DNS tunneling technique?
Response:

A. Exploiting open SMB shares for file transfer

B. Using FTP servers to upload stolen data

C. Transferring data via encrypted HTTP requests
D. Embedding data within DN'S queries
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R #23
What is the primary objective of using a drive-by download attack for payload delivery?
Response:

A. To trick users into providing sensitive information

B. To exploit browser vulnerabilities to install malware without user consent
C. To monitor network traffic for anomalous behavior

D. To conduct a denial-of-service (DoS) attack

R

=

i

: B

PR #24
Which of the following is a key benefit of patch management in reducing application exploitation?
Response:

A. Tt ensures that vulnerabilities are patched before they can be exploited
B. It decreases system performance overhead

C. It automates software testing during development

D. It enhances the visual appeal of the application's user interface
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P& #25
Which of the following are common techniques used by attackers for lateral movement?

(Choose two)
Response:

A. Phishing

B. Remote Desktop Protocol (RDP)
C. Cross-stte scripting (XSS)

D. Pass-the-Hash
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