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Palo Alto Networks NGFW-Engineer Exam Overview:

Certification Vendor: Palo Alto Networks

Exam Name: Palo Alto Networks Next-Generation Firewall Engineer

Exam Number: NGFW-Engneer

Available Languages: English

Real Exam Qty: 50-60

Related Certifications: I;B-t\@i(NSgggefr’rofessmnal

Exam Format: Multiple-choice, Multiple-select, Scenario-based, Matching, Ordering

Exam Price: $250 USD

Passing Score: 860 (scaled score, range 300-1000)

Certificate Validity Period: 2 years

Exam Duration: 90 minutes

Recommended Training: Palo Alto Networks Official Training

Exam Regjstration: Pearson VUE Registration

Sample Questions: Palo Alto Networks NGFW-Engineer Sample Questions

Exam Way: In-person only at Pearson VUE test centers (online proctoring discontinued)

Pre Condition: No mandatory p.rerequjsite.s; recomMed 6-12 months hands-on experience with Palo Alto
NGFW and basic networking/security knowledge

Official Syllabus URL: https://www.paloaltonetworks.comvservices/education/certifications/ngfw-engineer
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¢ PAN-OS Networking Configuration: This section of the exam measures the skills of Network Engineers in
configuring networking components within PAN-OS. It covers interface setup across Layer 2, Layer 3,
virtual wire, tunnel interfaces, and aggregate Fthernet configurations. Additionally, it includes zone creation,

FEw 21 high availability configurations (active

e active and active

¢ passive), routing protocols, and GlobalProtect setup for portals, gateways, authentication, and tunneling,
The section also addresses [PSec, quantumr-resistant cryptography, and GRE tunnels.

e Integration and Automation: This section measures the skills of Automation Engineers in deploying and
managing Palo Alto Networks NGFWs across various environments. It includes the installation of PA-
Series, VM-Series, CN-Series, and Cloud NGFWs. The use of APIs for automation, integration with

FEw 22 third-party services like Kubernetes and Terraform, centralized management with Panorama templates and

device groups, as well as building custom dashboards and reports in Application Command Center (ACC)

are key topics.

¢ PAN-OS Device Setting Configuration: This section evaluates the expertise of System Administrators in
configuring device settings on PAN-OS. It includes implementing authentication roles and profiles, and
configuring virtual systerms with interfaces, zones, routers, and inter- VSYS security. Logging mechanisms
bEY 73 such as Strata Logging Service and log forwarding are covered alongside software updates and certificate
management for PKI integration and decryption. The section also focuses on configuring Cloud Identity
Engine User-1D features and web proxy settings.
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After a recent security audit, a company is required to enforce more strict validation for all certificate-based authentication, including
for GlobalProtect clients. An engineer observes the firewall accepting certificates froma recently compromised intermediate
certificate authority (CA). The engineer needs to update the firewall configuration to use an Online Certificate Status Protocol
(OCSP) responder to check for revoked certificates in real time.

In which configuration object would the engineer enable OCSP vertfication for the CAs used in the authentication process?

A. SSL/TLS service profile
B. Decryption profile
C. Certificate profile
D. Authentication sequence

IEf: C

AR :

Basic Concept: Certificate profiles define trust and revocation validation for certificate-based authentication.

OCSP checking is enabled there for the CAs used by the profile.

Why D is Correct: Certificate profile is correct because it controls trusted CAs, username mapping, and OCSP

/CRL revocation behavior for client certificate authentication.

Why A is Wrong: Authentication sequence is associated with authentication, PKI, or TLS configuration, but it is not the object or
step that enforces the certificate validation or service identity requirement being tested.

Why B is Wrong: Decryption profile is associated with authentication, PKI, or TLS configuration, but it is not the object or step that
enforces the certificate validation or service identity requirement being tested.

Why C is Wrong: SSL/TLS service profile is associated with authentication, PKI, or TLS configuration, but it is not the object or
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step that enforces the certificate validation or service identity requirement being tested.

HP#53

An administrator is configuring a GlobalProtect pre-logon VPN. The administrator has already imported the necessary internal
certificate authority (CA) certificates for issuing machine certificates onto the firewall.

‘Which configuration is required on the GlobalProtect Gateway to enable pre-logon using these machine certificates?

¢ A Create a device-based Security policy that allows traffic from the pre-logon user to an internal management zone.

¢ B. Configure the Gateway Agent --> Tunnel Settings to use IPSec with machine certificate authentication for the pre- logon
tunnel.

o (. Create a certificate profile that trusts the machine certificate's CA and assign it within the Gateway Agent --> Client
Authentication settings.

¢ D. Create an authentication profile that points to the machine certificate's CA and assign it by using the client authentication
settings of the GlobalProtect Portal.

Ef: C

A -

Pre-logon using machine certificates requires the GlobalProtect Gateway to authenticate endpoints based on certificate trust, which is
achieved by creating a certificate profile that trusts the issuing CA and assigning it in the Gateway Agent — Client Authentication
settings so the gateway can validate machine certificates during pre-logon authentication.

H #54

An engineer is implementing a new rollout of SAML for administrator authentication across a company's Palo Alto Networks
NGFWs. User authentication on company firewalls is currently performed with RADIUS, which will remain available for six months,
until it is decommissioned. The company wants both authentication types to be running in parallel during the transition to SAML.
Which two actions meet the criteria? (Choose two.)

e A Create and add the "SAML Identity Provider" Server Profile to the authentication profile for the
"RADIUS" Server Profile.

e B. Create a testing and rollback plan for the transition from Radius to SAML, as the two authentication profiles cannot be run
in tandem

e C. Create an authentication sequence that includes both the "RADIUS" Server Profile and "SAML Identity Provider" Server
Profile to run the two services in tandem.

¢ D. Create and apply an authentication profile with the "SAML Identity Provider" Server Profile.

Ef#: A C

fi it

To enable both RADIUS and SAML authentication to run in parallel during the transition period, you need to configure an
authentication sequence and an authentication profile that includes both authentication methods.

By creating an authentication sequence that includes both RADIUS and SAML server profiles, the firewall will attempt
authentication with RADIUS first and, if that fails, will fall back to SAML. This enables both authentication types to finction
simultaneously during the transition period.

You can also configure an authentication profile that includes both the RADIUS Server Profile and the SAML Identity Provider
server profile. This setup allows the firewall to use both RADIUS and SAML for authentication requests, and it will check both
authentication methods in parallel.

B #55

An engineer at a managed services provider is updating an application that allows its customers to request firewall changes to also
manage SD-WAN. The application will be able to make any approved changes directly to devices via APL

What is a requirement for the application to create SD-WAN interfaces?

A. XML APT's "InterfaceProfiles/sdwan" parameter on a firewall device

B. REST API's "sdwanlnterfaceprofiles" parameter on a Panorama device
C. REST API's "sdwanInterfaces" parameter on a firewall device

D. XML APT's "sdwanprofiles/interfaces" parameter on a Panorama device



IEf#: B

A -

SD-WAN interfaces on Palo Alto firewalls are centrally managed through Panorama using the REST API endpoint for
"sdwanInterfaceprofiles” in templates, which defines link characteristics before creating the virtual SD-WAN interfaces that group
physical Ethernet links.

M #56

A PA-Series firewall with all licensable features is being installed. The customer's Security policy requires that users do not directly
access websites. Instead, a security device must create the connection, and there must be authentication back to the Active
Directory servers for all sessions.

Which action meets the requirements in this scenario?

A. Deploy the explicit proxy with Kerberos authentication scheme.

B. Deploy the Advanced URL Filtering license and captive portal.

C. Deploy the transparent proxy with Web Cache Communications Protocol (WCCP).
D. Deploy the Next-Generation Firewalls as normal and install the User-ID agent.

EfE: A
R -

In this scenario, the customer requires that users do not directly access websites and that a security device (the firewall) manages the
comnection, while also ensuring that there is authentication back to the Active Directory (AD) servers for all sessions. The explicit
proxy with Kerberos authentication is the best solution because:

The explicit proxy allows the firewall to intercept user web traffic and manage the connections on behalf of users.

Kerberos authentication ensures that the user's identity is validated against the Active Directory servers before the session is allowed,
fulfilling the authentication requirement.

B #57
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