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Salesforce Certified Identity and Access Management Architect Sample
Questions (Q74-Q79):
NEW QUESTION # 74 
Universal containers (UC) has implemented ansp-Initiated SAML flow between an external IDP and salesforce. A user at UC is
attempting to login to salesforce1 for the first time and is being prompted for salesforce credentials instead of being shown the IDP
login page. What is the likely cause of the issue?

A. The user has not configured the salesforce1 mobile app to use my domain for login
B. The "Redirect to Identity Provider" option has been selected in the my domain configuration.
C. The user has not been granted the "Enable single Sign-on" permission
D. The "Redirect to identity provider" option has not been selected the SAML configuration.

Answer: A

Explanation:
Explanation
B is correct because the user has not configured the Salesforce1 mobile app to use My Domain for login, which is the likely cause of
the issue. The My Domain URL is used to redirect the user to the identity provider's login page and initiate the SP-Initiated SAML
flow. If the user does not configure the Salesforce1 mobile app to use My Domain for login, they will be prompted for Salesforce
credentials instead of being shown the IDP login page. A is incorrect because the "Redirect to Identity Provider" option has been
selected in the My Domain configuration, which is not the cause of the issue. The "Redirect to Identity Provider" option determines
whether users are redirected to the identity provider's login page automatically or after clicking a button. C is incorrect because the
"Redirect to Identity Provider" option has not been selected in the SAML configuration, which is not the cause of the issue. The
"Redirect to Identity Provider" option determines whether users are redirected to the identity provider's login page automatically or
after clicking a button. D is incorrect because the user has been granted the "Enable Single Sign-On" permission, which is not the
cause of the issue. The "Enable Single Sign-On" permission allows users to use SSO with connected apps or external systems.
Verified References: [My Domain URL], [SP-Initiated SAML Flow], [Redirect to Identity Provider Option], [Enable Single Sign-
On Permission]

NEW QUESTION # 75 
Universal Containers uses Salesforce as an identity provider and Concur as the Employee Expense management system. The HR
director wants to ensure Concur accounts for employees are created only after the appropriate approval in the Salesforce org.
Which three steps should the identity architect use to implement this requirement?
Choose 3 answers

A. Create an approval process for UserProviderRequests object associated with the provisioning flow.
B. Create an approval process for User object associated with the provisioning flow.
C. Create a connected app for Concur in Salesforce.
D. Enable User Provisioning for the connected app.
E. Create an approval process for a custom object associated with the provisioning flow.

Answer: A,C,D

Explanation:
Salesforce connected-app user provisioning can be combined with internal approval so downstream accounts are created only after
the right business authorization is complete. The connected app must have user provisioning enabled, and the target application must
be represented as a connected app in Salesforce. To control timing, the approval process should be associated with the provisioning
request object that participates in the provisioning lifecycle rather than with the generic User object. That allows the organization to
hold or approve the provisioning action itself. This pattern is useful when HR or compliance wants a formal checkpoint before
external accounts are created. The architecture separates identity eligibility from final outbound provisioning execution. This is why
options C, D, E work together as the correct solution.
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NEW QUESTION # 76 
Northern Trail Outfitters (NTO) wants to give customers the ability to submit and manage issues with their purchases. It is important
for to give its customers the ability to login with their Facebook and Twitter credentials.
Which two actions should an identity architect recommend to meet these requirements?
Choose 2 answers

A. Create a custom external authentication provider for Twitter.
B. Create a custom external authentication provider for Facebook.
C. Configure a predefined authentication provider for Facebook.
D. Configure a predefined authentication provider for Twitter.

Answer: C,D

Explanation:
Explanation
To give customers the ability to login with their Facebook and Twitter credentials, the identity architect should configure a predefined
authentication provider for Facebook and a predefined authentication provider for Twitter. Authentication providers are
configurations that enable users to authenticate with an external identity provider and access Salesforce resources. Salesforce
provides predefined authentication providers for some common identity providers, such as Facebook and Twitter, which can be
easily configured with minimal customization. Creating a custom external authentication provider is not necessary for this scenario.
References: Authentication Providers, Social Sign-On with Authentication Providers

NEW QUESTION # 77 
A real estate company wants to provide its customers a digital space to design their interior decoration options.
To simplify the registration to gain access to the community site (built in Experience Cloud), the CTO has requested that the
IT/Development team provide the option for customers to use their existing social-media credentials to register and access.
The IT lead has approached the Salesforce Identity and Access Management (IAM) architect for technical direction on
implementing the social sign-on (for Facebook, Twitter, and a new provider that supports standard OpenID Connect (OIDC)).
Which two recommendations should the Salesforce IAM architect make to the IT Lead?
Choose 2 answers

A. For supporting OIDC it is necessary to enable Security Assertion Markup Language (SAML) with Just-in-Time
provisioning (JIT) and OAuth 2.0.
B. Authentication provider configuration is required each social sign-on providers; and enable Authentication providers in
community.
C. Apex coding skills are needed for registration handler to create and update users.
D. Use declarative registration handler process builder/flow to create, update users and contacts.

Answer: B,C

Explanation:
Explanation
Authentication provider configuration and Apex coding skills are two recommendations that the Salesforce IAM architect should
make to the IT Lead. Authentication providers are used to configure social sign-on providers, such as Facebook, Twitter, and any
OpenID Connect compliant provider. Apex coding skills are needed for registration handlers, which are custom classes that create
and update users based on social sign-on data. References: Authentication Providers, Registration Handlers

NEW QUESTION # 78 
A global company's Salesforce Identity Architect is reviewing its Salesforce production org login history and is seeing some
intermittent Security Assertion Markup Language (SAML SSO) 'Replay Detected and Assertion Invalid' login errors.
Which two issues would cause these errors?
Choose 2 answers

A. The current time setting of the company's identity provider (IdP) and Salesforce platform is out of sync by more than eight
minutes.
B. The certificate loaded into SSO configuration does not match the certificate used by the IdP.
C. The assertion sent to 5alesforce contains an assertion ID previously used.
D. The subject element is missing from the assertion sent to salesforce.



Answer: A,C

Explanation:
Explanation
A SAML SSO 'Replay Detected and Assertion Invalid' error occurs when Salesforce detects that the same assertion has been used
more than once within the validity period. This can happen if the assertion ID is reused by the IdP or if the assertion is resent by the
user. Another possible cause is that the time settings of the IdP and Salesforce are not synchronized, which can result in an assertion
being valid for a shorter or longer period than expected. References: SAML Single Sign-On Settings, Troubleshoot SAML Single
Sign-On

NEW QUESTION # 79
......
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