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QUESTIONS WITH COMPLETE
SOLUTIONS!!

What la a CUI Assel? Answer - Assal thal slores, processes, or [ranamits CUIL
Examples: Servers, Printers, Endpoints, Cloud Senices, ERP Systems

‘Where do you document & CUI Asset? Answer - Documant in Assal Inventory
Documeant in S5P

Document in Network Diagram

What practices do you agply o a CUI Aszel? Answer - CMMC Lovel 2

‘What does CMMC stand for? Answer - Cybarsacunty Maturity Model Certification
Hevr many controls are in CMMC L27 Answer - 110 controls

What impact lavel is required when storing CUI? Answer - IL4

What contract clause is used for CMMC L17 Angwer - FAR 52.204-21 (17 praclices
In lotal)

H you want o be CMMC L2 compéiant, do you nead o also ba CMMC L1 compliant?
Anzwer - Yes

What do you call the pant before (he first peniod in the following control? AC.L1-3.1.1
Answer - Domisn

What do you call the part after the first period in the following contral? AC.L1-3.1.1
Anzwer - Lovel

What do you call the part after tha dash in the following contral? AC.L1-3.1.1 Answer
- Sacunity Practice Mumber

What is confidentiality? Answer - Infomation Access and disclosura includes maans
for prodecting personal privacy and proprietary information
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Cyber AB Certified CMMC Professional (CCP) Exam Sample Questions
(Q75-Q80):

NEW QUESTION # 75
What is the primary intent of the verify evidence and record gaps activity?

A. Conduct interviews to test process implementation knowledge.

B. Determine the one-to-one relationship between a practice and an assessment object.

C. Identify and describe differences between what the Assessment Team required and the evidence collected.
D. Map test and demonstration responses to CMMC practices.

Answer: C

NEW QUESTION # 76

Two network admmistrators are working together to determine a network configuration in preparation for CMMC. The
admmistrators find that they disagree on a couple of small itens. Which solution is the BEST way to ensure compliance with
CMMC?

A. Go with the network administrator's ideas with the least stringent controls.
B. Consult with the CEO of the company.

C. Go with the network administrator's ideas with the most stringent controls.
D. Consult the CMMC Assessment Guides and NIST SP 800-171.

Answer: D

NEW QUESTION # 77

In preparation for a CMMC Level 1 Self- Assessment, the I'T manager for a DIB organization is documenting asset types in the
company's SSP The manager determines that identified machine controllers and assembly machines should be documented as
Specialized Assets. Which type of Specialized Assets has the manager identified and documented?

A T

B. Restricted IS

C. Test equipment

D. Operational technology

Answer: D

Explanation:

Understanding Specialized Assets ina CMMC Self- AssessmentDuringCMMC Level 1 Self- Assessments, organizations must
classify therassetsin theSystem Security Plan (SSP).

* Operational Technology (OT)includesmachine controllers, industrial control systens (ICS), and assembly machines.

* Thesesystens control physical processesin manufacturing, energy, and industrial environments.

* OT assets are distinct from traditional IT systemsbecause they haveunique security considerations(e.g,, real-time control, legacy
system constraints).

Specialized Asset Type: Operational Technology (OT)

* A. 10T (Internet of Things) # Incorrect

* JoT devicesinclude smart home systens, connected sensors, and networked appliances, butmachine controllers and assembly
machines fall under OT, not IoT.

* B. Restricted IS # Incorrect

* Restricted Information Systers (IS) refer to classified or highly controlled systems, whichdoes not apply to standard industrial
machines.

* C. Test Equipment # Incorrect

* Test equipment includes diagnostic tools or measurement devicesused forquality assurance, not industrial machine controllers.
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* D. Operational Technology # Correct

* Machine controllers and assembly machinesare part ofindustrial automation and control systems, which are classified
asOperational Technology (OT).

Why is the Correct Answer "D. Operational Technology'?

* CMMC Scoping Guidance for Level 1 & Level 2 Assessments

* DefinesOperational Technology (OT) as a category of Specialized Assetsthat requirespecific security considerations.
* NIST SP 800-82 (Guide to Industrial Control Systems Security)

* Identifiesmachine controllers and assembly machinesas part ofOperational Technology (OT).

* CMMC 2.0 Asset Classification Guidelines

* Specifies thatOT systers should be documented separately in an organization's SSP.

CMMC 2.0 References Supporting This answer:

NEW QUESTION # 78

A CMMC Assessment is being conducted at an OSC's HQ. which is a shared workspace in a multi-tenant building. The OSC is
renting four offices on the first floor that can be locked individually. The first-floor conference room is shared with other tenants but
has been reserved to conduct the assessiment. The conference room has a desk with a drawer that does not lock. At the end of the
day, an evidence file that had been sent by email is reviewed. What is the BEST way to handle this file?

A. Review it. print it, and put it in the desk drawer.

B. Review it, and make notes on the computer provided by the client.

C. Review i, print it, make notes, and then shred it in cross-cut shredder in the print room.
D. Review tt. print it, and leave it in a folder on the table together with the other documents.

Answer: C

Explanation:

In the context of the Cybersecurity Maturity Model Certification (CMMC) 2.0, particularly at Level 2, organizations are required to
implement stringent controls to protect Controlled Unclassified Information (CUI). This includes adhering to specific practices
related to media protection and physical security.

Media Protection (MP):

* MP.1.2-3.8.1 - Media Protection:Organizations must protect (i.e., physically control and securely store) system media containing
CUIL, both paper and digital. This ensures that sensitive information is not accessible to unauthorized individuals.

Defense Innovation Unit

* MP.1.2-3.8.3 - Media Disposallt is imperative to sanitize or destroy information system media containing CUI before disposal or
release for reuse. This practice prevents potential data breaches from discarded or repurposed media.

Defense Innovation Unit

Physical Protection (PE):

* PE.12-3.10.2 - Monitor Facility:Organizations are required to protect and monitor the physical facility and support infrastructure
for organizational systers. This includes ensuring that areas where CUI is processed or stored are secure and access is controlled.
Defense Innovation Unit

Application to the Scenario:

Given that the Organization Seeking Certification (OSC) operates within a shared, multi-tenant building and utilizes a common
conference room for assessments, the following considerations are crucial:

* Reviewing the Evidence File:The evidence file, which contains CUI, should be reviewed on a secure, authorized device to prevent
unauthorized access or potential data leakage.

* Printing the Evidence File:If printing is necessary, ensure that the printer is located in a secure area, and the printed documents are
retrieved immediately to prevent unauthorized viewing,

* Making Notes:Any notes derived fiom the evidence file should be treated with the same level of security as the original document,
especially if they contain CUL

* Disposal of Printed Materials:After the assessment, all printed materials and notes containing CUI must be destroyed using a
cross-cut shredder. Cross-cut shredding ensures that the information cannot be reconstructed, thereby maintaining confidentiality.
totemtech

Options A and D are madequate as they involve leaving sensitive information in unsecured locations, which violates CMMC physical
security requirements. Option B, while secure in terms of digital handling, does not address the proper disposal of any physical
copies that may have been made. Therefore, Option C is the best practice, aligning with CMMC 2.0 guidelines by ensuring that all
physical media containing CUI are properly reviewed, securely stored during use, and thoroughly destroyed when no longer needed.

NEW QUESTION # 79



Which NIST SP discusses protecting CUI in nonfederal systems and organizations?

A. NIST SP 800-171
B. NIST SP 800-88
C. NIST SP 800-53
D. NIST SP 800-37

Answer: A

Explanation:

Understanding the Role of NIST SP 800-171 in CMMCNIST Special Publication (SP)800-171is the definitive standard for
protectingControlled Unclassified Information (CUI)nnonfederal systens and organizations. It provides security requirements that
organizations handling CUImust implementto protect sensitive government information.

This docurment isthe foundationofCMMC 2.0 Level 2compliance, which aligns directly withNIST SP 800-171 Rev. 2requirements.
Breakdown of Answer ChoicesNIST SP

Title

Relevance to CMMC

NIST SP 800-37

Risk Management Framework (RMF)

Focuses on risk assessment for federal agencies, not directly applicable to CUI in nonfederal systemns.

NIST SP 800-53

Security and Privacy Controls for Federal Systems

Provides security controls forfederalinformation systerns, not specifically tailored tononfederalorganizations handling CUL

NIST SP 800-88

Guidelines for Media Sanitization

Covers secure data destruction and disposal, not overall CUI protection.

NIST SP 800-171

Protecting Controlled Unclassified Information in Nonfederal Systens and Organizations

#Correct Answer - Directly addresses CUI protection in contractor systemns.

Key Requirements from NIST SP 800-171The document outlines110 security controlsgrouped into14 families, including;

* Access Control (AC)- Restrict access to authorized users.

* Audit and Accountability (AU)- Maintain system logs and monitor activity.

* Incident Response (IR)- Establish an incident response plan.

* System and Communications Protection (SC)- Encrypt CUI in transit and at rest.

These controls serve as thebaseline requirementsfor organizations seekingCMMC Level 2 certificationto work withCUI.

* CMMC 2.0 Level 2alignsdirectlywith NIST SP800-171 Rev. 2.

* DoD contractors that handle CUImustcomply withall 110 controlsfrom NIST SP800-171.

Official Reference from CMMC 2.0 DocumentationFinal Verification and ConclusionThe correct answer isD.

NIST SP 800-171, as this documentexplicitly definesthe cybersecurity requirements for protectingCUI in nonfederal systens and

organizations.

NEW QUESTION # 80
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