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e Network Security: This domain targets a Network Security Specialist and includes knowledge of Zero
Trust Network Access (ZTNA) characteristics, finctions of stateless and next-generation firewalls
(NGFWs), and the purpose of microsegmentation. It also covers common network security technologies

FE | such as intrusion prevention systems (IPS), URL filtering, DNS security, VPNs, and SSL

e TLS decryption. Candidates must understand the limitations of signature-based protection, deployment
options for NGFWs, cybersecurity concerns in operational technology (OT) and IoT, cloud-delivered
security services, and Al-powered security functions like Precision Al.
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¢ Cloud Security: This section targets a Cloud Security Specialist and addresses major cloud architectures
and topologies. It discusses security challenges like application security, cloud posture, and runtime
T security. Candidates will learn about technologies securing cloud environments such as Cloud Security
Posture Management (CSPM) and Cloud Workload Protection Platforms (CWPP), as well as the
functions of a Cloud Native Application Protection Platform (CNAPP) and features of Cortex Cloud.

o Security Operations: This final section measures skills of a Security Operations Analyst and covers key
characteristics and practices of threat hunting and incident response processes. It explains functions and
benefits of security information and event management (SIEM) platforns, security orchestration,

F&E3 automation, and response (SOAR) tools, and attack surface management (ASM) platforns. It also

highlights the functionalities of Cortex solutions, including XSOAR, Xpanse, and XSIAM, and describes

services offered by Palo Alto Networks” Unit 42.

e Secure Access: This part of the exam measures skills of a Secure Access Engineer and focuses on defining
and differentiating Secure Access Service Edge (SASE) and Secure Service Edge (SSE). It covers
challenges related to confidentiality, integrity, and availability of data and applications across data, private

TEE 4 apps, SaaS, and Al tools. It examines security technologies including secure web gateways, enterprise

browsers, remote browser isolation, data loss prevention (DLP), and cloud access security brokers

(CASB). The section also describes Software-Defined Wide Area Network (SD-WAN) and Prisma

SASE solutions such as Prisma Access, SD-WAN, Al Access, and enterprise DLP.

¢ Endpomt Security: This domain is aimed at an Endpoint Security Analyst and covers identifying indicators
of compromise (I0OCs) and understanding the limits of signature-based anti-malware. It includes concepts
like User and Entity Behavior Analytics (UEBA), endpoint detection and response (EDR), and extended
FES detection and response (XDR). It also describes behavioral threat prevention and endpoint security
technologies such as host-based firewalls, intrusion prevention systems, device control, application control,
disk encryption, patch management, and features of Cortex XDR.

) Certified Cybersecurity Associate PCCP 4 &% il E & (Q169-
Q174):

8 #169
Which product from Palo Alto Networks enables organizations to prevent successful cyberattacks as well as simplify and strengthen
security processes?

A. MineMeld
B. Expedition
C. Cortex XDR
D. AutoFocus

ZER: C

fE R A -
Froma business perspective, XDR platforms enable organizations to prevent successful cyberattacks as well as simplify and
strengthen security processes.

R #170
What is a key benefit of Cortex XDR?



A. Tt reduces the need for network security.

B. It acts as a safety net during an attack while patches are developed.
C. It secures internal network traffic against unknown threats.

D. It manages applications accessible on endpoints.

EX: B

R A -

Cortex XDR is a detection and response platform that natively integrates network, endpoint, and cloud data to stop sophisticated
attacks. A key benefit of Cortex XDR is that it acts as a safety net during an attack while patches are developed. Cortex XDR uses
machine learning and behavioral analytics to detect and validate threats, and automatically reveals the root cause of alerts to speed
up investigations. Cortex XDR also enables flexible and rapid response actions to contain and remediate threats across the
environment. References: Cortex XDR- Extended Detection and Response - Palo Alto Networks, What is Cortex XDR | Palo Alto
Networks, Cortex XDR Datasheet - Palo Alto Networks

I #171
Match the Identity and Access Management (IAM) security control with the appropriate definition.

ER:
R

R RE #172

A high-profile company executive receives an urgent email containing a malicious link. The sender appears to be fromthe IT
department of the company, and the email requests an update of the executive's login credentials for a system update.
Which type of phishing attack does this represent?

A. Whaling

B. Vishing

C. Angler phishing
D. Pharming

ER: A

fE AR A«

Whaling is a targeted phishing attack aimed at high-profile individuals, such as executives. The attacker impersonates a trusted entity
(e.g, IT department) to trick the executive into revealing sensitive credentials.

This is a form of spear phishing specifically focused on "big fish" targets.

RE #173
Match the DNS record type to its function within DN'S.

ER:

fE R A -

Explanation:

The basic DNS record types are as follows:

# A (IPv4) or AAAA (IPv6) (Address): Maps a domain or subdomain to an IP address or multiple IP addresses

# CNAME (Canonical Name): Maps a domain or subdomain to another hostname

# MX (Mail Exchanger): Specifies the hostname or hostnames of email servers for a domain

# PTR (Pointer): Points to a CNAME; commonly used for reverse DNS lookups that map an IP address to a host in a domain or
subdomain

# SOA (Start of Authority): Specifies authoritative information about a DNS zone such as primary name server, email address of the
domain admimnistrator, and domain serial number

# NS (Name Server): The NS record specifies aan authoritative name server for a given host.

# TXT (Text): Stores text-based information
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