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HR #264

Based on the show security policy rule would match all FTP traffic from the inside zone to the outside zone?
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M #265
Based on the graphic which statement accurately describes the output shown in the server monitoring panel?

alto

ONS Name lab.local
‘“'““ er Profile lab-kerberos
nable Security Log
Server Log Monitor Frequency (sec) 2
Enable Session
Server Session Read Freguency (sec) 10
Nowvell eDirectory Query Interval (sec) 30
Syslog Senvice Profile
Enable Probing ¥
Prove interval (min) 20
Enable User identification Timeout
Useridentification Timeout {min) 45
Allow matching usemames without domains |
Enable NTLM [
NTLM Domain
User-ID Collector Narme:

] lab-chient Microsoft Active Directory client-a.lab local Connected

A. The User-ID agent is connected to the firewall labeled lab-client.

B. The User-1D agent is connected to a domain controller labeled lab-client.
C. The host lab-client has been found by a domain controller.

D. The host lab-client has been found by the User-ID agent.

: B
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B

H A #266

You are tasked with automating the deployment and management of DoS protection profiles on multiple Palo Alto Networks
firewalls using the PAN-OS API. A new DoS protection profile, 'Sensitive AP1 DOS', needs to be created that applies 'Packet
Based Attack Protection' for UDP floods (activation-rate 10000, alarm-rate 5000, action drop) and 'Session Based Attack
Protection' for Max Concurrent Sessions (activation-rate 20000, alarm-rate 10000, action protect), with 'group-by source-ip'.
‘Which of the following API calls, using an appropriate XML payload, would correctly create this profile? (Assume correct
authentication and URL for the API endpoint).

e A

AFL ENOGPOLINT: /aplsTypPe=conTlg&acTlon=seT&Xpatn=/CconT1g/0ev1ices/entry|@name=s LO0Calnost.localdomaln |/Vsys/entry|@name= vsysi

'dos-protection-profile/entry[@name="'Sensitive_API_DoS']XML Payload:

source-ip

10608
5000
drop

20000
10600
protect




API Endpoint: /apiftype=configiaction=set&xpath=/config/devices/entry[@name="localhost.localdomain’]/vsys/entry[@name="vsysl']
/dos-protection/profile/entry[@name="Sensitive_API_DoS'] XML Payload:

source-ip

20000
leeee
protect

e C

e o B et B e e e R R R SR i e A Ty =g meeme g Lgeeseem vy

los-protection/profile/entry[@name="Sensitive API DoS'] XML Payload:

source-ip

10000
5000
drop

20000 | _ 0‘{55

10000

¢ D. None of the above correctly constructs the DoS Protection Profile for the PAN-OS API.
e E

APT Endpoint: /apiltype=confighaction=set&@xpath=/config/devices/entry[@name="localhost.localdomain']/vsys/entfly/[@ame="vsys1']/dos-protection-profile/entry[@name="Sensitive_API_Dos'
XML Payload:

10000

5000

drop

26000

10000

orotect

IEf#: B

fiE it
To correctly create a DoS Protection Profile via the PAN-OS API, the XML structure must accurately reflect the firewall's
configuration hierarchy. 1 . XPath: The correct XPath for a DoS Protection Profile is

/config/devices/entry[@fsse="localhost.localdomain']/vsys/entry[@name="ysysl']/dos-protection-profile/entry[@name="PROFILE_NAME"]

. Options A, B, and C use the correct XPath for a profile (A, C) or a slightly incorrect one (B). Option D omits

/devices/entry[@name="localhost.localdomain’]

which is typically required. 2. XML Payload Structure: A DoS Protection Profile directly contains the 'group-by' and 'thresholds'
elements. The 'thresholds’ element then contains 'packet-based-attack-protection’ and 'session-based-attack-protection’. Option A
places 'packet-based..." and 'session-based..." directly under the profile entry, missing the and elements at the correct level. Option B
has an incorrect XPath and wraps the entire definition under a which is not how a profile is defined directly. Option C correctly
places and directly under the profile entry, and then structures the flood protections correctly under . This matches the typical PAN-
OS configuration structure for a DoS protection profile. Option D's payload structure is also incorrect as it places and directly under
the profile entry, without the wrapper. Therefore, Option C provides the most accurate XML payload and XPath for creating the
specified DoS protection profile.

HR #267
Which two settings allow you to restrict access to the management interface? (Choose two )

A restricting HTTP and telnet using App-1D
B. permitted IP addresses

C. enabling the Content-1D filter

D. administrative management services
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H I #268

The PowerBall Lottery has reached a high payout amount and a company has decided to help employee morale by allowing
employees to check the number, but doesn't want to unblock the gambling URL category.

‘Which two methods will allow the employees to get to the PowerBall Lottery site without the company unlocking the gambling URL
category? (Choose two.)

A. Add *.powerball.comto the allow list

B. Manually remove powerball.com from the gambling URL category.

C. Create a custom URL category called PowerBall and add *.powerball.comto the category and set the action to allow.
D. Add all the URLs from the gambling category except powerball.com to the block list and then set the action for the
gambling category to allow.
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