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¢ Data Security: Data security refers to protecting digital information—such as that stored in databases or
=x 1 networks—from destruction, unauthorized access, or malicious attacks, ensuring confidentiality and

e Security Breaches: Security breaches occur when unauthorized access or violations of security protocols
FH 2 are detected or imminent, potentially compromising data or system integrity.

e Continuous Improvement Process (CI, CIP): A continuous or continual improvement process (CIP or CI)
=A 3 mnvolves ongoing, systematic efforts to enhance products, services, or operational processes to achieve
higher efficiency and effectiveness over time.

e Self Confidence: Self-confidence is the beliefin one’s abilities, competence, and value, reflecting a sense of
M 4 assurance and inner strength.

¢ Information Management (IM): Information management (IM) encompasses the entire lifecycle of
~ nformation within an organization—from its collection and storage to its distribution, use, and eventual
FH S archiving or disposal.
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EHE #46
What is a requirement for a corrective action made in response to a nonconformity?

A. They are appropriate to the effects of the nonconformity

B. They always eliminate the cause of the nonconformity

C. They do NOT change the organization's information security policies
D. They are proportionate to the likelihood of the nonconformity recurring

HE: A

MY

Clause 10.1 (Nonconformity and corrective action) specifies:

"The organization shall react to the nonconformity and, as applicable: take action to control and correct it; deal with the
consequences; evaluate the need for action to eliminate the cause(s)...

Corrective actions shall be appropriate to the effects of the nonconformities encountered." This confirms optionB. Option A is
naccurate-1SO requires actions appropriate toeffects, not probability alone. Option C is false-policies may need updating to correct
nonconformities. Option D is incorrect, as not every cause can always be eliminated; residual issues may exist.

Thus, the verified requirement isB.

HE #47
To whom does the scope of the Terms and conditions of employment control apply?

A. Contractors only

B. Personnel and the organization

C. Enployees only

D. All employees, contractors and third-party users

He. D

dY:

Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27002:2022 standards:

Annex A.6.1 (Terms and conditions of employment) states:

"The contractual agreements with enployees and contractors shall state their and the organization's responsibilities for information
security." This means the control applies not just to employees, but also contractors and, where relevant, third-party users who are
subject to contractual obligations with the organization. The goal is to ensure thatall parties engaged in work under the organization's
control understand their security responsibilities before, during, and after employment or contract engagement.

Options A and B are too narrow, excluding key groups. Option C misrepresents the scope by inplying a mutual responsibility but
not identifying the individuals covered. The explicit scope includesemployees, contractors, and third-party users.

Therefore, the correct answer isD.

EE #48
Identify the missing word in the following sentence.
The organization shall determine the [ ? | of interested parties relevant to information security.
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A. number

B. influence

C. requirements
D. structure

¥e: C

Y.

Clause 4.2 of ISO/IEC 27001:2022 states:

"The organization shall determine: a) interested parties that are relevant to the information security management systemn; b) the
relevant requirements of these interested parties; ¢) which of these requirements will be addressed through the ISMS." This confirms
that the missing word isrequirements. Neither number, structure, nor influence are specified in the standard.

HEE #49

Identify the missing words in the following sentence.

The organization shall establish, implement, maintain and [ ? ] an information security management system, including the processes
needed and their interactions, in accordance with the requirements of this document.

A. communicate the importance of
B. continually improve

C. report on

D. enforce standards for

He: B

MY

Clause 4.4 of ISO/IEC 27001:2022 states:

"The organization shall establish, implement, maintain and continually improve an information security management system, including
the processes needed and their interactions, in accordance with the requirements of this document." This requirement highlights that
an ISMS is not static; it must evolve continuously to adapt to new risks, technologies, and business changes. Options A, C, and D
are not mentioned in the clause. The continual improvement cycle is central to ISO standards, aligning with thePlan-Do-Check- Act
(PDCA)model.

Thus, the missing words are'continually improve."

EE #50
What is the definition of a threat according to ISO/IEC 270007

A. The risk remaining after risk treatment

B. A weakness of an asset or a control that can be exploited

C. A potential cause of an unwanted incident which can result in harmto a system or organization
D. A single or a series of unwanted or unexpected information security events

He. C

LR

Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27000 standards:

According to ISO/IEC 27000:2018, Clause 3.74, athreatis defined as:

"Potential cause of an unwanted incident, which can result in harmto a system or organization." This definition directly matches
option A.

* Option B refers to an "information security incident" (ISO/IEC 2700022018, Clause 3.32).

* Option C describes a "vulnerability" (ISO/IEC 2700022018, Clause 3.67).

* Option D refers to "residual risk" (ISO/IEC 2700022018, Clause 3.61).

The standard emphasizes that threats exploit vulnerabilities, causing incidents that can harm information confidentiality, integrity, and
availability. Correctly identifying threats is critical for risk assessment (Clause

6.1.2). Thus, the correct definition per ISO/IEC 27000 isA.

HEE #51
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