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HEE #48
In which two ways does FortiSASE help organizations ensure secure access for remote workers?
(Choose two.)

A. Tt uses the identity and access management (IAM) portal to validate the identities of remote workers.
B. It offers zero trust network access (ZTNA) capabilities.

C. It secures traffic from endpoints to cloud applications.

D. It uses the FortiCloud organizational units to assign endpoint profiles to remote workers.

HE. B,C

3.
FortiSASE ensures secure access for remote workers by protecting traffic between endpomnts and cloud applications and enforcing
ZTNA policies that validate user identity and device posture before granting access to corporate resources.
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EE #49
‘When configuring the DLP rule in FortiSASE using Regex format, what would be the correct order for the configuration steps?
(Place the four correct steps in order)

-

Y.

Explanation:

1. DLP Data Pattern

2. DLP Dictionary

3. DLP Sensor

4. DLP Profile

The FortiSASE Data Loss Prevention (DLP) framework follows a hierarchical object-oriented structure.

‘When creating a custom DLP rule using Regular Expressions (Regex), the administrator must build the components from the most
granular level upward to the policy level

* DLP Data Pattern: This is the first step where the actual Regex string is defined. The pattern specifies what specific data string
(e.g., a specific credit card format or employee ID) the engine should look for.

* DLP Dictionary: Once the pattern is created, it must be added to a Dictionary. The dictionary acts as a container that groups one
or more data patterns together for easier management.

* DLP Sensor: The dictionary is then linked to a DLP Sensor. Within the sensor, you define the "Rule"" which specifies the dictionary
to use and the action to take (such as block, log, or quarantine) when a match occurs.

* DLP Profile: Finally, the sensor is applied to a DLP Profile. This profile is the high-level object that is ultimately selected within a
FortiSASE Security Policy to inspect traffic for sensitive data.

HE #50
Which two are required to enable central management on FortiSASE? (Choose two.)

A. FortiManager and FortiSASE registered under the same FortiCloud account.

B. The FortiManager IP address in the FortiSASE central management configuration.
C. FortiSASE connector configured on FortiManager.

D. FortiSASE central management entitlement applied to FortiManager.

HE. AC

ME.
To enable central management, FortiManager must have a FortiSASE connector configured, and both FortiSASE and
FortiManager must be registered under the same FortiCloud account to establish trust and synchronization.

AE #51

Refer to the exhibit. The daily report for application usage for internet traffic shows an unusually high number of unknown
applications by category.

What are two possible explanations for this? (Choose two.)

A. Certificate inspection is not being used to scan application traffic.

B. Deep inspection is not being used to scan traffic.

C. The mline-CASB application control profile does not have application categories set to Monitor.
D. The private access policy must be to set to log Security Events.

Y. AB

Y.

A high percentage of unknown applications often indicates that encrypted traffic is not being properly inspected. Without certificate
mnspection or deep nspection, FortiSASE cannot decrypt and analyze HTTPS traffic to identify applications, resulting in them being
classified as

"unknown."

HEE#52



‘What can be configured on FortiSASE as an additional layer of security for FortiClient registration?

A. application inventory
B. security posture tags
C. device identification
D. user verification

HE: C

MY
Device identification can be configured on FortiSASE as an extra layer of security during FortiClient registration to ensure that only
authorized devices can connect to the FortiSASE service.
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