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F5 BIG-IP Administration Control Plane Administration Sample Questions
(Q24-Q29):
NEW QUESTION # 24 
A BIG-IP Administrator needs to update the license on a BIG-IP device. Where can this be done?

A. System > Platform
B. System > Software Management
C. Device Management
D. System > License

Answer: D

Explanation:
Managing the license is a primary Control Plane task required to activate software modules and features on a BIG-IP device.
* License Management Utility: All actions related to the device license, including initial activation, renewal, and adding add-on keys,
are performed under the System > License section of the Configuration Utility.
* Procedural Requirements: Licensing often requires the generation of a "dossier," which is a unique encrypted string used by the F5
License Server to generate the final license file.
* Impact on Services: Updating or re-activating a license generally requires a restart of system services (such as the tmm daemon),
which will temporarily disrupt traffic processing unless performed on a standby unit in a high availability pair.
* Add-on Licenses: If an administrator needs to increase the capacity of a specific module (like increasing the SSL TPS limit or
adding a new module like ASM), the new registration keys are entered through this same interface using the "Re-activate" button.

NEW QUESTION # 25 
Refer to the exhibit.
The BIG-IP Administrator runs the command shown and observes a device trust issue between BIG-IP devices in a device group.
The issue prevents config sync on device bigip3.local. What is preventing the config sync?

A. Next Active Load factor is 1 on bigip1.local
B. Next Active Load factor is 0 on bigip1.local
C. Both devices are standby
D. Time Delta to local system is

Answer: D

Explanation:
Maintaining an accurate and synchronized clock across all members of a device group is a fundamental requir5ement for the BIG-IP
Control P6lane to establis7h and maintain device tru8st9.
* Time Delta Impact: As shown in the exhibit, the "Time Delta to Local Device (sec)" is 12.
* Trust Mechanism: Device trust relies on secure certificate-based communication (SSL/TLS) . If the time difference between
devices is too large (typically more than a few seconds), the Control Plane cannot validate the certificates, leading to a failure in the
trust relationship .
* ConfigSync Failure: When device trust is broken due to time drift, the systems cannot verify the identity of the peer, which directly
prevents the ConfigSync process from executing on the affected device, such as bigip3.local in this scenario.
* Resolution: Administrators must ensure that all devices in a high availability pair are configured to use the same reliable NTP
servers to keep their system clocks aligned.
The correct command for restoring an encrypted UCS archive via the command line is D. load /sys ucs < filepath> passphrase
<password>.

NEW QUESTION # 26 
A BIG-IP Administrator needs to change the management IP address of a BIG-IP device. Where should the administrator perform
this task?

A. Network > Interfaces
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B. System > Platform
C. Network > VLANs
D. Network > Self IPs

Answer: B

Explanation:
Management of the device's identity and primary out-of-band connectivity is a central Control Plane responsibility.
* Platform Settings: The System > Platform section of the Configuration Utility is used to manage global hardware and system
parameters, including the hostname, management IP address, and time zone.
* Management vs. Data Plane: It is critical to distinguish between the management interface and TMM data interfaces. While data
plane IPs (Self IPs) are configured under Network > Self IPs, the dedicated management port settings are grouped with other
platform-level configurations.
* Access Control: This area is also used to manage administrative security, such as restricting SSH or HTTPS access to specific
management subnets or IP addresses.
* Impact of Change: Changing the management IP will immediately disconnect any active GUI or SSH sessions using the current
management IP. The administrator must reconnect using the newly assigned address.

NEW QUESTION # 27 
The BIG-IP system is provisioned for LTM only. The BIG-IP Administrator is tasked with provisioning ASM.
What process restarts when the BIG-IP Administrator changes the module provisioning? (Choose one answer)

A. httpd
B. tmm
C. sshd
D. bd

Answer: B

Explanation:
Comprehensive and Detailed Explanation From BIG-IP Administration Control Plane Administration documents:
When a BIG-IP Administrator changes module provisioning (for example, enabling ASM on a system previously provisioned only
for LTM), the BIG-IP system must restart the Traffic Management Microkernel (TMM) process.
The TMM process is responsible for:
Traffic handling
LTM, ASM, and other traffic-processing modules
Enforcing security and application policies
Provisioning changes affect how traffic modules are loaded and integrated into TMM. As a result, TMM is restarted, which causes a
temporary interruption of traffic processing. This is expected behavior and is why module provisioning changes should be planned
during a maintenance window.
Why the other options are incorrect:
A . bd is related to blade/platform management, not module provisioning.
C . sshd handles SSH access and is not affected by provisioning changes.
D . httpd supports the Configuration Utility (GUI) and does not restart due to module provisioning.
Therefore, the correct answer is B. tmm.

NEW QUESTION # 28 
A node is a member of various pools and hosts different web applications. If a web application is unavailable, the BIG-IP appliance
needs to mark the pool member down for that application pool. What should a BIG-IP Administrator deploy at the pool level to
accomplish this?

A. A combination of ICMP + TCP monitor
B. A UDP monitor with a custom interval/timeout
C. A TCP monitor with a custom interval/timeout
D. An HTTP monitor with custom send/receive strings

Answer: D

Explanation:



Comprehensive and Detailed Explanation From BIG-IP Administration Control Plane Admi13 nistration documents:
To accurately report the current status of specific web applications hosted on the same server (node), the Control Plane must use a
monitor that operates at the application layer.
* Application-Specific Monitoring: While a node (the IP address) might be up and responding to ICMP (ping) or TCP handshakes,
a specific web service or path on that server could be failing.
* Custom Send Strings: An HTTP monitor allows the administrator to define a "Send String" to request a specific page or URI
related to the application in that pool .
* Receive Strings: The "Receive String" identifies a unique value that the application must return to be considered "Available" .
* Granular Status Reporting: By deploying these monitors at the pool level, the Control Plane can mark a pool member "Offline" for
one application pool if the receive string is missing, while keeping it
"Available" in another pool where the service is still healthy.

NEW QUESTION # 29
......
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