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additional application to access web-based or desktop-based practice tests.

EC-COUNCIL EC Council Certified Incident Handler (ECIH v3) Sample
Questions (Q102-Q107):
NEW QUESTION # 102 
The main feature offered by PGP Desktop Email is:

A. Email service during incidents
B. End-to-end secure email service
C. None of the above
D. End-to-end email communications

Answer: B

NEW QUESTION # 103 
The very well-known free open source port, OS and service scanner and network discovery utility is called:

A. SAINT
B. Wireshark
C. Nmap (Network Mapper)
D. Snort

Answer: C

NEW QUESTION # 104 
A malware code that infects computer files, corrupts or deletes the data in them and requires a host file to propagate is called:

A. Virus
B. Worm
C. Trojan
D. RootKit

Answer: A

NEW QUESTION # 105 
An audit trail policy collects all audit trails such as series of records of computer events, about an operating
system, application or user activities. Which of the following statements is NOT true for an audit trail policy:

A. It helps tracking individual actions and allows users to be personally accountable for their actions
B. It helps in compliance to various regulatory laws, rules,and guidelines
C. It helps in reconstructing the events after a problem has occurred
D. It helps calculating intangible losses to the organization due to incident

Answer: D

NEW QUESTION # 106 
Jason is setting up a computer forensics lab and must perform the following steps: 1. physical location and structural design
considerations; 2. planning and budgeting; 3. work area considerations; 4. physical security recommendations; 5. forensic lab
licensing; 6. human resource considerations. Arrange these steps in the order of execution.

A. 5-> 2-> l-> 3-> 4-> 6
B. 2 -> 1 -> 3 -> 6 -> 4 -> 5
C. 2->3->l ->4->6->5
D. 3 .> 2 -> 1 -> 4-> 6-> 5



Answer: B

Explanation:
Setting up a computer forensics lab involves several critical steps that need to be executed in a logical and efficient order. The
correct sequence starts with planning and budgeting(2), as it is essential to understand the scope, resources, and financial
commitment required for the lab. The next step involves considering the physical location and structural design (1) to ensure the lab
meets operational needs and security requirements.
Work area considerations (3) follow, focusing on the layout and functionality of the workspace. Human resource considerations (6)
are crucial next, to ensure the lab is staffed with qualified personnel. Physical security recommendations (4) are then implemented to
protect the lab and its resources. Finally, forensic lab licensing (5) ensures the lab operates within legal and regulatory frameworks.
References:The ECIH v3 course materials from EC-Council outline the foundational steps for setting up a computer forensics lab,
stressing the importance of thorough planning and adherence to best practices in lab design and operation.
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