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¢ Content inspection: This section of the exam measures the skills of network security engineers and covers
the setup and management of content inspection features on FortiGate. Candidates must demonstrate an
understanding of encrypted traffic inspection using digital certificates, identify and apply FortiGate
spection modes, and configure web filtering policies. The ability to implement application control for
monitoring and regulating network application usage, configure antivirus profiles to detect and block
malware, and set up Intrusion Prevention Systerrs (IPS) to shield the network from threats and
vulnerabilities is also assessed.

Topic 1

¢ Deployment and system configuration: This section of the exam measures the skills of network security
engineers and covers essential tasks for setting up a FortiGate device in a production environment.
Candidates are expected to perform the initial configuration, establish basic connectivity, and integrate the
Topic 2 device within the Fortinet Security Fabric. They must also be able to configure a FortiGate Cluster
Protocol (FGCP) high availability setup and troubleshoot resource and connectivity issues to ensure system
readiness and network uptime.

¢ Routing; This section of the exam measures the skills of firewall administrators and covers the configuration

of routing features on FortiGate devices. It includes defining and applying static routes for directing traffic
Topic 3 within and outside the network, as well as setting up Software-Defined WAN (SD-WAN) to distribute
and balance traffic loads across multiple WAN comnections efficiently.

¢ Firewall policies and authentication: This section of the exam measures the skills of firewall administrators
and covers the implementation and management of security policies. It involves configuring basic and
advanced firewall rules, applying Source NAT (SNAT) and Destination NAT (DNAT) options, and

Topic 4
ope enforcing various firewall authentication methods. The section also includes deploying and configuring
Fortinet Single Sign-On (FSSO) to streamline user access across the network.
¢ VPN: This section of the exam measures the skills of network security engineers and covers the
configuration and deployment of Virtual Private Network (VPN) solutions. Candidates are required to
Topic 5 implement SSL. VPN to grant secure remote access to internal resources and configure IPsec VPNs in

either meshed or partially redundant topologies to ensure encrypted communication between distributed
network locations.

Fortinet FCP - FortiGate 7.6 Administrator Sample Questions (Q97-Q102):

NEW QUESTION # 97
Refer to the exhibit. Which two statements about the FortiGuard connection are true? (Choose two.)

FortiGate # diagnosamdebugl r
Locale : English

Service : Web-filter
Status: : Enable

License : Contract

b

Hum. of servers i1

Protecal : https

Fort : Bgas
Anycast : Disablae
Default servers : Mot inclitded

-=— Server List (Wed Sep 20 09:22:42 2023) -=-

Waight RTIT Flags TZ FortiGuard-requestsCurr Lost Total Lost Updated Time
2 I 1] 1z2 ] 0 Wed Sep 20 09:21:55 2023

A. FortiGate is using the default port for FortiGuard communication.

B. You can configure unreliable protocols to communicate with FortiGuard Server.
C. FortiGate identified the FortiGuard Server using DNS lookup.

D. The weight increases as the number of failed packets rises.

Answer: C,D

Explanation:
FortiGate identified the FortiGuard Server using DNS lookup — The server is shown with a private IP (10.0.1.241), which



indicates FortiGate resolved it via DNS or explicit override rather than using default FortiGuard anycast servers.
The weight value reflects server reliability. It decreases with good performance and increases as packet loss or failures rise, meaning
higher weight indicates more failures.

NEW QUESTION # 98
A remote user reports slow SSL VPN performance and frequent disconnections. The user is located in an area with poor internet

connectivity.
‘What setting should the administrator adjust to improve the user's experience?

A. Enable split tunneling to reduce VPN traffic.

B. Change the SSL VPN port to a non-standard port.

C. Increase the session timeout for nactive sessions.

D. Configure the DTLS timeout to accommodate high-latency connections.

Answer: D

Explanation:
Adjusting the DTLS timeout helps maintain SSL. VPN stability and performance in environments with poor or high-latency internet
connectivity by allowing more time for packet retransmissions before dropping the connection.

NEW QUESTION # 99
A new admmistrator is configuring FSSO authentication on FortiGate using DC Agent Mode.
Which step is NOT part of the expected process?

A. The user logs into the windows domain.

B. The DC agent sends login event data directly to FortiGate.

C. The collector agent forwards login event data to FortiGate.

D. FortiGate determines user identity based on the IP address in the FSSO list.

Answer: B

Explanation:
In DC Agent Mode, the DC agent sends login event data directly to FortiGate without nvolving a collector agent.

NEW QUESTION # 100
You are analyzing connectivity problems caused by intermediate devices blocking traffic in SSL. VPN environment.
In which two ways can you effectively resolve the problem? (Choose two.)

¢ A Youcan turn off IKE fragmentation to fix large certificate negotiation problems.

¢ B. You should use IPsec to solve issues with fragment drops and large certificate exchanges.

e C. Youcanuse SSL VPN tunnel mode to prevent problems with blocked ESP and UDP ports (500 or
4500).

¢ D. You can configure a hub-and-spoke topology with SSL. VPN tunnels to bypass blocked UDP ports.

Answer: A,C

Explanation:
Disabling IKE fragmentation helps resolve issues caused by intermediate devices blocking large fragmented packets during certificate
negotiation.
Using SSL VPN tunnel mode encapsulates traffic over HTTPS, bypassing blocks on ESP and UDP ports commonly used by IPsec.

NEW QUESTION # 101
Refer to the exhibit.



HO-NGFW-1 # diagnose test application ipsmonitor
pid 2044, engine count 0 (+1)
- pid:20R4:2074 cfg:1 master:0 run:l
=R FINET
As an administrator you have created an IPS profile, but it is not performing as expected. While testing you got the output as shown

in the exhibit.
What could be the possible reason of the diagnose output shown in the exhibit?

A. Administrator entered the command diagnose test application ipsmonitor 5.
B. FortiGate entered into IPS fail open state.

C. Administrator entered the command diagnose test application ipsmonitor 99.
D. There is a no firewall policy configured with an IPS security profile.

Answer: D

Explanation:
The output shows the IPS engine count as 0, indicating no active IPS engines are running, This typically means no firewall policy is
referencing the IPS security profile, so the IPS profile is not being applied or triggered.

NEW QUESTION # 102
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