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Topic Details

¢ Routing; This part of the exam examines the expertise of Fortinet network and security professionals, in
Topic 1 routing enterprise traffic effectively.

o Security Profiles: This segment of the exam tests the skills of IT professionals, such as network
Topic 2 administrators in handling and troubleshooting security profile-related challenges.
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¢ VPN: This section tests the knowledge of IT professionals, such as system engineers in diagnosing and
resolving VPN-related issues. It emphasizes troubleshooting IPsec IKE versions 1 and 2 to ensure secure

Topic 3
P and reliable communication between networks or remote users.
¢ Authentication: This section evaluates the proficiency of Fortinet network and security professionals in
Topic 4 resolving both local and remote authentication issues.

¢ System Troubleshooting: This part of the exam assesses the ability of Fortinet network and security

professionals to diagnose and fix typical systemrrelated problems within Fortinet solutions. It involves
Topic 5 troubleshooting FortiGate-to-FortiGate Security Fabric issues, addressing autormation stitch concerns, and
detecting resource-related problems using integrated tools.

Fortinet FCSS - Network Security 7.4 Support Engineer Sample Questions
(Q70-Q75):

NEW QUESTION # 70
Refer to the exhibit, which shows a partial output of the real-time LDAP debug.

# fnbamd_fsm.c[1274] handle_reqg-Rcvd auth req 6750221 for jsmith in Lab opt=27 prot=0
fnbamd ldap.c[€37] resolve_ldap FQDN-Resolved address 10.10-181.10, result 10.10.181.10
fnbamd_ldap.c[232] start_search_dn-base:'DC=fortinet,BCrcom' filter:sAMAccountName=jsmith
fnbamd ldap.c[1351] fnbamd ldap _get_result-Going 'toj) SEARCH state

fnbamd_fsm.c[1833] poll .ldap servers-Continue pending for req 6750221

fnbamd_ldap.c[275] get_all_ dn-Found ng ©ON

fnbamd_ldap.c[298] start next dn bind-NHo more DN left

fnbamd ldap.c[1603] fnbamd lr:iap _getyresult-Auth denied

fnbamd_auth.c[2074] fnbamd_auth poll ldap- Reault Ear 1dap svr 10.10.181.10 is denied
fnbamd_comm.c[116] fnbamd _coitm S8 @su T z gF req 6750221

What two actions can the administrator take to resolve this issue? (Choose two.)

A. Ensure the user logs in using 'John Smith' not 'jsmith'.

B. Ensure the user is a member of at least one AD group to ensure step 4 of the LDAP authentication process is successfil
C. Ensure the user is providing the correct user credentials.

D. Ensure the account is active.

Answer: C,D

NEW QUESTION # 71
‘Which authentication option can you not configure under config user radius on FortiOS?

A. pap

B. nschap2
C. mschap
D. eap

Answer: D

NEW QUESTION # 72
Refer to the exhibit, which shows one way communication of the downstream FortiGate with the upstream FortiGate within a
Security Fabric.



interfaces=[any]

47.220358 portl in
48.215338 portl in

50.218552 portl in
54.222117 portl in

# diagnose sniffer packet alm_yqﬁgp port 801
Using Original Sniffing Mode

filters=[tcp port 8013 or udp port 8014]

192.168.1.112.11234
192.168.1.112.11234

192.168.1.112.711234
192.168.1,112.11234

192.168.1.111.8013:
192.168.1.111.8013:

192.168.1.111.8013:
192.168.1.111.8013:

or ugp port 801i4" 4

syn
syn
syn
syn

1204417526
1204417526

1204417526
1204417526

What three actions must you take to ensure successful communication? (Choose three.)

A. Youmust authorize the downstream FortiGate on the root FortiGate.

B. You must enable Security Fabric/Fortitelemetry on the receiving interface of the upstream FortiGate.
C. FortiGate must not be n NAT mode.

D. Ensure the port for Neighbor Discovery has been changed.

E. Ensure TCP port 8013 is not blocked along the way.

Answer: A,B,E

Explanation:

Authorize the downstream FortiGate on the root FortiGate.

Only registered/authorized devices can join the Security Fabric.

Ensure TCP port 8013 is not blocked along the path.

Port 8013 carries the Fabric control/telemetry session, so it must be open end to end.

Enable Security Fabric/FortiTelemetry on the upstream FortiGate's receiving interface.

Telemetry must be activated on the interface that accepts the downstream FortiGate's connection.

NEW QUESTION # 73
Refer to the exhibit, which shows one way commumication of the downstream FortiGate with the upstream FortiGate within a
Security Fabric.

# diagnose sniffer packet any™ i@ drt 8014" 4
Using Original Sniffing Mode
interfaces=[any]
filters=[tcp port BO013 or udp port B0
47.2203S8 portl in 192.168.1.112 => 192.
48.215338 portl in 192.168.1 234 -> 192.
50.218552 portl in .ﬂi:?} .11234 -> 192.
54,222117 portl in 193 *1.112.11234 -> 192.

‘What three actions must you take to ensure successful communication? (Choose three.)

por

&2 <

1204417526
1204417526
1204417526
1204417526

A. Younust authorize the downstream FortiGate on the root FortiGate.

B. You nmust enable Security Fabric/Fortitelemetry on the receiving interface of the upstream FortiGate.
C. FortiGate must not be m NAT mode.

D. Ensure the port for Neighbor Discovery has been changed.

E. Ensure TCP port 8013 is not blocked along the way.

Answer: A,B,E

NEW QUESTION # 74
Refer to the exhibit, which shows the output o! the BGP database.



Which two statements are correct? (Choose two.)

A. The output shows all prefixes advertised by all neighbors as well as the local router.

B. The advertised prefix of 10.20.30.0'24 was configured using the network command.

C. The advertised prefix of 10.20.30.0'24 is being advertised through the redistribution of another routing protocol.
D. The first four prefixes are being advertised using a legacy route advertisement.

Answer: A.B

NEW QUESTION # 75
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