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SailPoint IdentitylQ-Associate Exam Overview:

Certification Vendor: SailPoint
Exam Name: SailPoint IdentitylQ Associate Certification Exam
Exam Number: IdentitylQ- Associate
Available Languages:  |English
.~ . |SailPoint Identity Security Cloud Certifications
Related Certifications: SailPoint Certified IdentitylQ Professional
Exam Format: Multiple choice
. . (Identity Security Learning Resources
Reco nded Training: SailPoint IdentitylQ Fundamentals Training
Exam Registration: SailPoint Training and Certification Portal
Sample Questions: SailPoint Identityl Q- Associate Sample Questions
Typically delivered via online proctored exam or authorized testing centers (varies by region and
Exam Way: . "
provider policies).
" Recommended basic understanding of identity governance concepts and familiarity with SailPoint
Pre Condition: . . .
IdentitylQ is beneficial.
Official Syllabus URL:  |httpss//www.sailpoint.convservices/training-certification
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¢ Applications: Focuses on how applications and connectors are configured in IdentitylQ, including schemas,
hEY 71 correlation, aggregation tasks, and resolving uncorrelated accounts.

o User-Driven Requests: Explains how users submit access requests, what request types are available, and
ey 72 how QuickLink Populations control who can request what for whom

¢ Access Modeling: Covers how entitlements and roles are defined, cataloged, and assigned to identities
FEY 73 within IdentitylQ.

¢ Identity Modeling: Explains how identity data is structured and managed through IdentityCubes, identity
hEv 74 attributes, groups, populations, and manager correlation.

¢ Foundational Concepts: Covers the core purpose of identity security, key IdentitylQ terminology, system
hEY 275 components, and how rules, tasks, workflows, and business modeling fit into the platform
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R #70
Is this a purpose of identity governance and admmistration (IGA)?
Recording which data a user downloads

e A Yes
e B.No

IEf#: B

R :

Recording which data a user downloads is not a core purpose of Identity Governance and Administration in SailPoint IdentitylQ.
IGA is concerned with governing identities, accounts, access, entitlements, roles, policy violations, certifications, access requests,
and provisioning, Its central objective is to answer questions such as who a user is, what access they have, whether that access is
appropriate, who approved it, and whether access complies with defined business and security policies.

Tracking the specific files, records, or data objects downloaded by a user is typically associated with data activity monitoring, data
loss prevention, security information and event management, or user behavior analytics. IdentitylQ may integrate with other systems
and can govern access to applications or repositories that contain sensitive data, but it does not primarily function as a tool for
recording every data download event.

In IdentitylQ terms, the governance focus is identity security: access visibility, access certification, policy enforcement, role modeling,
lifecycle management, and provisioning controls. Reference topics: Foundational Concepts, purpose of identity security, common
IdentitylQ terms, governance model, certifications, policies, and provisioning.

HE#T1
Is this a valid reason to grant an identity an IdentitylQ capability?
To give them elevated permissions on a connected application

o A Yes
e B.No

Ef#: B

fER L -

No. IdentitylQ capabilities are used to control what a user can do inside SailPoint IdentitylQ, not to grant elevated permissions on a
connected target application. A capability defines access to IdentitylQ functions such as administration, reporting, certification
management, policy management, role management, access request fnctions, or other internal product features. Capabilities are part
of IdentitylQ's mternal authorization model and determine which menus, pages, actions, and administrative operations a logged-in



IdentitylQ user may perform.

Elevated permissions on a connected application must be granted through governed access, such as requesting or provisioning an
account, entitlement, role, or permission on that target system. That process is handled through access requests, approval
workflows, provisioning plans, connector operations, and application-specific provisioning policies. For example, adding a privileged
group in Active Directory or assigning an administrative application role would be modeled as target-system access, not as an
IdentitylQ capability.

Therefore, granting an IdentitylQ capability is appropriate when the user needs additional permissions within IdentitylQ itself, not
when they need elevated access on an external connected application. Reference topics: Identity Modeling - how IdentitylQ access
is granted to users; User-Driven Requests - access requests; Provisioning - target application access fulfilliment.

H #72
Is this a use of the data provided by the entitlement catalog?
Provide user-friendly entitlement display names for use in access requests, reports, and certifications.

e A No
e B. Yes

IEf#: B

-

Yes. This is a primary use of the entitlement catalog in SailPoint IdentitylQ. Entitlements aggregated from target applications are
often technical values, such as group names, permission codes, directory groups, database roles, or application-specific access
identifiers. These values may be meaningful to administrators but unclear to business reviewers, requesters, managers, or access
approvers. The entitlement catalog enriches those technical access values with governance metadata, including user-friendly display
names, descriptions, ownership, classification, requestability, and other attributes used across IdentitylQ.

This enriched entitlement data improves decision quality in access requests, certifications, and reports. During an access request, a
requester can search and select understandable access items. During a certification, a reviewer can make better approve-or-revoke
decisions because the entitlement is presented with meaningful business context. In reporting, catalog metadata makes access
analysis clearer and more usable for audit and compliance tears.

Therefore, providing user-friendly entitlement display names for access requests, reports, and certifications is a correct entitlement
catalog finction. Reference topics: Access Modeling - entitlement catalog purpose; Governance - certifications and review context;
User-Driven Requests - access request display; Applications - entitlement aggregation from group/account schemas.

B #73
Is this definition of entitlement accurate?
An access right on an application

e A No
e B. Yes

EfE: B

AR :

Yes. In SailPoint IdentitylQ, an entitlement represents an access right, permission, privilege, group membership, role membership, or
similar access-granting value on an application. Entitlements are discovered from application account data during aggregation and are
commonly modeled in IdentityIQ through schema attributes marked as entitlement attributes. Once aggregated, these values may
appear in the entitlerment catalog as managed attributes, where they can be reviewed, requested, certified, governed by policies, and
associated with roles.

The definition "an access right on an application” is accurate because entitlements describe what an identity's account is allowed to
do or access within a connected system. Examples include Active Directory group membership, database roles, application
permissions, cloud groups, or other system-specific access values.

IdentitylQ uses entitlements as core governance objects for certifications, access requests, policy checks, role modeling, and
provisioning.

This definition is intentionally broad because different target systems represent access differently. IdentitylQ normalizes those
application-specific access values into entitlement concepts for identity governance.

Reference topics: Access Modeling, entitlement catalog, managed attributes, application schema, entitlement aggregation,

certifications, access requests, and provisioning,
'



R #74
Is this statement true about attributes in IdentitylQ?
Identity attributes hold details about a user.

e A No
e B. Yes

IEf#: B

iR

The statement is true. In SailPoint IdentitylQ, identity attributes are stored on the IdentityCube and represent normalized information
about a user. These attributes describe the identity at the governance level rather than describing a single account on a connected
application. Common examples include first name, last name, email, department, location, job title, employee number, manager,
lifecycle state, and status.

Identity attributes are important because IdentitylQ uses them throughout identity governance processes. They support identity
correlation, manager correlation, certification scoping, policy evaluation, role assignment, lifecycle events, access request routing,
reporting, and population or group membership. Identity attributes may be sourced from an authoritative application, derived from
account data, calculated through rules, or refreshed through Identity Refresh processing,

This differs from account attributes, which are defined in an application account schema and belong to a specific application account
link. Identity attributes provide the consolidated user profile that IdentitylQ uses to make governance decisions.

Reference topics: Identity Modeling - IdentityCubes, identity attributes versus account attributes, manager correlation, Identity
Refiesh options.

B #75
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