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52. Frage
Which of'the following is NOT one of three broad categories of products offered by data brokers, as identified by the U.S. Federal
Trade Commission (FTC)?

A. Risk mitigation (such as information that may reduce the risk of fraud).

B. Marketing (such as appending data to customer information that a marketing company already has).
C. Research (such as information for understanding consurmer trends).

D. Location of individuals (such as identifying an individual from partial information).

Antwort: D

Begrindung;

Data brokers are companies that collect, analyze, and share personal information about consumers for various purposes, such as
marketing, risk mitigation, and research. The U.S. Federal Trade Commission (FTC) conducted a study of nine data brokers in
2012 and published a report in 2014, titled "Data Brokers: A Call for Transparency and Accountability”. In the report, the FTC
identified three broad categories of products offered by data brokers, based on the primary purposes for which the products are
used by their customers. The three categories are: 12

* Marketing products: These products help customers target potential customers, tailor marketing offers, measure the effectiveness
of marketing campaigns, and improve customer relationships. Marketing products include data elements, segments, scores, lists, and
analytics that are derived from consumer data. Data brokers may provide marketing products through direct marketing (such as
postal mail, e- mail, or phone), online marketing (such as online display ads, social media, or mobile apps), or marketing analytics
(such as measuring consumer behavior, preferences, and trends)12

* Risk mitigation products: These products help customers verify and authenticate consumers' identities, prevent fraud, and comply
with legal obligations. Risk mitigation products include identity verification, identity authentication, fraud prevention, and conpliance
products that are based on consumer data. Data brokers may provide risk mitigation products through various methods, such as
matching consumer-provided nformation with data broker records, generating questions or challenges based on consumer data, or
providing scores or indicators of fraud risk or compliance status12

* Research products: These products help customers understand consumer behavior, preferences, and trends, as well as market
conditions, industry developments, and economic factors. Research products include reports, studies, statistics, and insights that are
derived from consumer data. Data brokers may provide research products through various formats, such as online portals,
dashboards, newsletters, or customreports12 The FTC report did not include location of individuals as one of the three broad
categories of products offered by data brokers. Location of individuals may be a specific type of product or service that some data
brokers provide, but it is not a primary purpose for which data brokers use consumer data. Therefore, the correct answer is C.
Location of individuals (such as identifying an individual from partial information).

References:

* Data Brokers: A Call For Transparency and Accountability: A Report of the Federal Trade Commission (May 2014)

* JTAPP CIPP/US Certified Information Privacy Professional Study Guide, Chapter 5: State Privacy Laws, Section 5.3: Data Broker
Laws

53. Frage

SCENARIO

Please use the following to answer the next QUESTION:

A US-based startup company is selling a new gaming application. One day, the CEO of the company receives an urgent letter from
a prominent EU-based retail partner. Triggered by an unresolved complaint lodged by an EU resident, the letter describes an
ongoing investigation by a supervisory authority into the retailer's data handling practices.

The complainant accuses the retailer of improperly disclosing her personal data, without consent, to parties in the United States.
Further, the complainant accuses the EU-based retailer of failing to respond to her withdrawal of consent and request for erasure of
her personal data. Your organization, the US-based startup company, was never informed of this request for erasure by the EU-
based retail partner. The supervisory authority investigating the complaint has threatened the suspension of data flows if the parties
mvolved do not cooperate with the nvestigation. The letter closes with an urgent request: "Please act immediately by identifying all
personal data received from our company." This is an important partnership. Company executives know that its biggest fans come
from Western Europe; and this retailer is primarily responsible for the startup's rapid market penetration.

As the Company's data privacy leader, you are sensitive to the criticality of the relationship with the retailer.

At this stage of the mvestigation, what should the data privacy leader review first?

A. The text of the original complaint

B. Available data flow diagrans

C. The company's data privacy policies
D. Prevailing regulation on this subject



Antwort: B

Begrindung;

Data flow diagramns are graphical representations of how data moves within an organization or between different entities. They can
help identify the sources, destinations, and processing of personal data, as well as the legal basis, retention periods, and security
measures for each data flow. Reviewing the available data flow diagrans can help the data privacy leader to quickly and accurately
respond to the urgent request from the EU- based retail partner, as well as to assess the potential risks and compliance gaps in the
data transfer process.

Data flow diagramns are also a key component of data protection impact assessments (DPIAs), which are required by the GDPR for
high-risk processing activities. References:

* JAPP CIPP/US Body of Knowledge, Section 11, A, 2

* [TAPP CIPP/US Study Guide, Chapter 2, Section 2.3]

* [GDPR, Article 35]

54. Frage
How did the Fair and Accurate Credit Transactions Act (FACTA) amend the Fair Credit Reporting Act (FCRA)?

A. Tt increased the obligation of organizations to dispose of consumer data in ways that prevent unauthorized access

B. It expanded the definition of "consummer reports" to include commumnications relating to employee investigations

C. It stipulated the purpose of obtaining a consumer report can only be for a review of the employee's credit worthiness

D. It required employers to get an employee's consent in advance of requesting a consumer report for internal investigation

purposes

Antwort: A

Begrindung;

FACTA added a new section to the FCRA that requires any person who maintains or otherwise possesses consumer information,
or any compilation of consumer information, derived from consumer reports for a business purpose, to properly dispose of any such
information or compilation. The purpose of this provision is to reduce the risk of identity theft and other consumer harm resulting
from improper disposal of consumer information. The FTC and other federal agencies have issued rules implementing this provision,
which specify the reasonable measures that covered entities must take to ensure secure disposal of consumer information, such as
burning, pulverizing, shredding, erasing, or otherwise modifying the information to make it unreadable or indecipherable (16 CFR §
682.3). References: 1, 2, 3

55. Frage

Although an employer may have a strong incentive or legal obligation to monitor employees' conduct or behavior, some excessive
monitoring may be considered an intrusion on employees' privacy? Which of the following is the strongest example of excessive
monitoring by the employer?

¢ A. Anemployer who installs a video monitor in physical locations, such as a warehouse, to ensure enployees are performing
tasks in a safe manner and environment.

¢ B. Anenployer who installs video monitors in physical locations, such as a changing room, to reduce the risk of sexual
harassment.

¢ C. An employer who records all employee phone calls that mvolve financial transactions with customers conpleted over the
phone.

¢ D. Anemployer who installs data loss prevention software on all employee computers to limit transmission of confidential
company information.

Antwort: B

Begriindung;

The strongest example of excessive monitoring by the employer is C. An employer who installs video monitors in physical locations,
such as a changing room, to reduce the risk of sexual harassment. This would be considered an unreasonable invasion of enployees'
privacy, as it would violate their legitimate expectation of privacy in a place where they change their clothes. Such monitoring would
also likely violate the Electronic Commumications Privacy Act (ECPA), which prohibits the interception of oral commumnications
without consent or authorization. Moreover, such monitoring would not be justified by a legitimate business interest, as there are less
intrusive ways to prevent or address sexual harassment, such as policies, training, and reporting mechanisis. References:

* [IAPP CIPP/US Study Guide], Chapter 4: Workplace Privacy, pp. 109-110.

* JAPP CIPP/US Body of Knowledge, Section IV: Workplace Privacy, Subsection A: Employee Privacy Expectations, Topic 1:



Employee Monitoring,
* TAPP CIPP/US Practice Questions, Question 134.

56. Frage
What do the Civil Rights Act, Pregnancy Discrimination Act, Americans with Disabilities Act, Age Discrimination Act, and Equal
Pay Act all have in common?

¢ A They permit enployers to use or disclose personal information specifically about employees who are members of certain
classes

¢ B. They afford certain classes of employees' privacy protection by limiting inquiries concerning their personal information

e (. They require employers not to discriminate against certain classes when employees use personal information

¢ D. They require that employers provide reasonable accommodations to certain classes of employees

Antwort: C
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