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Hotspot Question

Instructions

Use the drop-down menus to define two appropriate security controls for each component of the Al system. Each control may be
used only once.

Ifat any time you would like to bring back the mitial state of the simulation please click the Reset All button.

An engineer is deploying a new Al system and wants to integrate it into the core system through an API.
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Explanation:

Cloud control plane: IAM policies, Resource policies

Prompt firewall: Injection policies, Output monitoring

WATF: Connection rate limits, Input token validation

Front-end API + Model + Vector database: Guardrails, Input quota

API gateway: Load balancing, Authentication token validation

Cloud control plane relies on IAM and resource policies to enforce centralized identity and access management as well as usage
restrictions.

Prompt firewall protects against malicious input via injection policies and ensures outputs are monitored for compliance and safety.
WAF controls connection rate to mitigate DoS and validates nput tokens to stop unauthorized access attenpts.

Front-end API, Model, and Vector database share guardrails to restrict unsafe behaviors and input quotas to prevent overuse,
making them consistent and efficient security points.

API gateway enforces load balancing for availability and validates authentication tokens at the entry point, providing secure and
scalable access.
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A recently deployed Al system becomes persistently unavailable. A restart temporarily fixes the issue, but the issue happens again.
Upon examination of application programming interface (API) logs, an analyst finds that external calls continued to use system
resources after the action conpleted.

Which of'the following is the best way to improve availability of the system?

A. Increasing system memory

B. Enforcing session expiration

C. Creating token limits

D. Implementing multifactor authentication (MFA)

E%: B
fRRERE

The persistent unavailability is caused by external calls consuming resources even after completion, indicating sessions are not being
closed. Enforcing session expiration ensures unused sessions are terminated, freeing resources and improving system availability.
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A security operations center (SOC) analyst needs to automate multiple security tasks by breaking them down into smaller parts.
Which of the following Al tools is the best for this task?

A. Chatbot

B. Agentic Al

C. Retrieval-augmented generation (RAG) Al
D. Generative Al

Z%: B
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Agentic Al is designed to autonomously break down complex tasks nto smaller steps and execute them in sequence. This makes it
the best tool for automating multiple security tasks ina SOC environment.
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A global security operations center (SOC) wants to adapt and leverage the strength of Al in order to enhance its security operations.
Which of the following is the best way to enhance the global SOC functions?

¢ A Enable a personal assistant that can act in the global SOC with no human intervention.

¢ B. Use open-source models in production to help the efficiency of threat detection and threat analysis.
e C. Summarize alerts to easily gain insights on the environment.

¢ D. Generate code and execute in production to help save time.
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Al can significantly enhance SOC operations by summarizing and correlating high volumes of alerts, enabling analysts to quickly
identify patterns, prioritize threats, and gain actionable insights. This reduces analyst fatigue and improves response times without
introducing unsafe automation risks.
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A team of data scientists is ready to release a model for enterprise use. The team wants to protect the model from unintentional
changes or tampering. Which of the following is the most appropriate action?

A. Restrict access to only IT professionals in the organization.

B. Change the model to a large language model (LLM) for interactive features with guardrails.

C. Provide secure copies of the model for local runtime usage.

D. Integrate an application programming interface (API) with identity and access management (IAM) roles to interact with the
model

ZX: D
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Protecting the model from tampering requires controlled and auditable access. By integrating the model with an API secured by
IAM roles, only authenticated and authorized users or systems can interact with it, ensuring integrity and preventing unauthorized

changes.
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