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Lösungen (Q201-Q206):
201. Frage 
Where is a custom layout for an incident configured?.

A. Pre-process rule.
B. Incident playbook.
C. Incident type.
D. Integration instance settings.

Antwort: C

Begründung:
The Admin Guide states that layouts-representing how analysts view incident data, evidence, fields, and work plans-are attached
directly toincident types. When configuring an incident type, the administrator can specify the layout for the "New," "Editing," and
"Preview" modes. This ensures consistent presentation of data across the SOC, tailored to each use case (e.g., phishing, endpoint
alerts, malware investigations).
Pre-process rules (option A) operate before incident creation and do not control the user interface layout.
Incident playbooks (option B) automate response actions but have no effect on how the incident UI is presented. Integration
instance settings (option C) define connection details and ingestion parameters but do not control UI layouts.
Only theIncident Type configuration pageincludes fields for selecting or assigning custom layouts. This aligns with XSOAR's design
principle: incident types define schema, workflows, and UI behavior, including which layout is displayed to analysts.
Thus, the correct answer isD, as incident layouts are configured and bound within theIncident Typesettings.

202. Frage 
What is the primary effect on a new file hash when it is added to the indicator exclusion list?.

A. It is excluded from intelligence feeds that have a reliability score lower than "B - Usually reliable.".
B. It is not extracted, enriched, or given a new verdict.
C. It is extracted and stored, but an "exclusion" tag is added, requiring manual review before it can affect any incidents.
D. It is processed normally by enrichment automations, but the verdict is set to "benign.".

Antwort: B

Begründung:
The Indicator Exclusion List feature in XSOAR is designed to prevent certain IOCs (file hashes, IPs, domains, etc.) from being
processed by the platform. The Admin Guide explains that once an indicator is added to the exclusion list, XSOARdoes not extract,
enrich, score, or apply verdictsto that indicator during ingestion or field-change extraction. This ensures that benign internal hashes,
test indicators, or noisy artifacts do not trigger incidents, enrichments, or correlation rules.
Option B does not reflect platform behavior-XSOAR does not create exclusion tags requiring manual review; instead, itcompletely
bypasses extraction and enrichment. Option C is incorrect because excluded indicators do not undergo enrichment or verdict
assignment at all. Option D incorrectly suggests that exclusion depends on feed reliability; the exclusion list applies globally and
unconditionally.
Therefore, the correct interpretation per the documentation is thatexcluded indicators are never extracted or processed, aligning
precisely with optionA.

203. Frage 
A SOC analyst needs to retrieve the list of all open phishing incidents in the last 30 days. What is the correct query to use?

A. -status:closed -category:job type:Phishing created:="30 days ago"
B. status:closed -category:jobandtype:Phishing created:>="30 days ago"
C. -status:closed -category:job type:Phishing created:>="30 days ago"
D. -status:closed -category:jobandtype:Phishing created:<="30 days ago"

Antwort: D

204. Frage 



Which investigation element is best suited for collaboration among users?

A. Related Incidents
B. War Room
C. Work Plan
D. Context Data

Antwort: D

Begründung:
Reference: https://blog.paloaltonetworks.com/2020/01/cortex-security-operations/

205. Frage 
Which tag must be applied to an Automation Script in order for it to be available when configuring an Indicator Type?

A. reputationScript
B. reputation-script
C. reputation
D. enrich

Antwort: A

206. Frage
......
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