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H #215
In the context of cloud security, which approach prioritizes incoming data logsfor threat detection by applying multiple sequential
filters?

e A Unfiltered bulk analysis
¢ B. Streamlined single-filter method
e (. Cascade-and-filter approach
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¢ D. Parallel processing approach
EfE: C

R -

TheCascade-and-filter approachis a method used in cloud security to handle incoming data logs efficiently. It prioritizes logs for
threat detection byapplying multiple sequential filters, where each filter progressively narrows down the data. This approach helps in:
Layered threat detection:Early filters eliminate non-critical data, while subsequent filters perform more detailed analysis.

Efficient processingReduces the volume of data passed through advanced and resource-intensive filters.

Improved accuracy:Allows focusing on the most relevant security events.

For example, in a cloud environment, the first filter might check for known malicious IP addresses, the second might look for
suspicious file types, and subsequent filters may perform behavioral analysis or anomaly detection.

Why Other Options Are Incorrect:

B.. Parallel processing approach:This method processes logs simultaneously, not sequentially, and is less efficient for prioritizing
threats.

C . Streamlined single-filter method:Uses a single filter for all data, which lacks depth and thoroughness in identifying complex
threats.

D . Unfiltered bulk analysis:This approach is resource-intensive and inefficient, as it does not prioritize or filter logs.

Reference:

CSA Security Guidance v4.0, Domain 9: Incident Response

Cloud Computing Security Risk Assessment (ENISA) - Log Management and Threat Detection Cloud Controls Matrix (CCM)
v3.0.1 - Logging and Monitoring Domain

B #216

Where does the private cloud reside?

¢ A. On-premise

¢ B. On-premise or off-premise
e C. Renote

e D. Offpremise

IEf#: B

L2
According to CSA security guide lines. although. private cloud is for organisation's own use. it can reside on-site or off-premise as
well.

R #217
Which of'the following best describes the responsibility for security in a cloud environment?

e A. Cloud Service Providers (CSPs) and Cloud Service Customers (CSCs) share security responsibilities. The allocation of
responsibilities is constant.

e B. Cloud Service Providers (CSPs) and Cloud Service Customers (CSCs) share security responsibilities.
The exact allocation of responsibilities depends on the technology and context.

e C. Cloud Service Providers (CSPs) are solely responsible for security in the cloud environment. Cloud Service Customers
(CSCs) have an advisory role.

e D. Cloud Service Customers (CSCs) are solely responsible for security in the cloud environment. The Cloud Service
Providers (CSPs) are accountable.

EfE: B

AR :

The shared security responsibility model in cloud environments clarifies that CSPs and CSCs both have roles, with specific
responsibilities varying based on the service model (IaaS, PaaS, SaaS). In IaaS, CSCs handle more security, while CSPs manage
most security in SaaS. Reference: [CCSK Study Guide, Domain 1 - Cloud Security Scope and Responsibilities][source 16].

HA #218
Which of the following best explains how Multifactor Authentication (MFA) helps prevent identity-based attacks?



¢ A. MFA eliminates the need for passwords through single sign-on.

¢ B. MFA requires and uses more complex passwords to secure accounts.

e C. MFA requires multiple forns of validation that would have to compromise.
e D. MFA relies on physical tokens and biometrics to secure accounts.

EfE: C

R e«
MFA enhances security by requiring multiple independent forms of authentication, making it harder for attackers to gain unauthorized
access. Reference: [Security Guidance v5, Domain 5 - IAM]

g #219
What primary purpose does object storage encryption serve in cloud services?

A. It compresses data to save space

B. It monitors unauthorized access attempts
C. It speeds up data retrieval times

D. It secures data stored as objects

IEf@E: D
fR B«

Encryption in object storage is used to secure stored data and protect it from unauthorized access, ensuring confidentiality.
Reference: [Security Guidance v5, Domain 9 - Data Security]
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