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GIAC Certified Incident Handler Sample Questions (Q36-Q41):
NEW QUESTION # 36 
Which of the following statements are true about session hijacking?
Each correct answer represents a complete solution. Choose all that apply.

A. It is the exploitation of a valid computer session to gain unauthorized access to information or services in a computer
system.
B. TCP session hijacking is when a hacker takes over a TCP session between two machines.
C. Use of a long random number or string as the session key reduces session hijacking.
D. It is used to slow the working of victim's network resources.

Answer: A,B,C

NEW QUESTION # 37 
Jason, a Malicious Hacker, is a student of Baker university. He wants to perform remote hacking on the server of DataSoft Inc. to
hone his hacking skills. The company has a Windows-based network. Jason successfully enters the target system remotely by using
the advantage of vulnerability. He places a Trojan to maintain future access and then disconnects the remote session. The employees
of the company complain to Mark, who works as a Professional Ethical Hacker for DataSoft Inc., that some computers are very
slow. Mark diagnoses the network and finds that some irrelevant log files and signs of Trojans are present on the computers. He
suspects that a malicious hacker has accessed the network. Mark takes the help from Forensic Investigators and catches Jason.
Which of the following mistakes made by Jason helped the Forensic Investigators catch him?

A. Jason did not perform port scanning.
B. Jason did not perform covering tracks.
C. Jason did not perform OS fingerprinting.
D. Jason did not perform a vulnerability assessment.
E. Jason did not perform foot printing.

Answer: B

Explanation:
Section: Volume A

NEW QUESTION # 38 
John works as a professional Ethical Hacker. He has been assigned the project of testing the security of www.we-are-secure.com.
He has successfully completed the following steps of the pre-attack phase:
l Information gathering
l Determining network range
l Identifying active machines
l Finding open ports and applications
l OS fingerprinting
l Fingerprinting services
Now John wants to perform network mapping of the We-are-secure network. Which of the following tools can he use to
accomplish his task?
Each correct answer represents a complete solution. Choose all that apply.

A. Ettercap
B. NeoTrace
C. Traceroute
D. Cheops

Answer: B,C,D

Explanation:
Section: Volume B
Explanation



NEW QUESTION # 39 
Adam works as a Security Administrator for Umbrella Inc. A project has been assigned to him to test the network security of the
company. He created a webpage to discuss the progress of the tests with employees who were interested in following the test.
Visitors were allowed to click on a company's icon to mark the progress of the test. Adam successfully embeds a keylogger. He
also added some statistics on the webpage.
The firewall protects the network well and allows strict Internet access.
How was security compromised and how did the firewall respond?

A. The attack was Cross Site Scripting and the firewall blocked it.
B. Security was compromised as keylogger is invisible for firewall.
C. Security was not compromised as the webpage was hosted internally.
D. The attack was social engineering and the firewall did not detect it.

Answer: D

NEW QUESTION # 40 
Which of the following attacks allows an attacker to sniff data frames on a local area network (LAN) or stop the traffic
altogether?

A. Session hijacking
B. Man-in-the-middle
C. Port scanning
D. ARP spoofing

Answer: D

NEW QUESTION # 41
......
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