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An enterprise customer needs a Cyber Recovery solution to be implemeanted. As an outcome from a
previous workshop, the following backup environment needs to be protected to the CR Vault,
Location 1: 4 PowerProtect Dhs
Location 2: 4 PawerProtect DDs
Location 3: 2 PowerProtect DDs
Locafion 4: 2 FowerProtect DDs
The customer wants to implement a CR Vault in a 5th location.
How many Cyvber Becovery systems must be installed al a minimum level?
= A0
s 0l
w2
« L3

A8

g ez
What vault status is displayed if none of the PowerProtect DD systems in the CR Vault are able to
eommunicate with the Cyber Recovery software?

= A Unknown

= B, Unlocked

= . Locked

s D, Degrraded
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HEE#78

A consortium was established in a collaborative effort to strengthen the cybersecurity posture of multiple organizations within an
industry sector. The participating entities decided to adopt a threat intelligence exchange architecture in which all threat data is
collected, analyzed, and disseminated through a single central hub.

What type of threat intelligence exchange architecture was implemented in this scenario?

A. Decentralized exchange architecture
B. Centralized exchange architecture
C. Federated exchange architecture

D. Hybrid exchange architecture
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A model where all threat data is collected, analyzed, and distributed through a single central hub defines a Centralized Exchange
Architecture.

In this architecture:

* All participants send their data to a central system

* The central hub processes, correlates, and redistributes intelligence.

* It ensures uniform analysis, consistency, and efficient management.

Why the Other Options Are Incorrect:

* A. Decentralized: Each participant shares data directly with others without a central hub.

* B. Federated: Each organization maintains its own data but participates in shared analysis through agreed protocols.

* C. Hybrid: Combines elements of centralized and decentralized systens for flexibility.

Conclusion:

The described setup represents a Centralized Exchange Architecture.

Final Answer: D. Centralized exchange architecture

Explanation Reference (Based on CTIA Study Concepts):

CTIA classifies centralized architectures as systems that collect and distribute threat data through a single authoritative node.

EE#79

While analyzing a series of security incidents, you notice a pattern of attacks origiating from specific geographical locations. To gain
deeper insight into the spatial aspects of these threats, what contextualization method would you employ to understand the
geographic origin and distribution of the attacks?

A. Policy context
B. Temporal context
C. Spatial context
D. Historical context

HE: C

MY

Spatial context refers to analyzing the geographical and location-based factors of threat intelligence. When attacks are observed
from specific regions or IP addresses associated with certain areas, spatial context helps identify where the attacks originate and
how geographical distribution influences threat behavior.

Spatial analysis allows a threat analyst to:

* Identify regions that frequently serve as sources of malicious activity.

* Correlate attacks with geopolitical or regional factors.

* Assess the proximity and connectivity between threat sources and targets.

Why the Other Options Are Incorrect:



* Policy context: Focuses on organizational policies and regulatory frameworks.

* Historical context: Involves studying past data to understand patterns or trends over time.

* Temporal context: Relates to the timing and frequency of attacks, not location.

Conclusion:

To analyze attack patterns based on geography, the analyst must use Spatial Context.

Final Answer: D. Spatial context

Explanation Reference (Based on CTIA Study Concepts):

CTIA's "Contextualization of Threat Intelligence Data" section defines spatial context as understanding threat data based on
geographical attributes and origin distribution.

EE #80

Jian is a member of the security team at Trinity, Inc. He was conducting a real-time assessment of system activities in order to
acquire threat intelligence feeds. He acquired feeds from sources like honeynets, P2P monitoring. infrastructure, and application logs.
Which of the following categories of threat intelligence feed was acquired by Jian?

A. Proactive surveillance feeds
B. CSV data feeds

C. Internal intelligence feeds
D. External intelligence feeds

HE. C

MY

Internal ntelligence feeds are derived from data and information collected within an organization's own networks and systenrs. Jian's
activities, such as real-time assessment of system activities and acquiring feeds from honeynets, P2P monitoring, infrastructure, and
application logs, fall under the collection of internal intelligence feeds. These feeds are crucial for identifying potential threats and
vulnerabilities within the organization and form a findamental part of a comprehensive threat intelligence program. They contrast with
external intelligence feeds, which are sourced from outside the organization and include mformation on broader cyber threats, trends,
and TTPs of threat actors.

References:

"Building an Intelligence-Led Security Program” by Allan Liska

"Threat Intelligence: Collecting, Analysing, Evaluating” by M-K. Lee, L. Healey, and P. A. Porras

ZEE #81

Alice, an analyst, shared information with security operation managers and network operations center (NOC) staff for protecting the
organizational resources against various threats. Information shared by Alice was highly technical and include threat actor TTPs,
malware campaigns, tools used by threat actors, and so on.

Which of'the following types of threat intelligence was shared by Alice?

A. Tactical threat intelligence

B. Strategic threat intelligence

C. Operational threat intelligence
D. Technical threat intelligence

HE: A

Y.

The nformation shared by Alice, which was highly technical and included details such as threat actor tactics, techniques, and
procedures (TTPs), malware campaigns, and tools used by threat actors, aligns with the definition of tactical threat intelligence. This
type of intelligence focuses on the immediate, technical indicators of threats and is used bysecurity operation managers and network
operations center (NOC) staff'to protect organizational resources. Tactical threat intelligence is crucial for configuring security
solutions and adjusting defense mechanisns to counteract known threats effectively. References:

* "Tactical Cyber Intelligence," Cyber Threat Intelligence Network, Inc.

* "Cyber Threat Intelligence for Front Line Defenders: A Practical Guide," by James Dietle

EE #82
A threat analyst wants to incorporate a requirement in the threat knowledge repository that provides an ability to modify or delete



past or irrelevant threat data.
‘Which of the following requirement must he include in the threat knowledge repository to fulfil his needs?

A. Evaluating performance
B. Searchable functionality
C. Protection ranking
D. Data management
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Incorporating a data management requirement in the threat knowledge reposttory is essential to provide the ability to modify or
delete past or irrelevant threat data. Effective data management practices ensure that the repository remains accurate, relevant, and
up-to-date by allowing for the adjustment and curation of stored information. This includes removing outdated intelligence, correcting
inaccuracies, and updating information as new insights become available. A well-managed repository supports the ongoing relevance
and utility of the threat intelligence, aiding in informed decision-making and threat mitigation strategies. References:

* "Building and Maintaining a Threat Intelligence Library," by Recorded Future

* "Best Practices for Creating a Threat Intelligence Policy, and How to Use It," by SANS Institute
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