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R #174
Why is segmentation from non-IACS zones important in Network & Communication Security (SP Element
3)?

e A To prevent attacks originating outside the IACS

¢ B. To manage user identity persistence effectively

e C. To ensure backup verification processes run smoothly
e D. To classify data according to sensitivity levels

EfE: A

A -

SP Element 3 - Network and Communication Security in ISA/IEC 62443-2-1 emphasizes segmentation between IACS and non-
TACS zones to protect critical systems from external threats. Isolating the IACS reduces the attack surface and limits access to
trusted sources only.
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"Segmentation of TACS networks from business and other external networks is a key strategy to limit attack vectors and protect
critical control systens from unauthorized access or malware propagation."

- ISA/IEC 62443-2-1:2010, Clause 4.3.4 - SP Element 3

This is a foundational element of the "defense in depth” strategy.

References:

ISA/IEC 62443-2-1:2010 - SP Eleent 3

ISA/IEC 62443-1-1 - Zones and Conduits

HM #175
When selecting a risk assessment methodology for a complex industrial automation system, which approach aligns BEST with

ISA/IEC 62443 guidance?

A. Avoid using standards or frameworks to maintain flexibility.

B. Use different methodologies for initial and detailed assessments to cover more perspectives.
C. Only perform qualitative assessments without quantitative measures.

D. Follow any documented methodology as long as it uses a consistent risk ranking scale.

Ef#E: D

R -

ISA/IEC 62443-3-2 states that while it doesn't mandate a specific risk methodology, the chosen approach must be documented,
consistent, and based on a risk ranking scale that enables the comparison and prioritization of security needs.

"Any documented risk assessment methodology may be used, provided it results in a repeatable risk ranking and includes asset,
threat, and vulnerability evaluation."

- ISA/IEC 62443-3-2:2020, Clause 6.4.1 - Risk Assessment Methodology

This ensures compatibility with SL-T (Target Security Level) assignment and zone/conduit design. Flexibility is allowed, but
methodology must be traceable and consistently applied.

References:

ISA/IEC 62443-3-2:2020 - Clause 6.4.1

ISA/IEC 62443-2-1 - Organizational guidance for risk assessments

R #176
Which of'the following is an element of monitoring and improving a CSMS?

Available Choices (select all choices that are correct)

¢ A Significant changes in identified risk round in periodic reassessments

¢ B. Review of system logs and other key data files

¢ C. Restricted access to the industrial control system to an as-needed basis
e D. Increase in staff training and security awareness

IEf#: B. D

R

Monttoring and improving a Cybersecurity Management System (CSMS) as per ISA/IEC 62443 standards involves several key
activities that ensure the system remains effective and responsive to emerging threats.

Two critical elements of this ongoing process are:

A). Increase in staff training and security awareness: Regular training and increasing security awareness among staff are vital to
maintaining a secure operating environment. This proactive measure helps in reducing human error and enhancing the ability to
respond effectively to cybersecurity incidents.

D). Review of system logs and other key data files: Continuous review and analysis of system logs and other relevant data files are
essential for detecting, nvestigating, and responding to potential security incidents.

This monitoring helps in identifying anomalies that may indicate a security breach or operational issues needing attention.

HE #177
Which of the following is an example of separation of duties as a part of system development and maintenance?

Available Choices (select all choices that are correct)



A. Changes are approved by one party and implemented by another.

B. Design and implementation are performed by the same team.

C. Developers write and then test their own code.

D. Configuration settings are made by one party and self-reviewed using a checklist.

EfE: A

fEE N -

Separation of duties is a security principle that ains to prevent fraud, errors, conflicts of interest, or misuse of resources by dividing
critical tasks or functions among different people or teans. It is one of the foundational requirements (FRs) of the ISA/IEC 62443
standards for securing industrial automation and control systerms (IACSs). According to the ISA/IEC 62443-2-1 standard,
separation of duties includes the following system requirements (SRs):

* SR 2.1: Security management policy

* SR 2.2: Personnel security

* SR 2.3: System development and maintenance

* SR 2.4: Incident response and recovery

* SR 2.5: Compliance and review

Among these SRs, the one that is most related to the example of system development and maintenance is SR

2.3. SR 2.3 requires that the IACS shall provide the capability to ensure that the development and maintenance of the system and its
components are performed in a secure manner. This means that the IACS should have a mechanismto control the access and
authorization of developers, testers, integrators, and maintainers who work on the systemand its components. It also means that the
IACS should have a mechanism to verify and validate the quality and security of the systemand its components before, during, and
after the development and maintenance processes.

Therefore, an example of separation of duties as a part of system development and maintenance is that changes are approved by one
party and implemented by another. This ensures that the changes are authorized, documented, and reviewed by someone who is not
mvolved in the implementation. This reduces the risk of introducing errors, vulnerabilities, or malicious code into the systemand its
components.

References:

ISA/TEC 62443-2-12010, Security for industrial automation and control systers - Part 2- 1: Establishing an industrial automation
and control systems security programl ISA/IEC 62443 Cybersecurity Fundamentals Specialist Certificate Program2 ISA/IEC
62443 Cybersecurity Library3 Using the ISA/IEC 62443 Standards to Secure Your Control Systems4

R #178
According to the scheme for cybersecurity profiles, which of the following is true about ISA/IEC 62443 security requirements when
creating a security profile?

A. New security requirements can be added freely.

B. Only foundational requirements can be changed.

C. Existing security requirements can be modified to fit the sector needs.
D. No new requirenments are allowed, and existing ones are not modified.

Ef: C

R 2

ISA/IEC TR 62443-1-5 describes how to create cybersecurity profiles tailored to specific sectors or applications. While the core
structure of security requirements remains, modifications are allowed to align with sector-specific needs or regulatory requirements.
"Profiles can tailor existing security requirements to better fit sector-specific needs. Modification of requirement wording, priority, or
applicability may be made in line with risk tolerance and context."

- ISA/IEC TR 62443-1-52018, Clause 5.3 - Profile Customization

This enables flexibility while retaining consistency across profiles.

References:

ISA/IEC TR 62443-1-52018 - Clause 5.3

ISA/TEC 62443-1-1 - Foundational requirement structure
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