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¢ Domain Evidence Analysis with Forensic Tools: This domain measures skills of Cybersecurity technicians
and focuses on analyzing collected evidence using standard forensic tools. It includes reviewing disks, file

FrRE 1 systens, logs, and system data while following approved investigation processes that ensure accuracy and

ntegrity.
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¢ Domain Recovery of Deleted Files and Artifacts: This domain measures the skills of Digital Forensics

Technicians and focuses on collecting evidence from deleted files, hidden data, and system artifacts. It
FE2 includes identifying relevant remnants, restoring accessible information, and understanding where digital
traces are stored within different systerns.

¢ Domain Digital Forensics in Cybersecurity: This domain measures the skills of Cybersecurity technicians

and focuses on the core purpose of digital forensics in a security environment. It covers the techniques used
FE3 to investigate cyber incidents, examine digital evidence, and understand how findings support legal and
organizational actions.

¢ Domain Legal and Procedural Requirements in Digital Forensics: This domain measures the skills of Digital

Forensics Technicians and focuses on laws, rules, and standards that guide forensic work. It includes
FE 4 identifying regulatory requirements, organizational procedures, and accepted best practices that ensure an
mnvestigation is defensible and properly executed.

¢ Domain Incident Reporting and Communication: This domain measures the skills of Cybersecurity Analysts

and focuses on writing incident reports that present findings froma forensic nvestigation. It includes
F&ES documenting evidence, summarizing conclusions, and communicating outcommes to organizational
stakeholders i a clear and structured way.
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A victim of Internet fraud fell for an online offer after using a search engine to find a deal on an expensive software purchase. Once
the victim learned about the fraud, he contacted a forensic investigator for help.

Which digital evidence should the investigator collect?

A. Computer logs
B. Virus signatures
C. Email headers
D. Whois records
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Comprehensive and Detailed Explanation From Exact Extract:

In Internet fraud investigations, computer logs are critical because they provide a record of user activity, including browsing history,
downloads, and system events. These logs can help establish a timeline, identify malicious access, and confirm fraudulent
transactions.

* Computer logs may include browser history, system event logs, and application logs that document the victin's interaction with the
fraudulent offer.

* Whois records help identify domain registration details but are secondary evidence.

* Email headers are relevant if communication via email was part of the fraud but less critical than logs that show direct interaction.

* Virus signatures are used in malware investigations, not directly relevant to fraud evidence collection.

Reference:According to guidelines by the International Journal of Digital Crime and Forensics and the SANS Institute, capturing logs
is essential in building a case for Internet fraud as it provides objective data about the victim's system and activities.
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Which law or guideline lists the four states a mobile device can be in when data is extracted from it?

A. Comnmunications Assistance to Law Enforcement Act (CALEA)
B. Electronic Commumications Privacy Act (ECPA)

C. Health Insurance Portability and Accountability Act (HIPAA)
D. NIST SP 800-72 Guidelines
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Comprehensive and Detailed Explanation From Exact Extract:

NIST Special Publication 800-72 provides guidelines for mobile device forensics and identifies four device states during data
extraction: active, idle, powered off; and locked. These states influence how data can be accessed and preserved.

* Understanding these states helps forensic investigators select appropriate acquisition techniques.

* NIST SP 800-72 is a key reference for mobile device forensic methodologies.

Reference:NIST SP 800-72 offers authoritative guidelines on handling mobile device data in forensic investigations.

P RE #18
How is the Windows swap file, also known as page file, used?

A. Replaces bad sectors

B. Reserved for system files
C. Augnents the RAM

D. Primarily for security

ZR: C
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Comprehensive and Detailed Explanation From Exact Extract:

The Windows swap file, or page file, is a system file used to extend physical memory by storing data that cannot fit into the RAM.
When RAM s full, the OS swaps inactive data pages to this file, thus augmenting RAM capacity.

* It does not replace bad sectors; that fimction is for disk management utilities.

* It is not primarily for security but for memory management.

* It is not reserved exclusively for system files but is used dynamically for memory paging,

Reference:Microsoft's official documentation and forensic guides like NIST SP 800-86 describe the page file' s role in virtual
memory management and its importance in forensic analysis because it may contain fragments of memory and sensitive information.

FIRE #19
What is a reason to use steganography?

A. To erase secret data
B. To delete secret data
C. To save secret data

D. To highlight secret data

ZER: C
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Comprehensive and Detailed Explanation From Exact Extract:

Steganography is used to save or embed secret data within another file or medium, allowing covert communication without alerting
observers to the presence of the data.

* The goal is to conceal, not highlight or delete data.

* It does not erase or delete secret data; instead, it hides it.

This aligns with standard definitions in cybersecurity and forensic literature including NIST's cybersecurity frameworks.
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A forensic examiner is reviewing a laptop running OS X which has been compromised. The examiner wants to know if any shell
commands were executed by any of the accounts.

‘Which log file or folder should be reviewed?

A. /var/vm

B. /Users/<user>/Library/Preferences
C. /var/log

D. /Users/<user>/.bash_history

ZX: D
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Comprehensive and Detailed Explanation From Exact Extract:

The.bash_historyfile located in each user's home directory (e.g.,/Users/<user>/.bash_history) records the history of shell commands
entered by the user in bash shell sessions. Reviewing this file allows investigators to see the commands executed by a specific user.
* /var/vimcontains virtual memory swap files, not command history.

* /var/logcontains system logs but not individual user shell command history.

* /Users/<user>/Library/Preferencesstores application preferences.

NIST guidelines and macOS forensics literature confirm.bash _historyas the standard location for shell command histories on OS X
systemns.
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