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B #37

Spread replicas using pod AntiAffinity
Task Information : Configure payments/api to prefer scheduling pods on different nodes.

Ef#:

TR

See the solution below in Explanation:

Explanation:

* Patch deployment with preferred pod AntiAffinity

* oc -n payments patch deploy api --type=merge -p '{

* "spec'{"template":{"spec":{"affinity": {

* "pod AntiAffinity":{

* "preferred DuringSchedulinglgnored DuringExecution'[ {
* "weight":100,

* "pod Affinity Term': {

* "labelSelector™:{"matchLabels":{"app":"api"} },

* "topologyKey"kubernetes.io/hostname"

*3

*3

*

3

* }’

* Encourages spread across nodes to reduce single-node impact.
* Verify spread

* oc -n payments get pods -o wide

B #38

Integrate OpenShift with LDAP (create LDAP identity provider)

Task Information : Configure cluster OAuth to add an LDAP identity provider using an existing bind secret and CA ConfigMap ,
then verify login works.

Efi#:

R e«

See the solution below in Explanation:

Explanation:

* Verify prerequisites exist (Secret + ConfigMap)

* oc -n openshift-config get secret rhds-Idap-secret

* oc -n openshift-config get configmap rhds-ca-config-map

* OAuth LDAP configuration references these objects. Ifthey don't exist, OAuth won't be able to bind to LDAP securely.
* Edit the cluster OAuth resource

* oc edit oauth cluster

* The oauth/cluster resource is where identity providers are defined.

* Add an LDAP identity provider entry (example structure) Add under spec.identityProviders:
* - name: corp-ldap

* mappingMethod: claim

* type: LDAP

* Idap:

* url: "ldapsy/ldap.example.com636/ou=People,dc=example,dc=com?uid"

* bindDN: "uid=openshift,ou=svc,dc=example,dc=com’'

* bindPassword:

* pame: rhds-1dap-secret
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* ca

* name: rhds-ca-config-map

* nsecure: false

* attributes:

* id: ["dn"]

* name: ["en'"]

* preferredUsername: ["uid']

* email: ["mail'"]

* url: where to search for users and which attribute is used for login (here uid).
* bindDN + bindPassword: service account used for LDAP queries.

* ca: trusts the LDAP server CA for TLS.

* attributes: maps LDAP data into OpenShift user identity fields.

* Restart OAuth pods to load changes quickly

* oc -n openshift-authentication delete pod -1 app=oauth-openshift

* This forces pods to restart and re-read the updated configuration.

* Verify the identity provider appears and users can log in

* In the web console login page, you should see the new provider (name may show as corp-ldap).
* After a successful login, confirm user objects appear:

* oc get users

* oc get identities

* OpenShift creates User and Identity objects upon first successful authentication.

HH #39
Silence an alert in Alertmanager
Task Information : Create an Alertmanager silence for a noisy alert for 2 hours, then confirm it's silenced.

Ef#:

fEEL:

See the solution below in Explanation:

Explanation:

* Find the alert name and labels

* Web console: Observe # Alerts # click the alert to view label set.
* Open Alertmanager silences

* Observe # Alerting # Alertmanager # Silences # Create silence
* Explanation: Silences mute alerts matching label filters.

* Create the silence

* Add matcher: alertname = < ALERT NAME >

* Duration: 2 hours

* Save.

* Verify the alert shows as silenced

* The alert should indicate it is silenced in the UL

E #40
Install OADP Operator and verify Velero components
Task Information : Install the OADP operator and confirm Velero pods/components are running,.

Ef#:

AR

See the solution below in Explanation:

Explanation:

* Install OADP via Web Console

* Operators # OperatorHub # search OADP / OpenShift API for Data Protection # Install
* Explanation: This operator manages Velero and backup integrations.

* Verify the operator CSV is installed

* oc get csv -A | grep -1-E "oadp|data protection|velero"

* Confirms installation succeeded.



* Verify pods in the OADP namespace (commonly openshift-adp)
* oc get pods -n openshift-adp
* You should see Velero/OADP-related pods in Running state.

HE #41

Export and import container images (mirror to internal registry)

Task Information : Pull an image from an external registry, push it into the OpenShift internal registry, and update a deployment to
use the mirrored image.

Ef#:

TR

See the solution below in Explanation:

Explanation:

* Log in to OpenShift internal regjstry

* oc registry login

* Allows podman to push to the internal registry.

* Pull external image

* podman pull docker.io/library/nginx:1.25

* Gets the mmage locally.

* Tag for internal registry destination

* podman tag nginx:1.25 image-registry.openshift-image-registry.sve:5000/orders/nginx:1.25
* Uses the cluster service DNS name (works mside cluster network).

* Push to mternal registry

* podman push image-registry.openshift-image-registry.sve:5000/orders/nginx:1.25

* Update deployment to use internal image

* oc -n orders set image deploy/web web=image-registry.openshift-image-registry.svc:5000/orders/nginx:
1.25

* Verify rollout

* oc -n orders rollout status deploy/web

* oc -n orders get pods -0 wide

B #42
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