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(CCSKv5.0) Sample Questions (Q287-Q292):
NEW QUESTION # 287 
An important consideration when performing a remote vulnerability test of a cloud-based application is to

A. Use techniques to evade cloud provider's detection systems
B. Use network layer testing tools exclusively
C. Obtain provider permission for test
D. Schedule vulnerability test at night
E. Use application layer testing tools exclusively

Answer: C

Explanation:
Explanation/Reference:

NEW QUESTION # 288 
In cloud services. risks and responsibilities are shared between the cloud provider and customer.
however. which of the following holds true?

A. Cloud Customer liability is limited to financial responsibility
B. Cloud Customer has ultimate legal liability for unauthorised and illicit data disclosures
C. Cloud provider has ultimate legal liability for unauthorised and illicit data disclosures
D. Cloud Provider liability is limited to financial responsibility

Answer: B

Explanation:
In a shared responsibility model. Data security is responsibility of the cloud consumer and he is legally liable.

NEW QUESTION # 289 
Which of the following Standards is normally followed to manage Enterprise Risk?

A. ISO 31000
B. ISO 27032
C. ISO 27005
D. ISO 27001

Answer: A

Explanation:
ISO 31000 provides principles and guidelines to do Enterprise Risk Management.

NEW QUESTION # 290 
What is the primary function of Data Encryption Keys (DEK) in cloud security?

A. To increase the speed of cloud services
B. To serve as the primary key for all cloud resources
C. To encrypt application data
D. To directly manage user access control

Answer: C

Explanation:
The primary function ofData Encryption Keys (DEK)in cloud security is toencrypt application data. DEKs are used to encrypt and
decrypt specific data objects, such as files or database records, ensuring data confidentiality in cloud environments.
From theCCSK v5.0 Study Guide, Domain 10 (Data Security and Encryption), Section 10.3:
"Data Encryption Keys (DEKs) are used to encrypt and decrypt application data in cloud environments. DEKs are typically



managed by key management services and applied to specific data objects to ensure confidentiality and protect against unauthorized
access." Option B (To encrypt application data) is the correct answer.
Option A (Increase speed) is incorrect because encryption does not enhance performance.
Option C (Manage user access control) is incorrect because DEKs are for encryption, not access control.
Option D (Primary key for all resources) is incorrect because DEKs are specific to data encryption, not resource management.
Reference:
CCSK v5.0 Study Guide, Domain 10, Section 10.3: Encryption and Key Management.

NEW QUESTION # 291 
How does artificial intelligence pose both opportunities and risks in cloud security?

A. AI enhances security without any adverse implications
B. AI mainly reduces manual work with no significant security impacts
C. AI is only beneficial in data management, not security
D. AI enhances detection mechanisms but could be exploited for sophisticated attacks

Answer: D

Explanation:
While AI improves threat detection, it also introduces risks as attackers can use it to develop advanced attack methods.
Organizations must balance these risks. Reference: [CCSK Study Guide, Domain 12 - AI and Security]
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......
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